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1. ObLWAA NHO®OPMALINA

1.1. Ha3HayeHwne u cocTas MO

MMNO aBnseTcA NPUKAAAHbIM MPOrPaMMHbIM obecnevyeHem CO BCTPOEHHbIMMU
MexXaHM3MaMWn  3aWuTbl  MHOOPMAUMM  OT  HEeCaHKUMOHWMPOBAHHOrO  A0CTyna,
npeaHasHaYeHHbIM ONA:

— ynpasieHua  ycTpoicTBamml,  GYHKUMOHMPYOWMMKM 104 yrNpasBieHMem
onepaumnoHHon cuctembl (OC) ABpopa, MMeloWen AeUCTBUTENbHbIN CcepTUdUKaT
cootBeTcTBMnAa ®CTIK Poccuu;

— YNPaBAEHUA KU3HEHHbIM LIMKAOM NPUIOKEHNINZ;

— OTNpaBKM push-yBegoOMNEHMA HA YCTPOMCTBA;

— obHoBneHna OC nyTem MNONYYEHWA M3 OAOBEPEHHOrO XPaHWAMLWE MNAKETOB C
nameHeHmamm OC (obpaza OC) M KX yCTAaHOBKM. [lpM 3TOM YyKa3aHHble MPOLECChI
BbIMO/HAIOTCA WTaTHbIMKM cpeactBamu camom OC, a TMMO y4acTByeT /Aulb B UX
MHMUManm3aummn 8 OC 1 He rapaHTMpyeT UX YCNELHOro 3aBepPLUEHNS;

— aBTOMaTU3MPOBAHHOM 06PabOTKKM CreayoWmMX BUAOB MHPOPMALMN:

e 06LleaocTynHom MHGopMmaLnu;

o MHPOPMALMM OrpaHWYEHHOro [AO0CTyna, He CoAeprkalen CcBedeHun,
COCTaBAAOLWMX TOCYAAPCTBEHHYIO TalMHy, noAaneallel 3alimTe B COOTBETCTBUM C
TpeboBaHMAMKU AENCTBYIOWEro 3akoHoAaTenbcTBa Poccuitickon denepaumm B obnactu

MHGOPMALLMOHHON BEe30MNacHOCTH.

! Onpepenerne TepmuHa «YCTpoicTBO» NpuseaeHo B Tabauue (Tabauua 33).
2 Onpepenenve TepmuHa «lpunoxerune» npuseneHo 8 Tabauue (Tabanua 33).
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MO MoKeT ObITb MICMONB30BAHO, HO HE OrPAHMYMBATHLCS, B CAEAVHIOLLINX CUCTEMAX U

obbeKTax:

— B TOCY[apCTBEHHbIX WMHPOPMAUMOHHbLIX cucTtemax ([MNC), He copepHKalimx
MHGOPMALMM, COCTaBAAOLLEN TOCYAaPCTBEHHOM TalHbl, A0 1 Knacca 3alMLLIEHHOCTM
BK/IHOYMTE/IbHO B COOTBETCTBMMU C AOKYMEHTOM « TpeboBaHMA 0 3aWmTe MHPOPMaALLMK, He
COCTaBAANOLWEN TOCYyAapCTBEHHYI TaMHy, COAEPXKallenca B rocydapCTBEHHbIX
MHOOPMALMOHHbBIX CUCTEMAxX», YTBEPXAEHHbIM npukazom OCTIK Poccum  oT
11 ¢espana 2013 r. Ne 17;

— B MHGOPMALMOHHbBIX CUCTEMAX MEepPCcoHaNnbHbIX AaHHbIX (MCMAH) Ao 1 ypoBHA
3aWMLEHHOCTM BKIKOYNTENBHO B COOTBETCTBUM C AOKYMEHTOM «COCTaB M coaeprkaHme
OpraHM3aLUMOHHbIX M TEXHMYECKUX Mep No obecneyeHMto 6e30NacCHOCTM NepPCcoHa/IbHbIX
NaHHbIX NpK X 0bpaboTke B MHPOPMALMOHHbIX CMCTEMAX MEPCOHANbHbIX AAHHbIXY,
yTBEpKAeHHbIM Npukazom GCTIK Poccmn ot 18 dpespana 2013 r. Ne 21;

— B aBTOMAaTM3MPOBAHHbIX cucTemax ynpasneHua (ACY) po 1 Knacca
3alUMLLEHHOCTM BKAOYUTENBHO B COOTBETCTBMW C AOKYMEHTOM «TpeboBaHMA K
obecneyeHMto 3aWNTbl MHPOPMALMM B aBTOMATM3MPOBAHHbIX CUCTEMAX YMNpPaBAeHWA
NPOM3BOACTBEHHLIMM M TEXHONOTUYECKMMMU MPOLLECCAMM HA KPUTUYECKM BaXKHbIX
0bbeKTax, NOoTeHUMaNbHO OMACHbIX O0ObEeKTax, a Tak¥e o0bbeKTax, NpeacTaBAAOLLUX
MNOBbIWEHHYO OMACHOCTb AONA KM3HW M 340pOBbA AOAEN M ONA OKpyXKatouemn
NpPMPOAHON cpeabl», YTBEPXKAEHHbIM NPUKA3oM ®CTIK Poccum oT
14 asrycta 2014 r. Ne 31;

— Ha 3HauYMMbIXx OOBEKTAX KPUTUYECKOM WMHOOPMALMOHHON MHPPACTPYKTYPb
(KUN) no 1 KaTeropum BKAOYNUTENIbHO B COOTBETCTBMU C AOKYMEHTOM «TpeboBaHMA Nno
obecneyeHnto 6e30MacCHOCTU 3HAYMMbIX OOBEKTOB KPUTUYECKON MHGPOPMALLMOHHOMN
MHGPACTPYKTYpbl Poccuitckon @enepaummny», yTBepxaeHHbIM npukazom @CTIK Poccuu

oT 25 nekabpa 2017 r. Ne 239;
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— B MHbOPMaUMOHHbLIX cuctemax (MC) obuiero nonb3oBaHMA A0 2 Khacca
BK/IIOYMTENIbHO B COOTBETCTBMM C AOKYMEHTOM «TpeboBaHMA O 3almnTe MHPOPMALMK,
coaepalenca B MHGOPMALMOHHbIX CUCTEMAX OBLLErO NOIb30BAHMAY, YTBEPKAEHHbBIM
npukasom ®Cb Poccum n ®CTIK Poccum ot 31 asrycta 2010 1. Ne 416/489.

MMNO cocTouT U3 CaeayoWwmx NoACUCTEM?:

— noacuctema besonacHoct (MB);

— noacuctema «Mapket» (MM);

— noacuctema Mnatdopma ynpasnexHua (MY);

— noacucTema ynpasneHua teHaHtamm (MYT);

— noacuctema Cepsuc ysegomnernuin (MCY);

— noacuctema obHosaeHms OC (MOOC);

— noacucTema A0CTaBKkM KoHTeHTa (CDN).

Bsavmogpencrteme mexay MNOACUCTEMAMM M KOMMOHEHTaMM  MOACUCTEM
OCYLLEeCTBAAETCA C MCNonb3oBaHMem npotokona HTTP crtaHgapt RFC 2616, npu stom
obmeH AaHHbIMK ocylectsaseTcs B opmate RFC 8259 (JSON).

[Ona nonyyeHua push-ysegomaeHW Ha yCTPOMCTBAX MCNOb3yeTcA push-gemoH,
BxoaAauwmim B coctaB OC Aspopa. Push-nemoH, B cBoto ovepeab, B3aumoaencrayet c MNCY
no 3awmiieHHomy npotokony TLS (RFC 5246, RFC 8446) ¢ npotokonom TCP (RFC 793) Ha
TPAHCMNOPTHOM YPOBHeE.

B kayecTBe cepBepa 6a3bl AaHHbIX (B/) ncnonb3yeTcs cepBep C YCTaHOBAEHHOM
cuctemon ynpasneHuna 6azamn gaHHbix (CYB/[) Postgres Pro nnm PostgreSQL, B KoTopo
XpaHATCA AaHHble [0, ana yero npu pasBepTbiBaHMM co3aaeTcA cneunansbHaa b. Ana
XpaHeHMa MHpopmaumm o ceccuax ncnonbdyetcsa CYB/ Redis.

[Mogcuctemsbl, BxoadAwme B coctas [1110, NO3BONAKOT BbINOJHATL NOTMPOBaAHME
MHOOPMALMOHHBIX coobuleHnn, coobueHnin 06 ownbkax, npeaynpexaeHuin u

OT/NIaZ04HOM MHPOPMALMM B cMCTEMHbIN KypHan OC (systemd-journald).

3 Coctas noacuctem MMO 3aBUCUT OT KOMNNEKTHOCTM BapMaHTOB MOCTaBKM, KOTOPbIE ONPeaenatoTca YCAOBUAMM
JINLEH3MOHHOrO A0roBOopa.
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1.1.1. Moacmuctema 6esonacHoOCTH

B npeaHasHavyeHa AnA peanmsaumm cneayouwmnx yHKkumin besonacHoctum MMO:

— NAEHTUPUKALMK N ayTEHTUPMKALMM NONb30BaTENEN U YCTPOWCTB;

— ynpaBneHna naeHTMPUKaTopamm NoNb3oBaTeNen N YCTPOWNCTB;

— ynpaBaeHnaA cpeacTBaMm ayTEHTUDUKALNM;

— yNpaBAeHNA yYEeTHbIMW 3aNUCAMM NOSb30BATENEN U YCTPOMCTB;

— ynpaBaeHnA A0CTYyNOM CyObeKTOB A0CTyNa K 06beKTam A0CTyna;

— perucTpaumm cobbiTnim 6esonacHocTy;

— NpeaocTaBaeHMA NONb30BaTeNAM A0CTyNa K nHTepdecy Mb.

[1b cOCTOUT M3 cneayoWMX KOMMNOHEHTOB:

— KoHconb BxoAa nosb3oBaTene;

— KoHconb agmuHucTpatopa [1b;

— Cepsep npunoxeHunn M.

KoHconb BXxoAa nosib3oBaTenel no3posaeT nonb3osatenam MO ocylecTBAATb
BBO/, MAEHTUPUKALMOHHOM N ayTEHTUPUKALMOHHOM MHPOPMALLUK.

KoHconb agmuHuctpatopa [1b no3sosnAaeT ynpaB/iATb YYETHbIMM  3aNMCAMM
nonb3oBatenen 1 paboTaTb C XKyPHANOM PErMCTPaLLMM CODbITUIA.

Cepsep npunoxeHuin MNb npeactaBnset cobon COBOKYNMHOCTb BED-NPUNOKEHNIA,
peanmsyrowmx OYHKUMM OEe30MacHOCTM, a TaKKe MO3BONAAKWMX XpaHMTb B B ©
npeaocTaBnATb Nonb3oBatenam MMNO 4OCTyN K AaHHbIM 00 yYeTHbIX 3aNUCAX U XKypPHany

perncTpaumm cobbITui.
1.1.2. NMoacuctema «MapkeTt»

MM npeaHa3HayeHa ana obecneyeHms:

— YNPaBAEHMA KU3HEHHbIM LUMKJOM MNPUNOKEHMA (3arpy3ka, COrnacoBaHue,
yaaneHune u nybamkaumns);

— ynpasneHna AaAucTpubyumein onyobAMKOBAHHbIX MNPUAOKEHUN (CKadyMBaHMe,

yCTaHOBKa, 0OHOB/IEHWE M yaaneHue);
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— NpeaocTaBAeHMA NOAb30BaTENAM A40CTYNa K MHTepdercy MM.

[TM cocTouT 13 creaytowmx KOMNOHEHTOB:

— KoHconb agmmnHuncTpaTopa MM;

— KoHconb pa3zpaboTumka MM;

— [MpunoxeHne «ABpopa MapkeTy;

— Cepsep npunoxkeHuni MNM.

KoHconb aamuHucTpatopa 1M  no3BonseT OCyuWwecTBAATb B3aMMOAENCTBME
AamumHuctpaTtopa ABpopa MapkeTa ¢ 1M B 4acTi paboTbl C MPUIOKEHUAMM.

KoHconb pa3pabotumka MM nossondaeT A06aBAATb HOBble M OOHOBAATbL paHee
3arpy»XeHHble NPUNOXKEHMA, @ TaKXKe Noay4aTb AOCTYN K XPaHMMOM B HUX MHDOPMaUMK.

[MpunoxxeHne «ABpopa MapkeT» BbIMO/IHAETCH Ha YCTPOMCTBAX,
dYHKUMOHMpPYOWMX nogd ynpasneHnem OC, M CAyKUT ANA OTOOparKeHWMA AaHHbIX O
NPUNOKEHMAX, @ TaKKE ANA X 3arpy3KM, YCTAHOBKM, OOHOBNEHMNA N yaAANEHUA.

Cepsep npunoxeHu MM npeactasnseT cobon COBOKYNMHOCTb BEO-NPUNOKEHNI,
No3BONAKOWMX XpaHUTb B Bl M npenocTtasnatb nonb3osatenam MMO MHPopmaumto O
npUNOXKeHUAX. [Tpn 3TOM CaMu MPUNOKEHWMA, MX 3HAYKM U CKPUHLIOTbI XPaHATCA B

dannoBOM XpaHUAMLLE.
1.1.3. Moacuctema MNnatdopma ynpaBneHua

MY npeaHasHayeHa ana obecneyeHums:

— ynpaBneHna OoTAeNbHbIMKU YCTPOMCTBAaMM (onepaTMBHOE YynpaBaeHue) w
rpynnamm yCTPOMCTB;

— ynpaBaeHUAa NOANTUKaMU, ObaH-CLUEHAPUAMMU;

— ynpaBaeHna 3annucamm 06 yCTPOMCTBAX M NONb30BATENAX YCTPOMCTB;

— YNPaBAEHUA MPUAOKEHUAMMN HA YCTPONCTBAX;

— KOHTPO/1A COCTOAHMA YCTPOWNCTB;

— KOHTPO/IA MPUMEHEHMSA MONNTUK Ha YCTPONCTBAX;

— MOHUTOPWMHTA cobbITN 1 npenoctasieHNA OTHETHOCTHU,
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— NpeaocTaBAeHMA NONb30BaTENAM A0CTyNa K nHtepdency My.

[1Y coCcTOuT 13 cneayowmx KOMNOHEHTOB:

— KoHconb agmunHucTpaTopa [1Y;

— Mpunosxkerne «Aspopa LleHTp»;

— Cepsep npuaoxeHun My.

KoHconb agmuHucTpatopa [1Y nNo3BOAAET OCyWeCcTBAATb B3aMMOAeNCTBUE
AamuHuctpaTopa MNaatdopmbl ynpasaeHna c Y.

MpunoxeHne «ABpopa LLeHTp» BbINONHAETCA Ha YCTPOMCTBAX, QYHKLMOHMPY LW MX
nog ynpasneHnem OC, 1 NO3BONAET OCYLWECTBAATL B3aumoaencTame 1Y ¢ yCTpOMCTBOM, a
TaKXe B 3aBMCMMOCTM OT YNpaBAAtOWEero coobuweHWs WAM Ha3Ha4YeHHOro odnamH-
cueHapua, nonydeHHoro ot Cepsepa nNpuaoxeHun MY, nmeeT BO3MOXKHOCTb YNpPaBAATb
PA3NNYHbIMU QYHKLMAMMK YCTPOMCTBA.

Cepsep npunoxeHuin MY npeacrtaBnaeT cobon COBOKYNMHOCTb BED-NMPUNOIKEHUN,
NO3BONAOLWMX XPaHUTb B B/ 1 npeaocTaBnAaTb Nnonb3osatenam MMO gaHHble O HACTPOMKaX
M KoHPurypaumm OC, a Takke dopmMpoBaTb ynpasaatolmne coobuieHns n odnamH-

cueHapuu ona npuaoxkeHuna «Agpopa LleHTp».
1.1.4. Noacmnctema ynpasieHna TeEHaHTaMM

MYT npeaHasHayeHa Ana obecnevyeHuna:

— YNpaBAeHMA MM3HEHHbIM LIMKAOM TEHAHTOB (cO34aHue, peaakTMpoBaHWE U
yaaneHume TeEHAHTOB);

— ynpaBaeHua opraHn3aumamm;

— YNPaBAEHMA KOHTAKTHbIMM NMLAMM OPraHmM3aLni.

[MYT cocTonT 13 cneayowmx KOMMNOHEHTOB:

— KoHconb agmuHuctpatopa MNyT;

— Cepsep npunoxeHun MyT.

KoHconb agmuHuctpatopa [YT no3BonAeT OCyWecTBAATb B3aMMOAENCTBUE

AOAMUHUCTPaTOpa TeHaHToB ¢ [1YT.
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Cepsep npunoxeHun MYT npeactaBndaeT cobom COBOKYMHOCTb BEO-NPUNOKEHNN,
NO3BONAOLWMX XPaHUTb B B/l n npenoctasnaTe nonb3osarenam MNMNO gaHHbIe O TEHAHTAX,

a TaKXe OCYLLeCTB/IATb yNpaB/ieHne TeHaHTaMu.
1.1.5. Moacucrema CepBuc yBeAOMIEHNM

MCY npegHasHayeHa ana obecneyeHus:

— NOCTaBKW push-yBeaOMAEHUIM A0 YCTPOMCTB;

— yYNpaBAeHUA KM3HEHHbIM LMKJAOM MpoekToB (A06aBneHWe, HaACTpoMKa U
yaoanexue);

— NpeaoCTaBAeHMA NOAb30BaTeENAM AOCTyna K nHTepdency MCy.

[CY cocTouT 13 cneayowmx KOMMNOHEHTOB:

— KoHconb agmmnHucTpatopa MCy;

— Cepsep npunoxeHni MCy.

KoHconb agmumHucTpatopa [1CY no3BOMAET OCYLEeCTBAATbL B3aMMOAENCTBUE
AamunHunctpatopa Cepsuca ysegomnermin ¢ MCY B 4acTh ynpasBieHNA KNU3HEHHbIM LIMK/IOM
NPOeKTOB. pK 3TOM NPOEKTbI COAEPKAT CAeayHoLLY MHDOPMaLMIO:

— HacTpourku B3ammoaenctemna MNMCY n cepsepa NPUAOKEHUN;

— MHPOpPMALMID O TMNPUNOKEHMAX, push-yBedoOMNeHMA KOTOpbIX TpebyeTca
nepenaBaTb C CeEpBEPA NPUNOKEHWUIM HA YCTPOMCTBA;

— MHOOPMALMIO O KOHTAKTHbIX NLAX.

CepBep npunoxkeHuin MNMCY npeacrtasnser cobot COBOKYNHOCTb BED-NPUNOKEHMUN,
NO3BONAOLWNX XpaHUTb B B/l 1 npeanoctaBnsaTb cydbbekTam goctyna MMNO nHpopmauuto o
NPOeKTax, a TaKKe peanmsyeT OyHKLUMOHAN A0CTaBKM push-yBegomMneHMn A0 YCTPOMCTB

nocpeacTtsom tcp-cepsepa.
1.1.6. Moacucrtema obHoBNeHMa OC

MOOC npeaHasHaveHa Ana obecnevyeHms:
— npepocTasneHns nHdopmaumm o naketax OC;

— ynpaBneHus anctpmndbyumnen naketos OC.
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MOOC cocToUT M3 CneaytoLLero KOMMNOHEHTA:

— Cepsep npunoxerni MOOC.

Cepsep NPUAOHKEHNN MnoocC npeacrasnaeT cobom COBOKYMHOCTb
BeO-NPUNOXKEHMI, MO3BONAIOLLMX XPaHUTb B B/l 1 npeaocTaBaATb MHGOPMaALMIO K aZpeca
XpaHeHWA nakeTos 3arpysoyHoro moayna OC.

Ona xpaHeHna un auctpmbyumm naketos OC npumeHaeTca GannoBbl cepBsep,

PA3BEPHYTbIM C UCcnonb3oBaHMem Nginx.
1.1.7. lNoacnctema AOCTaBKM KOHTEHTA

CDN saBnaeTca onuuoHanbHon noacuctemon MO M npegHasHayeHa ANS
ONTUMM3ALMM A0CTaBKM KOHTeHTa MO (ycTaHOBOYHbIE Galibl MPUNOKEHWUIN, 3HAYKM,
CKPUHLWOTbI, NakeTbl 06bHoBAeHWA OC) nyTem nx pasmeleHma (KewmpoBaHns) Ha KOHTEHT -
cepBepax TakuMm o06pa3om, 4YToObl Bpems OXWAaHWA ANA Nosib3oBaTensa Obi1o
MUHUMANbHbIM.

CDN coctouT 13 creayouero KOMNoHeHTa:

— KOHTEHT-cepBepa (KOHTeHT-CepBepoB).

KoHTeHT-cepBep npeacTtaBnaer cobol  Beb-npuaokeHue, MNO3BOAANOLLEE
KelwnposaTb B GpannoBoM XxpaHuauule KOHTeHT MMMNO 1 npeaocTaBaATb K HEMY AOCTYN

npnnoxeHmnam «Aspopa LeHTp» 1 «ABpopa MakeT», a Takxe OC Aspopa.

1.2. CybbekTbl 40CTYNa U NpaBa Ha A0CTyN K uHTepdpencam Mo

1.2.1. CybbekTtbl goctyna (poaun) MNMO

Cybbektammn goctyna aBastoTcs nonb3osaTtenn MO u npoueccbl 6e3 y4yactma
nonb30BaTeNe, NpuM 3TOM CyDbEKTaM [A0CTyna MOXeT OblTb Ha3HayeHa OJHa WAu
HECKOIbKO poaen, MO3BOAKLLNX BbINO/HATb CAedyouine 4eNCTBUA:

— AOMMUHUCTPATOP Y4YeTHbIX 3anMcenm — yYMpaBAATb YYETHbIMM  3aMUCAMM
nonb3oBaTenen (Hanmyme ponn obA3aTeNbHO);

— OnepaTtop ayauTa — paboTaTb C XKypHANOM PErncTpaLmm cobbITuii;
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— AamuHuctpaTtop ABpopa MapkeTa — ynpasnatb MM yepes nutepdeic MNo;

— Pa3paboTtumk — 006aBNATL HOBblE, 0OHOBAATH PaHee 3arpyeHHble NPUAOKEHUA
M Noay4aTb MHGOPMALIMIO O HUX;

— Pepaktop npunoxeHu — 0OBHOBAATb M MNOAyY4aTb MHPOPMALMIO O paHee
3arpy*KEHHbIX MPUNOKEHUSAX;

— [onb3oBaTenb ABpopa MapkeTa — 3arpyaTb MNPUAOKEHMA U MN0AyYaTb
MHOOPMALMIO O HUX;

— AamuHuctpatop lNnathopmbl ynpasaeHna — ynpaBasaTb 1Y yepes nHTepdenc
nno;

— MpunoxeHne «ABpopa LeHTp» (npouecc 6e3 ydyacTma nonb3oBaTenen) —
Ha3Ha4YaeTCA yYeTHbIM 3aMNCAM NpUIoKeHNA «ABpopa LleHTp»;

— AOMMUHUCTPATOP TEHAHTOB — ynpasasaTh MNYT yepe3 nHTepdeic MMO;

— AamuHuctpatop CepBMCa yBEAOMIEHWIM - YNPaBAATb XKMU3HEHHbIM LIUMKAOM
NPOEKTOB;

— MobunbHoe npunoxeHue (npouecc 6e3 yyactua nonb3oBaTesien) — NoayyaTtb
push-yBegomneHuns;

— CepBep NPUAOKEHMA — HA3HA4YaeTCcA cepBepam MPUAOKEHWN ANA nepenadn

push-yBegomneHnit Ha Cepsep npunoxeHni MCy.
1.2.2. MpaBa Ha gocTyn K nHTepdencam MMO

MpaBa Ha A0CTYN K COOTBETCTBYHOLWMM pa3genam nHtepdenca MMO npmBeaeHb! B

Tabaunue (Tabanua 1).

Tabnnua 1
UHTepdenc MNMO MpaBa Ha gocTtyn
Paspgen MNopgpaspen MNoocuctema KoHconb/CybbeKT aocTtyna
MynbTUTEHAHT | TeHaHThI MyT KoHconb agmuHucTpaTopa MNyT
AOMUHNCTPATOP TEHAHTOB
OpraHusaumnm MyT KoHconb agmuHucTpaTopa Ny T
AOMUHNCTPATOP TEHAHTOB
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NuTepdeic MNMO

MNpaBa Ha gocTyn

Pasnen

MNoppaspen

MNoacuctema

KoHconb/CybbeKT aocTyna

MOHUTOPUHT

NHAnKaTopbl

rny

KoHconb agmunHuctpatopa My
AamunHuctpatop Maatdopmsl
yrnpaBaeHmA

Ayaut

Mb

KoHconb agmnHuctpaTopa b
Onepatop ayanTa

YnpasneHue

YcTponcTea

ny

KoHconb agmunHuctpatopa My
AamuHucTpaTop Maatdopmbl
yrnpaBaeHumA

[Monb3oBaTeNU

ny

KoHconb agmunHuctpatopa My
AamuHuctpatop Maatdopmsl
ynpasaeHus

MoAnNTUKK

ry

KoHcob agmuHucTpaTopa My
AamuHuctpatop Mnatdopmsl
ynpasaeHus

CueHapum

[y

KoHcosb agmuHucTpaTopa My
AamuHuctpatop Maatdopmsl
ynpaBaeHns

dannbl

[y

KoHconb agmuHucTpaTopa Ny
AamuHuctpatop Maatdopmsl
ynpaBaeHns

[MpunoxxeHua

MM

KoHconb agmuHucTpaTopa N
AamunHuctpatop Aspopa MapkeTa

BuTpuHbl

MM

KoHconb agmnHucTpaTopa N
AamunHuctpatop Aspopa MapkeTa

CBA3KM Kao4en

MM

KoHconb agmuHucTpaTopa [N
AamunHuctpatop Aspopa MapkeTa

AOMUHUCTPUPO

BaHMe

YyeTHble 3anumcu

Mb

KoHconb agmuHuctpaTopa b
AAMWHUCTPATOP YYETHbIX 3anncen

HacTpoiku

[y

KoHconb agmuHucTpaTopa My
AamuHuctpatop Mnatdopmsl
ynpasaeHums

Opr. CTpyKTypa

rny

KoHconb agmuHucTpatopa Ny
AamuHuctpatop Mnatdopmsl
ynpasaeHuns

Bepcum OC

MMM

KoHconb agmuHucTpaTopa N
AamunHuctpatop Aspopa MapkeTa

KoHconb pa3paboTymka MM

MM

KoHconb pa3spabotymka MM
Pa3paboTtuunk, Pegaktop
NPUAOXKEHWUI
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NuTepdeic MNMO MpaBa Ha gocTyn
Pasnen MNoppaspen MNoacuctema KoHconb/CybbeKT aocTyna

[MpoeKTbl rNncy KoHconb agmunHuctpaTopa MNcy
ApgmunHuctpatop Cepsuca
yBEeAOMIEHUI

MpunoxkeHne «ABpopa MapkeT» M lNonb3oBaTenb ABpopa MapkeTa

ana OC Aspopa

MpunoxeHue «Aspopa LleHTp» rny [Mpouecc npunoxxeHna «Aspopa

ana OC Aspopa LeHTp»

1.3. Onucanue npuHumunos 6e3onacHoi paboTbl cpeacTsa

1.3.1. Obuwaa nHpopmaums

MO peannsyeT cneaytowme pyHKUMM 6€30MacHOCTU:

— MAEHTUPUKALUMA M ayTEHTUPMKAUMA CyDBEKTOB A0CTyNa M 0OBEKTOB A0CTYNa;

— ynpas/ieHne A0CTYNOM CyObeKkTOB A0OCTyNa K 06beKTam A40CTyna;

— permcTpauma cobbiTuin GeszonacHoCcTy.

Mpun ncnonb3osaHuu MNMO HeobOXx0AMMO BbINOSHEHME CAEAYOWMX MEP NO 3aWMTe
MHPOPMaLMM OT HECAHKLUMOHMpPOBaHHOro aoctyna (HCA):

— cobntogeHne NapoabHOM NONUTUKM;

— cobntoaeHne TpeboBaHMA, COrNaCHO KOTOPOMY Mapo/b HE A0/IXKEH BKIOYATb B
cebA Nerko BblYMCAAEMbIE COYETAHNA CUMBOJIOB;

— OTCYTCTBME y NO/Ib30BATENA NPaBa Nepeaadmn IMYHOro Napond TPETbUM NNLAM;

— 00A3aHHOCTb NONb30BATENA NPU BBOAE MNAPOAA UCKAOYUTb BO3MOMKHOCTb €ro
nepexsaTa TPETbUMM NLAMWN N TEXHNUYECKMMM CPeACTBAMM.

[Mpw akcnayataumm MNMN0O 3anpelaeTca:

— 0CTaBNATb 6€3 KOHTPOAA He3ab/IOKMPOBaHHbIE NPOrPaMMHbIE CpeacTBa U/ uam
nno;

— pasrnawaTtb Napoau, BbIBOAMTb MAPOAM Ha AUCNAEN, NPUHTEP WAM WHble

cpeacTtsa oTobparkeHma nHbopmaumm.



19
AOMI.20134-0191 01

1.3.2. KomnpomeTaumsa naponemn

Moa KomnpomeTaumen naponen HeobxoAMMO NOHMMATb CleaytoLee:

— PU3NYECKYIO YTPaATy HOCMUTENA C MAPOAbHON MHPOPMaLLMEN;

— nepefavy MaAeHTUOUKALMOHHOM MHPOPMALMM MO OTKPbLITbIM KaHaaam CBA3N;

— nepexBaT Napona Npu pacnpeaeneHnm naeHTMPnKaTopos.;

— CO3HaTe/sibHYto nepeaady MHPOPMaUMM TPETbUM NULLAM.

NMPUMEYAHUE. TMpm  KomnpomeTauum  naponsa  Nonb3oBaTenb  06s3aH

He3amead/IMTe/IbHO OMOBECTUTb A,D,N\I/IHVICTpaTOpa YYETHbIX 3anuncen.

1.3.3. OnucaHne napameTpoB (HacTpoek) He3onacHOCTM CpeacTBa, AOCTYMHbIX

Ka*k[0M poauv nonb3oBaTtesiei, n nx be3onacHble 3HaYeHms

HacTpolkn napameTtpos 6e3onacHocTn MO A0CTyNHbI TONbKO NMOAb30BATENAM C
PONbIO AAMMHUCTPATOP YYETHbIX 3aMMCeN M 3aKNYatoTCA B BO3MOXKHOCTM yNpaBaeHuA
ponsmm nonb3osaTtenemn MMO.

MNonb3osaTtenam MMO AONXHbI HAa3HAYaTbCA MUHMMA/IbHbIE MpPaBa WU NPUBUIETUN,

HeobXxoAMMble A9 BbIMOJHEHMA UMW CBOUX A0MKHOCTHBIX 06s3aHHOCTEN (DYHKLMIM).

1.4. YcnosuA BbINONHEHMUA

Ona  ¢yHKUMoHMpoBaHua MO  HeobXxoAMMbl  OMUCAHHbIE B HACTOALWEM
nogpasaene NporpaMMHO-TEXHUYECKMEe CpeacTBa.

1.4.1. AnnapaTHble XapaKTepUCTUKM

AnnapaTHble XapaKTepPUCTMKM NpuBeaeHbl B pa3gene 2.

1.4.2. lNporpammHble XapaKTepPUCTUKM

B 1abamue (Tabnuua 2) npuBeneHbl NPOrpamMHbie XapaKTePUCTUKN CEepBEPOB

npunoxxenun MMo.
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Tabnnua 2
MNapametp 3Ha4yeHune NHdopmauma o anueHsmnm
OnepaumoHHas CentOS Bepcun 7 GNU General Public License,
cucrtema version 2
Ubuntu Bepcun 20.04 Free software, plus some
proprietary device drivers
Ubuntu Bepcunmn 22.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcun 12 DFSG-compatible licenses, plus
proprietary firmware files
AnbT 8 CM* penns 10 Kommepueckas
AnbT Cepsep 10.2
PEO OC 7.3°
(cepTMdnUMPOBaHHbIN)
PEAOC7.3
Astra Linux Special Edition
1.7°% (CMmoneHck)
BanaHcMpoBLIMK Nginx Web Server Bepcum 2-clause BSD-like license
cepBmncoB 1.22.0 nnu Bblwe

Cuctema obHapyxeHus |Consul Bepcun 1.16.6 nnm Mozilla Public License, version 2.0
cepBuMcoB BbiLLE

Cpepactso ynpasnenua |Consul Template Bepcum Mozilla Public License, version 2.0
KOHQUIypaumamm 0.25.1 nau Bbiwe

CepBUCOB

Cepsuc Redpanda Bepcum 23.3.9 Redpanda Business Source
rapaHTMPOBAHHOM AW Bblle License 1.1 (BSL 1.1)

[0CTaBKM coobLWeHnM

MNpunoxeHne ans Syncthing Bepcum 1.25.0 nuam | Mozilla Public License, version 2.0
CMHXPOHM3aUMM BblllE

dannos

MNpuKknaaHoe Mo «Aspopa LleHTp» KommepuecKasn

nporpammHoe

obecneyeHne

* Ceptudukat cootsetcteuna PCTIK Poccun Ne 3866, aelictenteneH Ao 10 asrycta 2028 r.

> CepTudumkat cootseTcTsma ®CTIK Poccum Ne 4060, aeiictsmteneH no 12 aHsapa 2024 r. (OKOHYaHME CpPOKa
TexHu4Yeckon nogaepkm 31.12.2030r.).

® Ceptudwkat coorsetcTaua ®CTIK Poccun Ne 2557, aelicteuteneH ao 27 aHsapa 2026 r.
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B Tabnnue (Tabanua 3) npmeaeHbl NPOrpamMMHblIe XapaKTepPMUCTUKKM cepBepoB b/l.

Tabanua 3
MNapametp 3Ha4yeHune NHdopmauma o anueHsmnm
OnepaumoHHas CentOS Bepcun 7 GNU General Public License,
cucrtema version 2
Ubuntu Bepcum 20.04 Free software, plus some
proprietary device drivers
Ubuntu Bepcumn 22.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files
Debian Bepcun 12 DFSG-compatible licenses, plus

proprietary firmware files

AnbT 8 CMN7 penuns 10
AnbTt Cepsep 10.2

PEA OC 7.3
(cepTMdnUMPOBaHHbIN)
PEJ OC 7.3

Astra Linux Special Edition
1.7 (CmoneHcK)

CYBA Postgres Pro Certified Kommepueckasn
14.12.18 unu Bbiwe

Postgres Pro Certified 15.7.1
WAN BblLLE

Postgres Pro Enterprise
Certified 13.15.2° nau Bbiwe
Postgres Pro Standard
12.18.2 nnn Bblwe

Postgres Pro Standard
13.14.2 vnn Bbliwe

Postgres Pro Standard
14.11.2 vnn Bblwe

Postgres Pro Standard 15.6.1
WAN BblLLIE

PostgreSQL 12.18 naun Bbiwe |PostgreSQL License
PostgreSQL 13.14 naun Bbiwe

" Ceptudukat cootBetctema PCTIK Poccum Ne 3866, aeiicteuteneH Ao 10 asrycta 2028 .
8 Ceptudukat cootsetctaua ®CTIK Poccun Ne 3637, aelicteuteneH o 05 oktabpa 2024 r.
% CeptnduKat cootsetcTema PCTIK Poccum Ne 4063, aelicTeuteneH no 16 aHsapa 2029 r.
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MNapametp 3Ha4yeHune NHbopmaLma 0 nuueH3nm

PostgreSQL 14.12 nnu Bbiwe
PostgreSQL 15.7 vau Bbliwe

CYB/ ana xpaHeHun Redis Bepcnun 7.2.4 nau BSD-3-Clause License
ceccumn BbILLE

PacwwnpeHne CYB/ PG Partition Manager PostgreSQL License
PostgreSQL ana (pg_partman) Bepcun 4.6

NapTULMOHNPOBAHMUA AN Bbllwe

Tabauy b1

MNaHMpPOBLLMK 3a4a4 pg_cron Bepcun 1.5.2 man  |PostgreSQL License
ana PostgreSQL BbllLe

Cepsuc ans Patroni Bepcumn 3.3.0 nau The MIT License (MIT)
yNpaBAeHNsa KNacTepoMm |Bblille
Postgresql

Cepsuc ans Keepalived GNU General Public License,
6anaHCMPOBKM version 2

HarpysKkm un
obecneyeHus
OTKa30yCTOMYMBOCTH

B tabnnue (Tabanua 4) npueaeHbl MPOrpaMMHbIe XapPaKTePUCTUKM YCTPOMCTB.

Tabnnua 4
MapameTp 3Ha4vyeHue
OnepauyymoHHada cnctema OC ABpopa, MMetoLLasa AeNCTBUTENbHbIN cepTUdUMKaT
cootBeTcTBMA OCTIK Poccum
[puKnagHoe nporpammHoe — npunoxeHune «Aspopa LleHTp»;
obecneyeHue — npunoxkeHve «Aspopa MapkeT»

1.4.3. TpeboBaHMA K paboymm mecTam Nonb3oBaTenemn

NMPUMEYAHUE. Ina paboTbl nonv3osatenen ¢ nHtepdenicom MMNO HeobxoaMMO
BbIMO/IHEHWE CAeAYOWMX YCAOBUIA:

— Beb-Opay3ep A0MKeH noadepkuBaTb cneaytowme TexHonormm: TLS, CSS3,

HTMLS, ECMAScript 5 n Cookie. PekomeHayeTca ncnonb3osaTh Beb-6paysep Chrome

Bepcumn 90 nau BblLe;
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— Beb-6pay3ep B MHGOPMALMOHHbBIX cnucTemax, obpabaTtbiBatoWmx MHGOpMaLMIO
OrPaHNYEHHOro A0CTyNna, TPebytoLllyto 3almMTbl B COOTBETCTBMM C 3aKOHOAATENbCTBOM
P® HeobxoaMMO MCNonb3oBaTb M3 cocTaBa OC, nmetowen cepTudurKaT COOTBETCTBMA
®CTIK Poccum. PekomeHayeTca ncnonb3osaTb Beb-6pay3epsl: Firefox ESR Bepcun 91.4
nnn Bbllwe, Chromium sBepcun 87 nnu BblllE;

— paspeleHne sKkpaHa MOHUTOpPa He meHee 1280x960 px.
1.4.4. BapuaHTbl KOHPUIypaLMiA, ANA KOTOPbIX MPOBOAN/IOCH TECTUPOBAHNE

BapmaHTbl KoHdUrypauum cpedbl GYHKUMOHMPOBAHMA, B KOTOPbIX MPOBOAMAOCH

TectuposaHue MMNO, npueaeHs! B Tabanue (Tabamua 5).

Tabanua 5
0oC CYBA C3U HCA
Cent0S-7.6 PostgreSQL 12.18 CNo C3n HCA,
«AKKoOpAa-X K»
Cent0S-7.6 PostgreSQL 13.14
Cent0S-7.6 PostgreSQL 15.7
Cent0S-7.6 Postgres Pro Standard 12.18.2
Cent0S-7.6 Postgres Pro Standard 14.11.2
AnbT Cepep 10.2 PostgreSQL 12.18
AnbT Cepep 10.2 PostgreSQL 13.14
AnbT Cepep 10.2 PostgreSQL 14.12
AnbT Cepsep 10.2 PostgreSQL 15.6
AnbT 8 CI penns 10 PostgreSQL 15.6
Anbt 8 CIN penns 10 Postgres Pro Standard 12.18.2
Anbt 8 CIN penns 10 Postgres Pro Standard 13.14.2
Anbt 8 CIN penns 10 Postgres Pro Certified (Bepcua aapa
postgres: 15.6.2)
Anbt 8 CIN penns 10 Postgres Pro Enterprise Certified
(Bepcua agpa postgres: 13.13.1)
PEOOC7.3 Postgres Pro Standard 13.14.2
(cepTMdnuUMpPOBaHHbIN)
PEOOC7.3 Postgres Pro Certified (Bepcua aapa
(cepTMdnUMPOBaHHbIN) postgres: 14.11.2)
PEOOC7.3 Postgres Pro Certified (Bepcua aapa
(cepTMdnLUMpPOBaHHbIN) postgres: 15.6.2)
PEN OC7.3.4 PostgreSQL 12.18
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OC CYeA C3U HCA
PEN OC7.3.4 PostgreSQL 13.14
PEN OC7.3.4 PostgreSQL 14.11
PEAOC7.3.4 PostgreSQL 15.6
PEOOC7.3.4 Postgres Pro Standard 15.6.2

Astra Linux Special Edition
1.7 (CmoneHck)

PostgreSQL 12.18

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 13.14

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 14.12

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 15.7

Astra Linux Special Edition
1.7 (CmoneHcK)

Postgres Pro Certified (Bepcua saapa
postgres: 14.11.2)

Astra Linux Special Edition
1.7 (CmoneHcK)

Postgres Pro Certified (Bepcua saapa
postgres: 15.6.2)

Astra Linux Special Edition
1.7 (CmoneHcK)

Postgres Pro Enterprise Certified
(Bepcus sapa postgres: 13.13.1)

Ubuntu 20.04

PostgreSQL 14.12

Ubuntu 20.04

PostgreSQL 15.7

Ubuntu 22.04

PostgreSQL 14.12

Ubuntu 22.04

PostgreSQL 15.7

Debian 11.9 PostgreSQL 14.12
Debian 11.9 PostgreSQL 15.7
Debian 12.5 PostgreSQL 14.12
Debian 12.5 PostgreSQL 15.7
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2. APXUTEKTYPA NMMNO N BAPUAHTBI YCTAHOBKUM MMNO

2.1. OnucaHne KOMNOHEHTOB

Dduanyeckas apxutektypa Aepopa LleHTp - 1 cepeep npunoxeHnii n 1 cepeep B

BHyTpeHHu

i NnepumeTp

/ CerMeHT C cepBucaMn

Agpopa LlesTp ! i |
! 53TCP (DNS) | i O 3
. UDP123(NTP) | :
| TCF 25,456 (SMTP) | _ ) ;
| TCP 389,636 (MS AD); Microsoft Micros :

TCPE0 (MSADCS) | Active Directory R 1
—_—

Cerment cepencoe UGMQFU Ha3HaueHWAa

Ynpasnaeman i
Pafouas mawmka i
Linux

HTTPS 443
TCP 999
Internet
Ynpasnssmoe
moBuneHoe

i Hrrps\ 2 1 ! ! ‘

: é 2 HTTP B0 ag ; ‘ Certificate Services :

1 Iz TCP 2025 popaLieTp : ] ]

yeTpolicTeo ' 2 ‘Z: ~a " / ; Cepeep npunoxexui 1 ; : ‘
AspopalAdnroid / : SZ » -bo:: | | : |
i o8 ! : ' )

| : I ‘ TCF 5432 ] : ‘

: 1Q : ! : @ :

el MTFSA iU | : 1 g 3

/ 1 o PNAT . Cepeep DNS  Mouytoeuii cepeep Cepeep NTP !

; e -443 > 8009 | 1 ]

89928025 | [ SL d

o
o
&

E

Postgres - primary ; B

Pabouee mecto

i 1 Nerexpa
pazpaboTunka Me);‘i;;iaﬁ” | Cepeep BO 1 : A
MpUNOEHII : Cepeucel 0DLLEM0 HasHaUSHUA
Pafouee oer ‘ ‘,: Cepeucel Aspopa Llentp
. OAMWHCTPaTOpa e

PucyHok 1
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[wvarpamma passepTbiBaHus Aspopa LieHTp
1 cepsep npunoxeHuin n 1 cepeep b

X

PazpaboTunk | - |
NPUNOXEHMI
An Browser MOéVIﬂb:iOe YCTPOWCTEO
MWUHUCTPATO]
s PR Hv:‘: popalfdnog Ynpaenaemas
' Bin N Paboyar malumHa
o Internet 4
HTPS G
HTTPS://<AC_DOMAIN>
CP:/I<AC_DOMAIN=>:999
e I A
d\' BHeLuHuit
DanaHCcupoBLLMK
HTTP 8009/TCP 8025
Cepsep NpunoxeHui
4
BHYTPEHHUI (_. </530
BanaHCUpOBLLMK '
: iiS Consul :
| Consul !
HTTP '10000-10500 Template
TCP | 10500-11000
v Semmel
=)
auth [appstore pkgwepo’ FERA839:6310 Redis
emm || push || can || mt TCP 9092 3 '
|RedPand
yp ==

Neresga

TCP 5432

Postgres - primary|
e ——— ——————CepsepBl}

TR

Ba3a gaHHsix

Lnka cooBuenuit

Kaw

BanaHCcupoBLLMK

XpaHunuue

Cuctema 0DHapyXeHUA
Cepeucos

Cepauce!

PUcyHOK 2
2.1.1. CepBep NpPUNOHKEHUN

2.1.1.1. MNO «Aspopa LeHTp»

MNO coctouT M3 caeayowmx noacuctem: MB (auth),

ny (emm), NYT (mt), CDN (cdn),

(pkgrepo),

npeacTaBnaeT coboi Habop cepBUCOB.

CepBuCbI pa3HbIXx NOACUCTEM MOTYT ObITb Pa3BEPHYTbI KaK HAa OAHMX M TEX Ke HoAax
cepBepa NPUNOKEHWUN, TaK U HA OTAENbHbIX. KaxAabln cepBuc paboTaeT TO/IbKO CO CBOMMM

NaHHbIMW, KOTOPbIE N1EXaT B OTAENbHbIX cxemax B B/]. Cxembl MOTYT ObITb pa3BepHyTbl KaK

B 0buel b1, TaK 1 B pa3HbIX.

MCY (push).

MM (appstore),

Kaxpgaa noacucrtema
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CepBUCbl B3aMMOAELMNCTBYIOT Mexay cobon nocpeactsom HTTP 3anpocos U
obmeHa coobueHnamn yepe3 wuHy Redpanda. Bce mexcepBuCHble 3anpochl
ayTEHTUPULMPOBAHDI.
Ona KoppekTHOW paboTbl cepsucos noacuctem MM, MY n NMOOC B KnacTepe K
HOL4AQM cepBepa MNPUIOKEHUA HEeobBXOAMMO MNPUMOHTMPOBATbL Gana0BOe XpaHWAMLLe

cornacHo n. 3.8.2.
2.1.1.2. BHYTpeHH1IN BanaHCUPOBLLMK

Ha Ka)kaom cepBepe NPUAOKEHMI YCTaHABANMBAETCA BHYTPEHHMN BaNaHCMPOBLUMK
Nginx. OH BbINONHAET QYHKLMIO reverse proxy, CAYKUT ANA 6GaNaHCMPOBKM 1 Nepenayn
TpaduKa Kk cepsmcam MNMO, a TakKe obecneymBaeT MeKCepBMCHOe B3anmoaencTame. Ans
HEKOTOPbIX KOHEYHbIX TOYEK HACTPOEHO K3LMPOBaHME 3aNPOCOB K CEPBMCAM.

Nginx HacTpanBaeTCcA aBTOMATMYECKM Ha OCHOBe MHGOPMaALLMKN O CTaTyCe CEPBMCOB
N3 cuctembl 0b6HapyxeHusa cepsucos Consul.

C Lenblo 3alMTbl CEPBEPOB MPUIONKEHWNN OT NPEBbLIWEHWNA NPeaebHOM Harpy3KM Ha
nHTepdercax, obpabaTbiBatOWMX BHELWHME 3anpocbl C NpuaoKkeHua «Aspopa LleHTp»,

HaCTPOEHHO orpaHMyeHne oaHOBPeMeHHO obpabaTbiBaeMblX 3aNpPOCOB (TPOTT/IMHT).
2.1.1.3. Cuctema obHapyKeHua cepsncos Consul

Cuctema OOHapy!KeHWA CepBUCOB WMCMONAb3YEeTCH ANS MOHUTOPMHIA COCTOAHMSA

cepsucos MMO. Consul 4ONKeEH YCTaHABAMBATLCA HA HEYETHOM KOZIMYECTBE CEPBEPOB.
2.1.1.4. Cpe;actBo ynpaBneHuns KoHourypaumamm cepsmncos Consul Template

CpeacTBo ynpaBaeHUs KOHOUTYPALMAMU CAYKUT AN aBTOMATUYECKOM HACTPOMKM
pacnpeseneHna 3anpoCoB MeXX4y 3K3eMnaapamu CepBMCOB 33 CYET M3MEHEeHMA
KoHPUrypaumm Nginx Ha ocHoBe MHPopmaLmMm o cTatyce cepsucos MMO, nony4aemon mn3

cucTembl obHapykeHunsa cepsucos Consul.
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2.1.1.5. CepBuc rapaHTMpPOBaHHOW A40CTaBKM coobuieHnit Redpanda

CepBMC rapaHTMPOBAHHOM [O0CTaBKM coObWEHNM Mcnonb3yeTcA Ana obmeHa
coobuweHnammn mexay cepsucamm MMO. Cepsmuc RedPanda gonxkeH ycTaHaBAMBaTbLCA Ha

HEeYeTHOM KO/INYeCcTBe CEPBEPOB.
2.1.1.6. CYB/ Redis

CYB/ Redis ncnonb3yetca Ana xpaHeHus Beb-ceccui.
[Ona ynpaBneHmMsa 0TKa3oyCTOMYMBOM KOHPUrypaumen Redis ncnonb3yetca cepBuc

Sentinel, KOTOpbIK AONKEH YCTaHABAMBATHCA HAa HEYETHOM KOJINYECTBE CEPBEPOB.
2.1.2. Cepsep b/],

B kauectse cepsepa b/ uncnonbsyetrca CYB/[, PostgreSQL wvnn PostgresPro. [na
paboTbl Tak e TpebyeTcA yCTaHOBKA paClUMpPEHUM pg partman ANA aBTOMATUYECKOrO
MapTULMOHNPOBAHMA N OYUCTKM HAKaMNAMBAIOLWMXCA AAHHBIX, U pg cron A4 BbINONHEHNA
dyHKUKMI B B[] nO pacnucaHuto.

B HeHarpyXeHHbIX KOHOUrypaumsax BCe [JaHHble pa3sMellaroTcd B OAHOM
dum3nyeckom nHctaHce bJl. BHyTpu co3patotca norndeckmne b1 ana Kaxkaom n3 noacuctem
MMO. JaHHble CeEPBMUCOB BHYTPU NOTMYECKMX Ba3 pa3sMeLLLatoTCsa B OTAENbHbIX CXEMAX, YTO
MCKOYaeT BO3MOMHOCTb ObpallleHMA OAHMX CEePBMCOB K AaHHbIM APYrMx CEPBMCOB.
OnncaHHaa KOHOUTypaLUMa CHUKAET CBA3HOCTb MEXAY CEPBMCAMM U NPU HEODXOAMMOCTH
NO3BONAET BbIHECTM JaHHble MNOACUCTEM WM OTAE/IbHbIX CEPBMCOB Ha BblAe/IEHHbIE
cepsepsbl B.

B BbICOKOHArpy»eHHbIX KOHOUIypaUMAX PEeKOMEHAYeTCA BblAEAUTb AaHHbIE
Hanbonee HarpyxeHHbix noacmuctem b (auth) n MY (emm) B oTaenbHble dU3nyeckmne
6a3bl 418 MUHUMKU3ALMW B3aMMHOTO BANAHMA APYr Ha Apyra.

BA TMCY (push) cneayet BbIHOCUMTb B OTAENbHbIA WHCTAHC MPU  BbICOKOWN

MHTEHCMBHOCTK 3anpocos, 6onee 500rps.
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Cepsep B[] moKeT 6bITb YCTAaHOBAEH KaK C MOMOLLbO CLueHapunes ycTaHoBKM M0,
TaK M CaMOCTOATENbHO. B cueHapmmn YyCTaHOBKM BKAKOYEHbI MMHUMAbHbIE BO3MOXHOCTM
MO YCTAaHOBKe primary W replica CEpPBEPOB, a TaKXe HACTPOMKA penamkauuu.
ABTOMaTUYECKOro NepeKkatovYeHnA C OCHOBHOIO Ha pe3epBHbIn cepsep b/l B cnyyvae cboA
He NpeaycMOoTpeHo. [ToaTomy, B C/ly4ae OTKa3a OCHOBHOro cepsepa b/, nepekntoyeHne Ha

pe3epBHbI cepBep HEODBXOAMMO BbIMONHUTL BPYYHYHO.
2.1.3. BHewWHmn banaHCUpPOoBLLKK

BHewWwHW H6anaHCMpPOBLMK MCNONb3YeTCA ANA pacnpeneneHna Tpaduka mexay
HOZaMW cepBepa NPUAOKEHMN. ITO NO3BONAET COaNaHCMPOBATb HArpPy3Ky Mexay HO4aMM
cepBepa NPUAOKEHMN N NepeHanpaBnTb TPadUK Ha AOCTYMHbIe HOAbI B C/ly4ae BbiIxOAa M3
CTPOS O4HOrO M3 CEepBEPOB NMPUNOKEHUN.

BHewHMn HanaHCUpOBLIMK He BxoAMT B coctas [1M0O, onpepensetca U
pa3BOpaYMBaAETCA MO/Ab30BATENAMM CAMOCTOATENbHO. B  AMpeKTopuM samples B
ANCTPNOYTUBE MMEeeTCA NPMMepP KOHPUrypaumoHHoro ¢arna ana banaHcmposwmrka Nginx
ANs 3-X HOA0BOW KOHPUIypaumm cepepa NPUAoKeHMN.

Ha BHewHem 6anaHCMPOBLUMKE MOXKeT ObiTb HAaCTPOEHa 3allMTa KaHana CBA3M
(npoTtokon HTTPS), nogaepsknsatotca 8 Tom yncae FOCT anropnTmbl. TakKe cyllecTsyeT
BO3MOHOCTb OTAENNTb KOHCO/b aAMMHUCTPATOPa OT APYrnx MHTepdencos, BblAeNMB

OTAENbHbIN AOMeH (NoAA0MEH) MK NOPT.
2.1.4. BHewWwHWe cnybbl

B AJaHHOM TMYHKTe TnpumBedeHbl ONMWMCaHMA BHELWHWUX C/'IY)-K6, KOTOpble He

YCTaHAB/MBAOTCA BMeCTe C OCHOBHbIMW KOMMOHEHTaMMU.
2.1.4.1. Cepsep DNS

Cepsep DNS ncnonbsyetcs Ans noaydeHmns MHpopmaumm o gomeHax (IP-agpeca no

MMeHn xocTa IBM mam ycTpoicTea).
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2.1.4.2. Cepsep NTP
Cepsep NTP ncnonb3ayetca anA aBTOMATUYECKOM CUHXPOHM3aLMM BPEMEHW Ha BCEX

cepBepax.

2.1.4.3. MMo4yTOoBbLIN CepBEP
[Mo4TOBbLIN CepBep WMCMOAb3yeTCcA ANA PACCbIIKM KOAOB aKTMBAL MK YCTPOWCTS,

nonyvYeHnAa AMarHOCTN4YeCKMNX OT4eTOB C yCTpOlZCTB nT. A.

2.1.4.4. Microsoft Active Directory
NHTerpauma MNMO ¢ Microsoft Active Directory ncnonb3syetca ana aBTOMaTUYECKOM
CMHXPOHM3aUMM CMMCKA Nob3oBaTenen yctponcts B Y co cnMCKOM nosnb3oBaTenem

OpraHn3sauunmn, a Takxe anAa aBTOMaTMYECKOM NMPUBA3KN yCTpOMCTBa K MOJ/Ib30BaTENHO.

2.1.4.5. Cnyx6bbl ceptudumratos Active Directory (Active Directory Certificate
Services)

Cnyxbbl cepTndmrkaTo Active Directory ncnonbsyrotca Ana ynpaBaeHMa KAo4eBomn
MHOPMaLMEN (3aKPbITbIM KUY, OTKPbLITbIM KUY, CEePTUPUKAT OTKPLITOrO Kato4ya)

No/ib30BaTeNen yCTPOMUCTB.

2.2. BHewHwne uHTepdeiicbl cepsepa npunoxkeHnin MNO

MNepen HoA4aMM cepBepa MNPUAOXKEHMA MOTyT pacnonarathCs pas/iMyHble
KOMMOHEHTbI CeTeBOM MHPPACTPYKTYPbl (Hanpumep, MeXKCeTeBOW 3KPaH, BHELIHMNA
6anaHCMPOBLIMK, CPEACTBO KpunTorpadpmuyeckon 3awmtbl MHGOPMaLUMN N AP.), KOTOPble
obpabaTbiBaAOT NOCTyNatoLMe K cepBepy NPUAOKEHNI 3aNpPOoChl.

o yMONYaHUIO HOAbI CepBepa NPUIOKEHUI AnA 06PabOTKM BHELIHWX 3aMpPOCOB
MCNONb3YKOT CneumanbHble BblAeNEHHble MNOPTbl, B3aMMOAENCTBME C KOTOPbIMM
OCYLLECTBAAETCA NO He 3alMLIEHHOMY NPOTOKOY.

[Ons Toro ytobbl MMNO 6bIN0 AOCTYNHO U3 BHELIHEN CETM HAa KOMNOHEHTaxX CETEBOW

MHPPACTPYKTYPbl HEOOXOAMMO HAaCTPOUTL NepeapecaLmio NopPToB.
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Mpumep Tabnuubl nepeagpecaumm noptos (Port NAT, PNAT) npusegeH Ha

dM3NYECKON apxMTEKTYPE, a TaKKe B Tabauue (Tabanua 6).

Tabnnua 6
Ha3sHayeHwne nopTta Iopt cepBepva MopTt CK3U
NPUNOKEHUN

O6paboTKa 3anpoCOB KOHCONEN 8009 (http) 443 (HTTPS)
nonb3oBaTeneln/aiMMHUCTPATOPOB, a TaKkKe
3aMNpoCcoB NPUNOXKeHUN «ABpopa LieHTp» n « MapKeT»
O6paboTKa 3aNpPOCOB KOHTEHT-CEPBEPOB 8024 (http) 8443 (HTTPS)
O6paboTKa 3anpocoB OT ycTponcTs K MCY ann 8025 (tcp) 999 (tls)
noayyeHus push-ysegomneHui

Ona obpauieHma Kk MMO nmeeT cMmbicn 3aBecTu oTaeNbHbIn gomeH <AC_DOMAIN>
M Ha3HaYMTb €ro Ha CaMbl NepBblil KOMMOHEHT CeTeBOM MHOPACTPYKTYPbl, KOTOPbIM
NPUHMMaET 3anpochkl 0T Nnonb3oBaTenen MMNO 1 ycTpPoncTs.

OomeH <AC_DOMAIN> 1 BHewHWe nopTbl AOMKHbI OblTb YyKa3aHbl B

COOTBETCTBYHOLMNX KOHOUTYPAUMOHHbLIX Pannax MMO B npoLecce ero HaCTPOMKMK.

2.3. BapuaHTbl yctaHosku M0

B 3aBMcMmoOCTM OT TpebOoBaHMIA K KOAMYECTBY MNOAAEPKMBAEMbIX YCTPOMCTB
NPUMEHAIOTCA Pa3/indHble BapmaHTbl ycTaHoBKMK [1110.

Ona 3anycka MMNO n CYB/[ Ha 1 cepBepe TpebytoTca cneaytollme MUHUMaAbHbIE
annapaTtHble XapaKTepPUCTUKM:

— 3 A4pa npoueccopa;

— 5Tb onepaTMBHOM NamATK;

— 50 b cBOHOAHOIO MecTa Ha KeCTKOM AMCKe.

[aHHY0 KOHQUIypaumo pekomeHOyeTCa MCNOo/b30BaTb A1 O3HAKOMAEHMA C
dyHKumMoHanom TMO M KMHbIX CcAyvaax, rae He npeabaBnsTca TpeboBaHMA K

npon3soanNTE/IbHOCTH.
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B tabnnue (Tabanua 7) npuseneHbl TpeboBaHWA K annapaTHbIM XapaKTepucTUKam

cepsepoB npunoxeHun MMO.

Tabnnua 7
Napamerp Konunyectso ycTponcrs
10 000 50000 | 100000 | 200000 | 500 000

[Npoueccop, KONMYecTBo Aaep 2 4 6 12 12
Ob6bem onepatmBHOM NamAaTn, I'b 6 8 8 10 12
Obbem kecTtkoro ancka HDD, b 50 50 110 130 160
iops 100 100 100 100 100
CkopocTb cetn, MbanT/c 50 50 90 200 220
Ko/sinyecTso cepBepoB 3 3 3 3 6

NMPUMEYAHUE. TMpn pa3smeuweHn GanmnoBOro XpaHWAMWE@ Ha CcepsBepe

I'IpVU'IOH-(GHVIVI, 0bbeM KecTKoro AVCKa HeO6XO,£I,l/IN\O YBEINYNTb Ha pa3mep AaHHOro

XpaHUAULLa.

B Tabnnue (Tabnnua 8) npmeeaeHbl TpeboBaHMA K annapaTHbIM XapakTePUCTUKAM

cepsepos b/l.

Tabnnua 8
Konunyectso ycTpoincTs
200 000 500 000
NapameTp MM, ny, MM, ncy
10 000 {50 000|100 000 e MNyT, 6 ny,
NOOC, MyT,
Nncy MNOOC
Mpoueccop, KONNYecTBo 2 4 6 3 10 4 18 8
aaep
Ob6bem onepaTMBHOWN 4 6 8 12 12 16 24 12
namaTtn, I'b
ObbeMm KecTKoro Ancka 700 3200 | 6300 |7200| 6300 [18300(16800| 2000
SSD, I'b
iops 200 200 200 | 200 | 800 200 | 2000 | 5000
CkopocTb cetTu, MbanT/c 20 50 80 90 120 90 150 150
KonnyectBo cepBepoB 2 2 2 2 2 2 2 2

B tabaunue (Tabnuua 9) npmeaeHbl TpeboBaHMA K annapaTHbIM XapaKTepUCTUKam

CepBepoB C KOMMNOHEHTamM cpedbl GyHKLUMOoHMpoBaHKus MMO.




33

AOMI.20134-0191 01

Tabnunua 9
Napamerp Konunyectso ycTponcrs
10000 50000 | 100000 | 200000 | 500000
Mpoueccop, KONNYeCTBO A4ep KomMnoHeHTbI cpeabl 4 6
Ob6bem onepatmBHOM NamAaTn, I'b dyHKLUMOHMpoBaHKA MNMO 8 8
Ob6bem xecTroro amcka SSD, b pacno/siaratoTca Ha cepBepe 50 70
iops npunoxenui Mo 2000 3000
KonnyecTso cepsepoB 3 3

B  T1abauue

(Tabnnua 10)

npmneBeaeHbI

TpeboBaHMA

K annapaTHbIMm

XapaKTeEPUCTUKaM CepBepoB C BHELWHUM 6aJ'IaHCl/IpOBLLI,l/IKON\ (B cnydae MNCNoJsib30BaHWMA

Nginx).

Tabnaunua 10

Napamer Konunyectso ycTpoincTs
P P 10 000 50000 | 100000 | 200 000 | 500 000

[Mpoueccop, KoNMYEeCTBO AAep 2 2 2 4 6
Ob6bem onepatBHOM NamAaTn, I'b 2 4 4 6 6
Obbem kecTtkoro ancka HDD, b 90 90 50 30 50
iops 30 30 30 30 50
Konnyectso cepBepoB 2 2 4 6 6

B Ttabnavue (Tabauua 11) npuBeaeHbl  TpeboBaHWMA K anmnapaTHbIM
XapPaKTEPUCTMKAM KOHTEHT-CEPBEPOB.

Tabnnua 11

Napamer Konunuectso ycTtponcTts
P P 10 000 50000 | 100000 | 200000 | 500 000

[Npoueccop, KONM4YecTBo Aaep - 2 1 2 4
Ob6bem onepaTMBHOM NamAaTn, b - 4 4 6 8
Obbem kecTtkoro ancka HDD, b - 150 150 200 200
iops - 100 100 200 200
KonunyectBo cepBepoB - 2 4 4 6

B T1abauue (Tabnuua 12) npuBedeHbl  TpeboBaHMA K annapaTHbIM

XapaKTepNCTUKamM CcepBepoB C BHEWHNM 6al'laHCl/IpOBLLI,l/IKON\ AnAa KOHTEHT-CepBepPOB (B

cay4yae ncnonb3oBaHma Nginx).
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Tabnuua 12
Napamer Konunuectso yctponcrts
P P 10 000 50000 100 000 | 200 000 | 500 000

[Mpoueccop, KoIMYecTBOo A4ep - 4 2 4 4
Obbem onepaTMBHOM NamATn, b - 12 6 6 4
Obbem xecTroro amncka HDD, b - 20 20 20 50
iops - 30 30 30 50
Kosnyectso cepBepoB - 2 4 6 6

Hanee npuseaeHbl cxembl ycTaHoBKM [1110.

2.3.1. KoHourypaums sce B ogHom (MMO n CYB/[, Ha ogHOM cepBepe)

Cepsucbl  MMNO, MHOPACTPYKTYPHbIE  KOMMOHEHTbl  (KOMMOHEHTbl  cpeapbl

dyHKUMoHMpoBaHua) MMNO n cepsep b ycTaHOBNEHbI HAa ogHOM cepsepe (PucyHOK 3).
NMPUMEYAHUE. BHewHMn banaHcnposlmk n CK3M He ncnonb3yrores.
[aHHYtO KOHOUIypaumio pekoMeHAyeTCA WMCNO/b30BaTb A4 O3HAaKOMAEHMA C
dyHKUMOHanom TMMO M MHbIX CAyYaax, rae He npeabasnaoTca TpeboBaHMA K

NPON3BOANTENBHOCTM, 6E30MAaCHOCTM U HAaAeXHOCTU (PUCYHOK 4).

dusnyeckas apxutektypa Aspopa LleHTp
KoHurypauums - Bce B OHOM

Ynpasnaemas

Ynpasnaemoe
MoBunsHoe
YCTPOICTBO

Aspopa/Adnroid

HTTP 8009

PaGouee mecTo
paspaboTunka
NPUNOMEHUNA

HTTP 8009 1 - :
m TCP 8025 i Paooummgwmaa

Internet  {

8009

TCP:jf<AC_DOM AIN>:8025

HTTP\

HTTP 8009 |
TCP 8025 |

Aspopa LieHTp
Cepsep npunoxeHuit 1

HI TP i< AC_DOMAIN

)

Mexxceteson
3KpaH

Pabouee mecTo
aAMUHUCTPETOPE

PncyHoK 3
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[wvarpamma pa3ssepTbiBaHns Aspopa LieHTp
KoHcurypaums - Bce B O4HOM

PazpaboTuuk =
NPUNOMEHUA
MOOMNbHOE YCTPOHNCTED

Browser

AOMUHUCTPATOP Aspopa/Adnroid
Ynpasnaemas
/ Pabouan MalmHa
Browser LTTE 8000 Linux
TCP 8025

HTTF 2000 HTTP 8000 HTTP 8000

]
\ ]K/ Cepsep Aspopa LieHTp

BHYTpeHHMIt =}] ss00 i -~
< e o (e
BanaHCyUpoBLLMK m = H C

Nginx i\ Consul |

Consul fr—————4]

— Template ! )

HTTP 1000010500 | ST

TCP | 10500-11000 :‘ Vj"
:_Sentinel /:

auth appstore pkgrepo | | TCF20379.9379 il pegs |i
= |

——— & i
TCP 9092 : ' 3
;| RedPanca |\ Nerexna

l = Baza AaxHbIx
N LLHa cooBLeHuit
> — — -
F \A] B =i e BanaHcuposLmK
pstor mt push ha
Lo ; Service Discovery
—_— Cepaiucs!
PucyHok 4

2.3.2. KoHourypaumsa ns 1 cepepa npmaoxeHmin 1 1 cepsepa b/

Cepsuchbl MMNO 1 MHPpPaACTPYKTYpPHbIe KOMNOHEHTbI MNMO ycTaHOBAEHbI Ha OAHOM
cepBepe, a cepsep b/l ycTaHOBNEH Ha OTAEeNbHOM cepBepe. TaKKe HacTPOEeHbl BHELIHMA
H6anaHCMPOBLIMK, Ha KOTOPOM 3a4aH BHelHWN aomeH MMO, n CK3UN ana 3awmThl KaHana
CBA3MN.

[aHHYy0 KOHOUIypauMlo pPeKOMeHayeTCA MCMONb30BaTb B KAyeCcTBe TeCTOBOW,
ambo B Cayyasx, Korga He npeabasnatotTca TpeboBaHMA K OTKA30YyCTOMYMBOCTM M

npon3BoANTENbHOCTU (PUCYHOK 5, PUCYHOK 6).
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dusnyeckas apxutektypa Aspopa LieHTp - 1 cepep npunoxexuin n 1 cepsep b

BHyTpEHHMI1 Nnepume N

/ ICemem'coepeucaMu X i y
i Aspopallestp | : :
YnpasnAeMas { | 53TCP (DNS) ! :
HTTPS 443 Paboyan MalwmHa | UDP123(NTP) ! i
TCP 999 \ Linux : | _TCP 25,456 (SMTP) | e Micros 5
- : | TCR3BOEIE(MSAD) K Desttory Active Directory :
@ i ] ! g
Ynpasnsemoe Internet HTTPS 443\ 2 g HTTP 8009 M Certificate Services ;
o X TCP 8025 ABpopa LieHTp ] ! )
MODHIRHOC =2 | Cepsep npunoxenuit 1 | ! p
ycTpoucTeo o< OI ‘ ! | :
: 5= 4 == ] i H
Aspopa/Adnroid ja, g)' ~ ! : | |
| : S Z ; TCP 5432 ] : @ ;
HTTPS 443 7 5/ Brewsuir : ; ' Ls :
HTTPS 443 TCP 999 & = GanaHCMpoBLLMK : ] ! 5 H
/ l =8 { ] ! CepsepDNS  TMouTossiil cepsep Cepsep NTP ;
2 : ] 4 ;
Padouee MecTo 2 [ Postgres - primary 1 TNerexaa
paspadoTumKa Me";is;ﬁ““ ! CepeepBA1 1 HA
NpUROXEHUH Ll CepBuCH! 06LEro HasHaYeHA
{ : Cepaucsl Aspopa LieHTp
Paboyeemecro 020 2 SCENSIICIIOIINoRS
\, aAMMHUCTaTOpa g
[Owarpamma passepTbiBaHus Aspopa LieHTp
1 cepsep npunoxeHui n 1 cepeep b
Paspabotumk ==
NPUNOMEHMIA
| Browser l MOGMNBHOE YCTPONCTED
AZMUHNCTPaTOP L A dnroid i Ae
Paboyan MalwmHa
HTTR -
HTTPS://<AC_DOMAIN>
CP:/i<AC_DOMAIN>:999
v £
I I
4& BHeLUHMiI
BanaHCHpoBLLMK
HTTP 8009/TCP 8025
Cepsep NpUNoKeHUi
\ 4
» =) HTTP
BHYTPeHHUM m i
BanaHcuposLMK o
b ‘ Consul ;
HTTP '10000-10500 Template :
TCP i1(:»50(»11000 H
=) ]
auth appstore [pkgrepo TCP 26379, 6379 g
emm || push || can || mt TCP 9082 :
) s
TNerexna
TCP 5432 ba3a faHHbIX
1 Posigres - primary : L
= L] Kaw
BanaHcvposLmK
=S eEm <EEme SEEme ==}
Xpanunuwe
Sppsiore § parero push CucTema oBHapYKeHUA
Cepsucos
= R = Cepaucsl

PucyHoK 6
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2.3.3. KnactepHaa KoHpurypauma (noaggepka 4o 10000 yctponcTs)

B oTaMuymm oT npeablaywen KOHPUrypaumm B AaHHOM KoHOUrypauum AOns
obecneveHma OTKazoycTonMumBocTM cepsucbl MMO 1M MHPPACTPYKTYPHbIE KOMMOHEHTHI
MMNO cobupatoTca B KNacTep M3 Tpex HOA, KaxAaa M3 KoTopbix obpabaTbiBaeT 3anpochl.
TaKKe yCTaHaB/AMBAETCA pe3epBHbI cepsep B/.

[aHHYyIO  cXemMy YCTaHOBKM peKOMeHAyeTCA MCNO/b30BaTb B  KayecTse
OTKa30yCTOMYMBOMN KOHPUrypaumm, nogaepkmsatowen go 10000 ycTtpoicts (PUCyHOK 7,

PucyHok 8).

dusnyeckas apxutektypa Aspopa LieHTp (10K ycTpoWcTs)

BHYTDEHHuUI NepuMeTp

CerMenT ¢ cepaicami
Aspopa LlenTp

¢ TCP/UDP :
] §301,8302 1
i e CP 5432
4 i 1~
: { TCP Cluster Postgres - Leader
H | 5432 Virtual Cepsep B4 1
i\ Ynpaenmemas P =
1 Paboyan mawwmHa
) HTTPS 443 i 1

Linux Z & i
Tcp 999 \ Port mapping: Po(s:teg:;zp 'éﬁ"{'“
Ynpasnsemoe = HTTPS 44 443 -= 8009 Aspopa LieHTp A S
MOGUAsHOE \ R \ 2999 -> :8025 Cepaep npunoxeuit 1 B e e L L S S L P2

YCTPOICTEBO / CerMeHT CepanCos OBLIErD HA3HAYEHHA

Aspopa/Adnroid Inemet ; :
> HTTI « '

| T Y
= ]
HTTPS 243 53/TCP (DNS) '
"y Ol UDP 123 (NTP) | Microsoft Microsoft
Grd O;’ ~HTTP 8009p: A TCP 25,456 (SMTP) | Active Directory Active Directory
TCP 8025 Bpopa HeHyp TCP 389,636 (MS AD) ! Certificate Services

l Cepgep npunoxexuit 2 TCP 80 (MSADCS) |
1 BHewHwi :
T i GanaHCHpoBLMK _—’:
Pabouee mecto I ; . — i | @
paspaboTumka = ' ‘

: / ; [: l i
TOMEREHAN i i : Cepsep DNS MoyToswiii cepsep  Cepsep NTP :
MexceTesoi e R ’
3KpaH '

s Aspopa LlexTp
| Cepsep npunoxeHuit 3 Nerenga

CermenT CYB[] Postgres 3

s

TCP: i< AC_DOMMN>:999

\ans f<AC_DOMAIN>

PaGouee mecto
aaMUHUCTpaTOopa Cepeucs! 00Wero HasHaueHnR

Cepsucsl Aspopa LiesTp

PnCcyHOK 7/
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[narpamma passeptbiBaHus Aspopa LleHTp - 10K ycTpoicts

Pa3paloTunk D
NPUNOXEHHI Ynpaensewioe.

Browser ‘Aspopa/Adnroid
HTTPS YnpasnAemas
HTTPS abouan MalmHa
Browser LA e

HTTPS

HTTPS://<AC_DOMAIN:
TCP.//<AC_DOMAIN>-9:

—_— BHewHwii Bewsuit
‘ I ‘ BanaHcupoBLK 1 | ke—sl I GanaHcupoBLMK 2

I 5
J\ L Aspopa LleHTp

( HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 ]
1 T
,,,,,,,,, Y

Y Sepep. / HTTP 8500 Cepeep

BHyTDeHHHiA m HTTP 8500, D) iy 1 i el : o) m BHyTDeHHMA NPUNOKeEHHI 2
GanancuposLMK & Consul cluster TCP/UDP 8301,8302 - ] 6anaHCHpoBLLK
. Ngin Consu ¢~ Consul |
Consul : i Consul
’ Template N ¥ B s, | Template i Voo
g = = Tor 10a00-ttoa0
J Sentinel |: i| sentinel : i
Ve = = : . oo : H ( 2 )
‘ Redis replication TCP 6379 0 “*4
Jappst : : TCP 26379,6379 tor
Semsimied appstore || push || auth TCP 26370, 6370 i it | Redis auth || push || appstore cerpiane
csiemm | : i § Jocsiemm
— R .. RedPanda cluster TCP 33145 k “——cr o0 ‘
- € pkgrepo || mt || cdn ||emm TCP 9092 i i emm || cdn || mt || pkgrepo > %
© | Raspan | | Recpanss | E
T M— : focsoo, e T e——

B h 2 Cepeep
. HTTP 85 .
o «,_TH\‘ < o m BHyTpeHHHil NPUNOKEHNIT 3
| =H BanaHCUPOBLLIK
: Nginx |
i Consul .
Jempigo HTTP 10000-10500

TCP | 10500-11000

Tt v
PR

i — )

g feesizmm
fR ~—

Tepez emm|| cdn || mt ||pkgrepo| > -
| RedPanca ) J

TCP 5432 TCP 5432 4) )
TCP 5432 TCP 5432 Nerexna
= - LS Basa faHHsIx
TCP 5432 T
TGP 5432 J TCP 5432 LWiHa coodienwit
Cepsep 64 1 — = Cepsep 502 Kaw
= 9
TcP'5008 Postgres - Replica BanaxcuposLuk
v | -
Es XpaHunuwe
CucTema oGHapyxeHna
Patroni Cepeucos
é- Cepancsl
e Consu| Agent Consu Agent

Pennukauma-TCpP 5432

PucyHoK 8

2.3.4. KnactepHaa KOHPUrypauma c KOHTeHT-cepBepamu (nogaeprkka Ao 100000
YCTPOWCTB)

B oTAnumm ot KoHPUrypaumm, nogaepxmeatowenn 4o 10000 ycTpoicTs, B AaHHOM
KOHOUIypaumm ans onTMMM3auUMmM A0CTaBKM KOHTEHTA M CHUXEHMA HArpy3KkM Ha cepsep

NPUNOXKEHUM UCMONBb3YIOTCA KOHTEHT-CEPBEPDI.
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NaHHyt0 KOHOUIypaUMio PEeKoMeHAyeTcs WCNoNb30BaTb, Koraa TpebyeTcs

nogaep:kka Ao 100000 ycTponcTB w/uam B caydyae OONbLIOW TEPPUTOPUASTbHOM

yOaNeHHOCTM YCTPOMCTB OT cepBepa npuaoKkeHuit (PucyHok 9, PucyHok 10).

dusmnyeckas apxutektypa Aspopa LIeHTp ¢ KOHTEHT cepepamu (4o 100K ycTpoicTs)

CermeHT ¢ cepaucamm

| Mpunoxenuit Aspopa LiewTp |

BHyTpeHHui nepumetp

3 TCPIUDP
€ 5301,8302
g1
TCP Cluster Postgres - Leader
Ynpasnaemas > 5432 Virtual Cepsep B 1
PaBoyan MalwvHa 5 P
HTTPS 443 bn Port mapping: S :
TCP 999 “443 > 8009 Cepsep npunoxeHuit 1 Postgres - Replica
Ynpaensaemoe P HTTPS 443 ‘909 > 8025 Cepsep 642
MODUAbHOE TN -3443 > 8024
YCTPOACTS0 N Y S, R
Aspopa/Adnroid [
pop: Internet \ e HTTP 3009 CermexT Cepancos oBLIero HazHaueHuA
BN TCP 8025
S ; 32
- 82 4
23, & - i
Lo }
HTTPS 443 5= S3/TCP (DNS) o ]
£ -~ HTTP 8009 - £evopa L UDP 123 (NTP) :
= HTTPS 443 = ? Cepaep npunoxkenuit 2 TCP 25,456 (SMTP) | 1
o5 TCP8025 | ] (SMTE) Microsoft i
TCP 999 2 i ! TCP 389,636 (MSAD) | Microsoft |
BHewHMit | TCP80 (MSADCS) | Active Directory Active Directory i
GanaHCHpOBLUK ! f Certificate Services |
—— '
PaBouee mecTo HTTPS 443 ] i
pazpadoTuka ;
NPUNOXKEHMI 'S://<AC_DOMAIN>844: |

Aspopa LiesTp
Cepsep npunoxeHui 3
i CepsepDNS  Mowrosiicepsep  Cepsep NTP
Mexostoani Padosee weco L 0000
Ko aawwwucTpaTopa [ — —
CeTMEHT KOHTEHT cepsepos
Aspopa LiesTp
HTTPS://<AC_CONTENT_DOMAIN>

Aapopa Llenrp

Aapopa LleHTp

 Aspopa LleHrp

CepeuCy! 00LEro HasHaueHNA

Aapopa uenrp ]

BHewHuit
GanaHcupoBLYMK

Cepeucs! Aspopa Liestp

PucyHoK 9
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[wnarpamma passeptbiBanusi ABpopa LleHtp - 100K ycTtpoiicTs

mi || pkarepo

k Aepopa ueHTp
‘ — Aspopa LieHTp KOHTEHT cepeep
| HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 HTTP 8009/TCP 8025 —_—
KOHTEHT
Cepeep | HTTP 8500 L2 Cepoep ) cepeep 1
BHymesHd [==T]_HTTP 8500 iinomesnst 1| s <l =] N Brympesatd npANOXENI 2 ]
SanascaposLK Q& B Consul ciuster TCP/UDP 8301,8302 G < 5| g, ¢ GanancrpoLn Nerx
— Consul Colil { ) e - e Consul & o 13
Tempiate P - T,
& = Sentinel ciuster TGP 26379 &= L :
Sentinel | Sentinel ¥ Gl
|
o || meds epicaton Top 8379 g e
appstore| | push auth TCP26379.6379 ! pags ‘l |\ Rodis | = e auth push | |appstore —{—» Sxarrer
S [ E "[ RedPanda cluster TCP 33145 | @“W‘“ Content Cache_Consul
pkgrepo mt cdn | emm TCP 9002

r Cepeep
npunoXesmi 3

G frpxsr:} Jo

auth || push ||appstore

emm || can || mt ||pkgrepo

Teemuoe

TCP 54:

PucyHok 10

2.3.5. KnactepHasa KOHGUrypaLma ¢ KOHTEHT-CEPBEPOM M Pa3aebHbIMKN CEPBEPAMM

B (noaaeprkka Ao 500000 ycTponcTs)

B naHHOW KOHOUIypauMm ONA MUHMMM3ALMM B3aMMHOIO BAMAHMA APYr Ha Apyra
OCyLWecTBAAeTCA pasaeneHne Hambonee HarpyseHHbix B MB (auth) u MY (emm) no
oTaeNbHbIM cepBepam. MHPpacTpyKTypHble KomnoHeHTbl MO ycTaHaBAMBaOTCA Ha
OTAeNbHbIX cepBepax, cepsuchl MMNO cobupatoTca B Knactep M3 wecTu HofA. KOHTeHT-
cepBepbl MOXXHO Pa3MeCTUTb Ha OTAEbHbIX NA0LWAAKaX (HANpPUMep, B pa3HbIX permoHax).

[aHHYy0O KOHOUrypaumto pekomeHAyeTca WCNoNb30BaTb ANA  NOAAEPMKKM

MaKCMManbHOro Konmyectsa ycTpoicts (a0 500000 yctpoicTs) (PucyHok 11, PucyHok 12).
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HTTPS 443

Ynpagnsemoe 1CF .

MoGunbHOe
YCTPOHCTEO
Aspopa/Adnroid

HTTPS 443

Pabouee mecTto
pazpacoTuMka
NPUAOKEHMI

-

Internet

-

HTTPS 443
TCP 999

MexceTesoi
3Kkpan

dusnyeckas apxutektypa Aspopa LIeHTp ¢ KOHTEHT cepBepamu (4o 500K ycTponcTs)

Ynpasnaemas
Pabouan mawmHa
Linux
S
HTTPS 443
s
=
K
=
=3
nl
¢
P
(=
a5
HTTPS 443

PaBouee mecTo
agmuHUCTpaTopa

HTTPS:fi< AC_CONTENT_DOMAIN_1>

TCP 8025

TCP:/i<AC_DOMAIN>:999

BHewHwit
GanaHcuposwuK

HTTP!

//<AC_DOMAIN>:8443

" Cerment vcamu
npunoxexui Aspopa LienTp

Aspopa LiesTp
Cepeep npunoxexuit 1

Aspopa LieHTp
Cepsep NpUnoxeHuit 2

Aspopa LienTp
Cepsep Npunoxenmii 3

---HTTP 8009~

Aspopa LieTp
Cepaep npunoxeHnit 4

Aspopa LienTp
Cepaep NpunoxeHuit 5

Aspopa LiexTp
Cepaep NpUnoXeHuit 6

3 o
........ HTTP 8009
1 =02 }

BHewHwit
GanaHCHPOBLMK

HTTP 8009——>

(CermeHT KOHTeHT cepaepos 1 Certificate Services
Aspopa LiesTp i
I I ) Cepeep DNS MouTossiit cepsep  Cepsep NTP

Aspopa Llextp  Aspopallestp  Aspopallewmp |
K peep Ko psep K¢ pEep |
i 1 2 3 i
> '
| Aspopallestp  Aspopallewtp  Aspopallewtp |

K psep K peep K psep | TNerexpa

BHyTPeHHWI NepUMeTD

TCP.

Postgres - Leader
Cepsep B4 auth 1

CenuenT CYE]] Postgres
CP 5432
Postgres - Leader
{ Tcp Postgres ComenHl 1
5432 cluster Virtual IP |
Postgres - Replica
Cepeep B0 2

5432

CP 5432

Postgres - Replica

TCP/UDP 8301,8302(Consul)
\—TCP 26379(Sentinel)

TCP 6379(Redis)

TCP 9092 (Redpanda) Cepeep

P
| KOMNOHeHToB 1

%\ /cep 0

(PPACTPYKTYPHBIX

Cepgep B[] auth 2
CP 5432
— — ostgres - Leader
i__TCP Postgres push Cepsep B/ push 1
5432 cluster Virtual IP.
L Postgres - Replica
CepsepBApush2 -

TCP/UDP
8301,8302

CerMeHT HHDPACTDYKTYDHSIX KOMNOHEHTO8 ABpOpa LieHTp

TCP/UDP 8301.3302
TCP 26379
TCP 6379
TCP 33145

—

VHDPACTPYKTYDHSIX
KOMMOHEHTOB 2
D
i

Cepaep
MHDPACTPYKTYPHBIX '
KOMMOHEHTOB 3

53/TCP (DNS)
UDP 123 (NTP)

——TCP 389,636 (MS AD—>
TCP 80 (MS ADCS)

Microsoft
Active Directory

(CerMeHT Cepancos 0DLero HazHaueHua |

2

Microsoft
Active Directory

CepaitCel 06LLEr0 HasHaueHs

Cepaitcs! Aspopa LieHTp
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2.3.6. KatacTpodoycTonymsaa KnactepHaa KOHPUrypauma ¢ yCTaHOBKOM CepBeEPOB

NpUNoXKeHu 1 cepsepos b/l B ABYX LeHTpax 06paboTKM AaHHbIX

B AaHHOM KOHOUTYpaUMKM C LeNbto 3alMTbl OT NMPUPOAHbIX, TEXHOTEHHbIX KAaTacTpod
AW TepaKkToB U obecneyeHna HenpPepbIBHOCTN BM3HEC-NPOLLeCCOB YCTaHOBKA CEepBEepOoB
NPUAOXKeHNM K cepBepoB b/l ocyuwecTBnsetTca B ABYX UeHTpPax 06paboTKM AaHHbIX

(LLOJlax) - ocHOBHOW K pe3epBHbIN (PUCyHOK 13).
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PucyHok 13
v
B kaxgmom UO[de vycTtaHaBamMBaeTcaA NoAHbIM  Habop cepsucos [M0O

OTKa30ycToMn4mMBon KoHdurypaumm (n. 2.3.3 - 2.3.5).

OcHosHOM LUO/ dyHKUMOHMPYET B aKTMBHOM pexknme (Active), T.e. obpabaTbiBaeT

BeCcb nocTtynatowmin Tpapuk. Cepsepbl bl ocHoBHoro LO[a cobupatorca B Primary

KnacTtep. OanH 13 cepsepoB b/ BbicTynaeT B poau Leader, BTopoin cepsep B ponun Replica,

penanumpya aaHHble ¢ Leader cepsepa 13 Tekyuero LOAda.

PesepBHbit LO/J dyHKUMOHMPYET B pexrnme oxmaaHua (StandBy) - Bce cepBuChl

dKTMBHHbDI,

HO TpaduKk B AaHHbIM LIOJ He nopaetca. Cepsepbl B[] pesepsHoro LO/a

cobupatoTca B StandBy knactep. OanH 13 cepsepos b/l BbicTynaeT B posin StandBy Leader,

penanumpya AaHHble ¢ cepBepa M3 ocHoBHoro LIO/[a. Btopon cepsep B/l BbicTynaeT B

ponu Replica, penanunpys AaHHble ¢ cepsepa 13 Tekylero LOda.
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CepBepbl NpUAOXKEeHU K13 pasHbix LO[dax He cBA3aHbl mexay cobo.
CUHXpoHM3auma coctoaHma mexay LUOdamun peannsyetcsa 3a CYET CXEMbl KaCKaZHOM
penavkaummn aaHHbix 61 n3 ocHosHoro LIO/la B pe3epBHbIN.
[MepekntoyeHme TpaduKa MeXay LOOamm (failover/switchover)
OCYLLEecTBAAETCA B py4HOM pexkume (n. 3.9.20). MoTepa AaHHbIX NpX nepekatodeHmnn b/

byaeT paBHa 3adepkKe (nary) penamkaumu.
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3. YCTAHOBKATIMNO

BHUMAHMUE! AamuHuctpatopy/pa3paboTunky nNpM KOMMPOBAHMWU KOMaHZA M3
HaCToALLero AOKYMeHTa B ¢opmaTte .pdf HeobxoaMMO NPOABAATb BHMMATE/IbHOCTb U
AOMONHUTENBHO MNPOBEPATb Pe3yNAbTaTbl BbINOJHEHWA COOTBETCTBYIOWLMX KOMaHZA Ha

aKpaHe.
3.1. O6bwan nHopmauma

YcTtaHoBKa MMO 1 KOMNOHEHTOB cpeabl yHKUMOoHMpPoBaHMA MIMO ocyulecTBaaeTCs
C NOMOLLbO CLeHapuneB ycTaHoBKM MO, BbINONHAEMbIX Ha YNPaBAAKOWEN 3NEKTPOHHO-
BbIYMCANTENBHOW MallnHe (OBM) M HanmMcaHHbIX C MCNONb30BaHWEM AEKNapaTUBHOrO
A3blKka pPa3MeTKM ANs onucaHua KoHdurypaumi Ansible. CueHapum yctaHosku [1MO
MNO3BO/IAKOT BbIMO/IHNUTL YCTAHOBKY KaK JIOKa/IbHO (BC& KOMMOHEHTbI Ha 1 3BM), Tak n ¢

yaaneHHon 3BM (ynpasnatouwei I9BM) (PucyHok 14).

Ynpasnawwas NMN3s8M

‘, 1

C(g;/)gzp npgﬁ g;ggm | KoHTEeHT cepsep | I
® ( nG ] ( CDN ]
ne
¥H—M“/ | M ]
| | =
ﬁ”/ ( nyT |
i
[ : I I

PucyHok 14
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MPUMEYAHUE. Ynpasnawowaa 3IBM HeobxoaMma TONbKO A4 YCTaHOBKMW,
HacTpoMku n ynpasnenuna MNMO n He TpebyeTca ana dpyHKUMoHMpoBaHma MMMO.

BHUMAHWE! [ina yctaHoBKkK MMO HeobxoanMMo Hannmyme cTabuabHOro MHTEPHET-
coeAMHEHNA Ha cepBepax NPUAOKeHun, cepsepax bll, KOHTeHT-cepBepax, a TaKXKe Ha
ynpasadatouwen 3BM.

[na yctaHosKku MMNO HeobX0AMMO BbIMOAHUTL CAeaytowme AeUCTBUA:

1) Yb6eautbca, uto cobnoaersbl TpeboBaHuna, NnpueeaeHHble B noapasaene 1.4;

2) YcTaHoBUTb M HacTpouTb OC Ha cepBepbl NPUAOKEHUN, cepsepbl B 1 npu
HeobX0AMMOCTM Ha KOHTEHT-cepBepbl (noapasaen 3.2);

3) PasBepHyTb M HacTpouTb ynpasastoulyto IBM (noapasaen 3.3);

4) HacTpouTb KOMMOHEHTLI cpeabl PyHKUMOHMPOoBaHUA MMNO (n. 3.4.1);

5) Hactpoutb MMNO (n. 3.4.2);

6) YCTaHOBUTb KOMMOHEHTbI cpeabl PyHKUMOHMPoBaHMA MMO (n. 3.5.1);

7) YctaHosuTb MMO (n. 3.5.2);

8) HactpouTtb noacuctemsl MMO (nogpasaen 3.7);

9) Mpn HEOObXOAMMOCTWU BbIMOAHUTL AOMNONHUTENbHbIE HacTpoMku MMNO mn ero
cpeabl PYHKLMOHUPOBaHMA (noapasaen 3.9);

10) MpoBepuUTb  KOPPEKTHOCTb  YCTAaHOBKM U dyHKUMOHUpoBaHuMA MO

(noapasnen 3.10).

3.2. NopAanokK ycTaHOBKM U HacTpoirkn OC Ha cepBepax NPUNOXKEHWUI, cepBepax B u

KOHTEeHT-cepBepax
3.2.1. YCcTaHOBUTb Ha cepBepbl NPUIOKEHMN, cepsepbl B, 1 npn HeobxoA4MMOCTM Ha
KOHTeHT-cepBepbl 0a4HY 13 cneaytouwmx OC, npuseaeHHbIx 8 n. 1.4.2.

BHUMAHMWE! Mepea yctaHoBkon OC HE0B6X0AMMO 03HAKOMUTbLCSA C TPeDOOBAHMAMMY,

npuBeaeHHbIMW B AOKYMeHTaumm Ha C3M HC/.
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OC ponxHa O6bITb YCTAHOBEHA B MUHMMaNbHOM KOHbUTypaummn 6e3 rpapuyeckoro

nHTepdenca. Hanpumep, npu yctaHoBke OC AnbT HeOBXOAMMO BblOpaTb KOHPUIypaLMtO

«Minimal Install» (PnucyHok 15) npu yctaHoske OC.

SiEEMinimal Install -

PucyHok 15

3.2.2. ObecneynTb BbINONHEHME CeaytoLLnX TpeboBaHWI

3.2.2.1. TpeboBaHuA K NpeaycTtaHoBAeHHbIM B OC nakeTam

Ha cepBepax npunoxeHui, cepsepax b M KOHTeHT-cepBepax AO0NXKHbI ObITb

YCTaHOB/EHbI Ceaytolie NakeTbl:

— sudo;

— python Bepcuu 3.6 nnun Bolwe.

3.2.2.2. TpeboBaHuA K HacTporke ceTn OC

Heobxoammo, 4tobbl HacTponkm cetn OC COOTBETCTBOBAAM CAeAyHOLMM
TpeboBaHMAM:

1) Ons  OCHOBHOro  ceTeBOro  uMHTepdenca  AO/KEH  MPUCYTCTBOBATb
KOHOUIYpaLMOHHbIN dann(bl):

— OC CentOS n OC PEA OC: /etc/sysconfig/network-scripts/ifcfg-<mumsa

uHTEepderca>

— OC AnbT:

/etc/net/ifaces/<uma mHTepdeiica>/ipviaddress
/etc/net/ifaces/<uma mHTepdeiica>/ipviroute
/etc/net/ifaces/<mmsa uHTepderica>/options

— OC Astra Linux, Debian: /etc/network/interfaces

— OC Ubuntu: /etc/netplan/*.yml

2) CeTteBol MHTepdENCc A0NKEH aBTOMATMUYECKM 3anycKaTbes npu 3arpy3ske OC.
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[na aToro HeobxoaMMo:
— B KOHOQUrypaumoHHOM danne /etc/sysconfig/network-scripts/ifcfg-
<uma  wmuTepoderica> (Ans OC CentOS mam OC PEA OC) unan /etc/net/ifaces/<umsa

naTepbdeiica>/options (419 OC AnbT) 3a4aTb caeaytollee 3HaYyeHne napameTpa ONBOOT:

ONBOOT=yes

— B KOHQUIypaUMOHHbIM daln /etc/network/interfaces (ana OC Astra Linux

nnn Debian) BHeCT caeayoLyo 3anuch:

auto <umMsa mHTepbeMca>

— B OC Ubuntu aBT03anyck ceTeBoro nHTepdeinca HacTpoeH no yMoAYaHuto.
3) MpuoputeTbl B KOHPUTYpPaLMOHHOM ¢daine /etc/nsswitch.conf AOMXKHbI

BbIrAAETb CAeayoumMm obpa3om (Mpu MCNoNb30BaHNM dnsmasq):

hosts: files dns

rae ... - OCTa/ibHble OMNLUWK, ECAM OHU UCMONb3YHOTCA;

4) Ha ceTeBblx MHTepdencax cepBepoB NPUIOKEHWI, cepBepoB b U KOHTEHT-
CepBepoB  AO0/KHbl  OblTb  HACTPOEHbl CTaTMyeckue ip-agpeca (McCnonb3oBaHMe
AMHAMUYEeCKMX afpecos, BblgaBaembix no DHCP, He gonyckaeTcs).

5) B cnydae, koraa cepsepa npuaoxkeHuit MMNO HaxoAATCcs 33 NPOKCU-CEPBEPOM,
HeobX0AMMO OTKAOYMUTL NPOKCUPOBAHME 3anpocoB K cepsucam MIMO.

[na 3TOr0 B NEepemMeHHOM no proxy  KOHOWUrypauumoHHoro  darna
/etc/environment HeEOBXOAMMO yKa3aTb CMMCOK AOMEHHbIX MMeH wuau |P-aapecos

CepBepoB NPUNOKEHWIN, A58 KOTOPbIX He C/ieflyeT UCMO/b30BaTb MPOKCUMPOBAHME:

NO PROXY=localhost,127.0.0.0/8,.local,<moMeH cepBepa NPMUIOXEHMI>

Hanpumep:

NO_PROXY=localhost,127.0.0.0/8,.local,omp.acenter.example
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3.2.3. lepenTn B YY4ETHYIO 3aNnCb CyNnepnob30BaTe/A C MOMOLLLbIO KOMaHAbI:

— OC CentOS, OC AnbT 1 PELL OC:

su -

— OC Astra Linux, OC Debian n OC Ubuntu:
sudo -1

3.2.4. HactpouTb penosutopumn (B cnydae ucnonbzoBaHma OC Astra Linux SE
Bepcumn 1.7).

[na 3T0ro B KOHGUrypaunoHHom danne /etc/apt/sources.list HeEOHBXOANMO
nckntounTb CD-ROM M3 cnmncka AOCTYMHbIX PENO3UMTOPMEB, @ TaKKe HACTPOUTb AOCTyn K

OCHOBHOMY (main) 1 6a3oBomy (base) penosntopmam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

3.2.5. HazHaunTtb nonb3osatenam OC npaBa Ha BbIMNOJIHEHME KOMaHA OT MMEHMU

cynepnosib3oBaTenia 6e3 BBOJa Napoada C NTOMOLLbKD KOMaHAbl:

echo '<umsa nosbsoBaTesigs> ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -
a' visudo -f /etc/sudoers.d/<mma nosbzoBaTEsNIId>

Hanpumep:

echo 'omp ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -a' visudo -f
/etc/sudoers.d/omp

BHUMAHWE! [paBa Ha BbINONHEHWE KOMaHA OT MMEHM Cynepnonb3oBaTens
NOMKHbI ObITb Ha3HayeHbl BCeEM MOJsb30oBaTeNnaAM (Ha ynpasaatouwen 3BM, cepsepax
NPUNOXKEHNI, cepBepax b/l N KOHTEHT-CepBepax), KOTOPbIMM OCYLLECTBAAETCA YCTAaHOBKA
KOMMOHEHTOB cpeabl GpyHKUMOHMPoBaHMa, CYB n MNMO. B npoTMBHOM Cay4ae B npouecce
YCTAaHOBKM BO3HMKHYT OLINOKMU.

3.2.6. 3a4aTb MMA XOCTa C MOMOLLbO KOMaH/b!:

hostnamectl set-hostname "wmma xocTa.mMa nmoMeHa"
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BHUMAHMWE! Mpun 3agaHnm nmeHn xocta 06s83aTteNbHO A0MKHO ObITh 334aH0 MMA

NOMEHa, KOTOpOoe oTAeNseTcs TOYKoM. Hanpumep:

hostnamectl set-hostname ocs-app.local

3.2.7. B HacTponKkax DNS-cepBepa nnun ¢pannax /etc/hosts yKkazaTb MMEHa XOCTOB

(hostname) 1 NONHbIE MMEHA AOMEHOB (FQDN) BCEX CEPBEPOB KAacTepa:

"ip-agpec" "umMA xocTa.mMa poMmeHa'

Hanpumep (B daitne /etc/hosts):

192.168.0.108 ocs—-app.local

3.2.8. 3agaTb agpeca DNS-cepBeposB:

Aapeca DNS-cepsepoB 3agatotcA B ¢alne /etc/resolv.conf B CAeaytollemM

dopmare:

nameserver "ip-aznpec"

Hanpumep:

nameserver 192.168.0.1

NMPUMEYAHMUE. B chyyae otcyTcTBMA dpanna /etc/resolv.conf HeEOBXOAMMO ero
C034aTb.

3.2.9. HacTponTb MapwpyT no ymon4aHuto (default gateway) 4epe3 lan
MHTepdelc B COOTBETCTBUM C AOKYMeHTaunen Ha OC.

3.2.10. 3a4aTtb TeKylMe AaTy M BPEMA C MOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

3.2.11. lNepe3arpysunTb ynpasaatoLyto 2BM n cepsepbl C NTOMOLLbIO KOMAHAbI:

reboot
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3.3. MNopaaoK pa3BepTbiBAHUA U HACTPOMKM ynpasaaowen DBM

BHUMAHWE! TMepen pa3BepTbiBAHMEM M HACTPOWKOM ynpasastwowen 3IBM
HeobXoAMMO NPOMU3BECTUN YCTAHOBKY, HAacTPOMKy OC Ha cepBepax NPUNOXKEHWI, cepBepax
B4 v npn HeOBXOAMMOCTMN Ha KOHTEHT-CEpPBEPAx B COOTBETCTBMM C Noapasaenom 3.2.

[na pa3BepTbiBaHMA M HACTPOMKKM ynpasaawowen IBM HeobxoamMmo BbINOAHUTL
cnepyrowme nencTBUA:

3.3.1. YctaHoBMTb Ha ynpasaatowyto 3BM oaHy mn3 cnegytouwmx OC: OC CentOS
Bepcum 7.9.2009, OC AnbT 8 CIM, OC PEA OC, OC Ubuntu 20.04, OC Ubuntu 22.04 nau
OC Astra Linux SE Bepcun 1.7.

NMPUMEYAHUE. B KauectBe ynpaBndatouwen IBM MOKeT MCNAb30BATbCA KakK
oTaenbHaa 3BM, Tak n cepsep npunoxenui MMO.

3.3.2. HacTpouTb ceTeBoe B3ammoaencTeme ynpasnawower IBM c cepBepamu
NPUNOXKEHWI, cepBepamm Bl 1 KOHTEHT-CepBEPAMMU.

HacTpoiika ceTn Ha ynpasaatouen 3BM ocyliecTsBnaeTca B COOTBETCTBMU € 3/[] Ha
OC.

3.3.3. HactpouTb penosutopumn (B caydae wucnosbzoBaHma OC Astra Linux SE

Bepcumn 1.7)

[na 3T0ro B KOHGUrypaunoHHom paine /etc/apt/sources.list HEOBXOANMO

nckntounTb CD-ROM 13 cnmncka AOCTYMHbIX PENO3NUTOPMEB, @ TaKXKe HACTPOMUTb AOCTYN K

OCHOBHOMY (main) 1 6a3zoBomy (base) penosntopmam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

3.3.4. Co3maTtb Ha ynpasaatouwen IBM oTaenbHbIM KaTanor, CKONMPOBaTb B HEro

cogepknmoe DVD c MMNO v nepenTn B CO3AaHHbIM KaTanor C MOMOLLIbKO KOMaHAbI:

cd <mOyTes K KaTajiory>
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3.3.5. lNepenT B KaTanor /server C MOMOLLbIO KOMaHAbI:

cd <OyTh kK kKaTaJloTy server>

3.3.6. 3anyctuTb installer-ac.sh (MM installer-ac-mt.sh UWAN installer-

ac-mt-spr.sh'®) c nOMoLLbIO KOMaHIbI:

bash installer-ac.sh

i

bash installer-ac-mt.sh

i

bash installer-ac-mt-spr.sh

3.3.7. O3HaKoMUTbCA C «JTNLEH3MOHHbIM COr/lalleHneM» U NPUHATb ero.

Ona Toro, 4tobbl NPUHATL «JIMUEH3MOHHOe cornaweHune» (PucyHok 16),
HeobXxoAMMO noc/ie Bonpoca «Bbl NpUHMMaeTe yCA0BMA AnLeH3um (y/n)?» BBECTM «y», B
pe3ynbTate 4yero B Katanore c ¢anmaom installer-ac.sh OyaeT co3gaH KaTanor

install-<sepcwusa MI0>. Hanpumep, /install-release-v5.1.0.

[omp@ocs-app ~]% ./installer_ac.sh
JIMUEH3WOHHOE COrNAWEHWE C KOHEYHLIM NONb30BATENEM

BAXHO! NEPELO WCNONMb30BAHMEM MPOrPAMMHOMO OBECMEYEHWA, K KOTOPOMY NPWUNATAETCA OAHHOE NWUEH3WOHHOE COrNALE
HWE C KOHEYHbIM MOMb30BATENEM (OANEE MO TEKCTY — «JMUEH3WOHHOE COTJIAWEHWE:), NOXANYWCTA, BHWMATENLHO NPOM
WTAWMTE HWXECNEOYHWWE YCNOBWA. ECIAW Bbl HE COrMNAWAETECE C YCNOBWAMW HACTOAWErO NWUEH3IWOHHOr O COrMAWEHWA, T
0 Bbl HE MMEETE MPABA WCMONb30BATH MNPOrPAMMHOE OBECMEHEHWE B KAKWX-NWBE0 LENAX.

1. OMPEOENEHWA

«Mpaegoobnapgatent» — oBWECTEO C OFPaHU4EHHOA OTEETCTEEHHOCThK «0TKpHTaA MoBunbHaa nnatoopMa» (000 «0TKpeIT
an Mob6unbHana nnat@opMax), 428500, Pecnybnuka TaTapcTaH, BepxHeycnoHckKuwid paifoH, r. WHHonmonuc, yn. YHUBepc
uTeTckana, O. 7, oouc 59, OMPH 1161690887020.

«[0» — nNpuknapHoe nporpaMMHoe obecnedveHue «Agpopa UeHTp» (MNO «ABpopa UewTp»), cocToAlee W3 cNegywiux no
ACUCTEM: MPUKNEAHOT O MporpaMqHoro obecneveHna «Aepopa LUeHTp: MnatgopMa ynpaeneHua» (MMN0 «Aepopa UeHTtp: N

naToopMa ynpaeneHuA» ), NpUMKNagHoro nporpaMqHoro ofecnededHua «ABpopa LeHTp: MapkeT» (NN0 «Aepopa UeHTp: M
apkeT») u Cepeuca yeegomneHwid Aepopa, nogpofHoe onMUCaHWe QYHKUMOHANBHEIX BEOZMOMHOCTER KOTOPOro COREpMaTCH
B [okyMeHTauun. [laHHoe JIMUEH3WOHHOE cOrnaleHWe npuMeHAeTcA Kak k MN0 «Aspopa LeHTp», BKAw4awuemy B cebs
BCE MEepeYMCsIEHHEIE BhILE MOACHCTEME, TaKk W K KaMpod nogcucTeMe B OTHENBHOCTH BHE 2aBUCUMOCTU OT KOMMNEKTH
0CTH.

«[JoOKyMeHTaUuMA» — oTHOCAwWMecA K M0 conpoBoAWTenbHeIe MaTepWansl, B TOM 4Yucne PyKOBOACTEO MO YCTaHOEBKE M Hac
Tpoilke, PykoBoAcTBo onb3cBaTenA, PyKoBOoOCTEC AQMWHWCTpaTopa, KOTOPHE NpuHagnexaT lpaeoctnapateno.
«YCTpOACTEO®» — 3TO annapaTHad cucTeMa (QM3MHecKas UAW BUPTYaNeHEA) CO BCTPOSHHHM 2aMOMUHAEHWWMM YCTPORCTEO
M, Ha KOTOPbIX MokeT ObiTk 2anyweHo MO0.

«llpaga Ha WHTenNneKTyankHyw COBCTEEHHOCTb» — BCE MPaBa Ha WHTENNEKTYaNnbHYW W NPOMEWNEHHYKW CcoBCTEEHHOCTH,
BKNW4aA NpaBa Ha W306peTeHMA, OTKPLTUA W NaTeHTh Ha W3ob6peTeHWA, BKMWHAEA 3aABKM Ha BHAA4YY MaTEeHTOE W nep
EW3[1aHHBIE MaTEeHT, MOBTOPHHE 3aABKW WNW 3aABKM B ([POAONKEHMEe M 4aCTU4HBIE MPOMONKEHWA; aBTOPCKWE NpaBa; o
Bpasubl U NpoMbINeHHsie 06pa3ubl; TOBapHHIE 3HAKM, 3HaKW ofCNyMWBaHWA, COOpMIeHWe TOBapa W NpaBa Ha aHanoruy
Hele 0DbeKTh; CeKpeThl MPoW3BOACTEa (HOY-Xay), KOMMepYecKyw TaliHy W KOHOMOEHUWANBHYK WHOOPMaUWKW; NPaBa Ha
TOMOAOTUM MHTErpanbHbX MUKPOCXeM W NpaBa Ha ¢oTowabnoHel; U Apyrue WCKNWYWTenbHele npaga.

«JIUIEH3UOHHOE COrnaWeHue» — npefocTaenAedoe Bam MpaeoobnapgaTeneMd orpaHU4eHHOE MPEBO HE MCNOMB30BAHME QYH
KUMOHaneHocTH MO0 Ha ycnoBWAX npocTod (HEeMCKMWHMTEensHoll) AWueH3MW B COOTBETCTBWMM © YCNOBWAMM HacToawero Jl
WLUEH3MOHHOrO COrNaWeHns .

«KoHe4Helid nonb3ceatens» — nwboe wpugudeckoe Auuc (opraHu3auwa), koTopoe npuobpenc MO gnAa co6CTEEHHOro WC
NoNL30BaHUA W He [ONA Npofamn.

«MoNb30BaTenb» — QU3MYECKOEe JIMUD, HenocpefcTBEHHO OCYWeCTBMAWWEee 3KcnayaTtauyww MO B Uenax W nopagke, onpe
pensaeMoM KOHeYHEM MONb30BaTeneM.

HacToAwee JIMUEHIMOHHOE COrAalleHWe ABMNASTCA WPUAWYECKUM CorfaweHweM Memay Bamu (panee no TeKcTy — KOHEeYHH
i none3ceatens) W MpaecobnagaTtenemM.

PucyHok 16

19 HassaHue dalina 3aBMCUT OT BapuaHTa noctaskm MMO.
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TaKKe BO3MOXHO aBTOMATUYECKOE MPUHATME JNULEH3NOHHOIO COrnalleHuns
(6e3 610KMPOBKM NpoLEecca YCTAaHOBKM). B AaHHOM cnydae HeobXxoaMMO 03HAKOMUTLCA C
NMUEH3MOHHbIM cornaweHnem (bann «JlMueH3moHHoe cornawenune.pdf» BxoanT B
Komnnekt 3[) u npuHATL ero. [na aBTOMATMUYECKOro MNPUHATMA NNLEH3MOHHOIO

cornaweHunA HEO6XO,EI,I/IN\O NMCMNOJ/Ib30BATb d)nar --accept-license:

bash installer-ac.sh —--accept-license

jZnpZ

bash installer-ac-mt.sh --accept-license

jZnpZ

bash installer-ac-mt-spr.sh --accept-license

BHUMAHWUE! B cnyyae Hecornacma C  JUMUEH3MOHHbIM  COrNalleHneMm

ncnosnb3sosaHue MO 3anpeuaeTca.

3.3.8. lNepenTn B KaTanor co CLUeHapMAMM YCTAaHOBKM C MOMOLLbIO KOMaH/b!:

cd install-<Bepcwusa IMIO>/install-ac/

I

cd install-<Bepcwusa MIO>/install-ac-mt/

I

cd install-<Bepcus MINO>/install-ac-mt-spr/

Hanpumep:

cd install-release-v5.1.0/install-ac/

NMPUMEYAHUE. JanbHenwme 4encTBMA NO YCTaHOBKE M HACTPOMKe KOMMOHEHTOB
cpeapl dyHKUMoHMpoBaHua MO, a Takxke MO, HeobxoAMMO BbINONHATL M3 AAHHOTO
KaTanora.

3.3.9. YcTaHOBUTbL Ha ynpasaatowenn IBM nakeTbl, Heobxoaumblie AAs8 3anycKa

cueHapwmeB YCTaHOBKK, C MOMOLLBIO KOMaH4bl:

sudo bash control-node-prerequisites.sh

NMPUMEYAHUE. Echn TpebyeTcs MCNoNb30BaTb COOCTBEHHLIM peno3nTopuin PyPl-
NakeToB (PyPI registry), TO NpeaBapmTENbHO HEOOXOAMMO CO3a4aTb KOHPUTYPALIMOHHbIN

dann /etc/pip.conf coAepKallmin cneayroume HaCTPONKN:
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[global]
index-url = <azgpec penozurTopmusa PyPI>
trusted-host = <momMeH XOCTa C pPeno3UTOPMUEM>

Hanpumep:

[global]
index-url = https://example.com/repository/pypi-pypi.org/simple
trusted-host = example.com

3.3.10. Hactpoutb SSH pgoctyn ynpasndatowen 3BM K cepBepam MNPUIOKEHUN,
cepBepam b/l n KOHTEHT-cepBepam (AaxKe B Cayvae, Korda ynpasastowana 3BM un cepsepbl
yCTaHoB/eHbl Ha 1 9BM):

— chopMMPOBaTb KKOYEBYHO Napy Ha YyNpPaBAAIOLLIEM CepBepe:

ssh-keygen -t rsa -b 4096

— CKOMMPOBATb OTKPbLITbIN KAOY Ha cepBepbl MPUAOXKeHW, cepsBepbl B 1

KOHTEHT-CepBepbI:

ssh-copy-id <mmsa nojbz3o0oBaTensa>@<cepBep NIPUIIOXKEHUM>
ssh-copy-id <mmsa nojbsoBaTensa>@<cepsep B>
ssh-copy-id <mMsa nojbp30BaTena>@<KOHTEHT CepBep>

— NPOBEPUTb AOCTyNM C YNPaBAAOWEN MalMKHbI Ha CepBepbl MNPUIOXKEHWUN,
cepsepbl b/l U KOHTEHT-cepBepbl Mo SSH Katody (Npu BbIMOAHEHUM KOMAHZ, HUMXKE BBO/,

Naposa He J0/IKeH TpeboBaTbCA):

ssh <ummMms noJjb30oBaTena>@<cepBep NPUIOXEHUI>
ssh <ummsa nonbp30BaTena>@<ceprep BI>
ssh <umsa nojnbp30BaTeNa>@<KOHTEHT CepBep>

NMPUMEYAHUE. Ynpasnstouime KoOMaHabl, PopMUpyEMblE CLLEHAPUAMMN YCTAaHOBKM

Mo, nepenatoTca ¢ MICNONb30BaHNEM NPOTOKO/1a SSH.
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3.4. MNopAaoK HAaCTPOMKMN KOMNOHEHTOB cpeapl GyHKUMoHMpoBaHma MMNO m MNMNO

MPUMEYAHUE. CueHapun yCTAaHOBKM MO3BONAOT BbIMOAHUTb HACTPOWUKY M
ycTtaHoBKy M0, a TakKe KOMNOHEHTOB cpeabl PyHKLMOHMPOBaHMA MMO AnA HECKONbKUX
Pa3/IMYHbIX OKPYXKEHWUI. [TOPAAOK KOHPUTYPMPOBaHUA M ycTaHOBKM MO AnA HECKONBbKMX

OKPY*KeHW npmueeaeH B8 n. 3.9.14.
3.4.1. HacTpoiKka KOMMNOHEHTOB cpebl PYHKLMOHMPOBAHUSA

NMPUMEYAHMUE. Mpun 3ag4aHMM Naponemn, CeKpeToB, TOKEHOB KOMMOHEHTOB Cpeabl
dyHKUMoHMpoBaHMA MMNO AoNYyCTMMO MCMNONb30BaTb CTPOYHbIE M 3arNaBHble NAaTUHCKME
OyKBbl (KMpuAAMUa He paonyckaetcs), umdpbl, a TakXke caeaylowme cneuyanbHble

CMMBOJIbI:

~Se% () -=_; .

Ona  HACTPOMKM  KOMMOHEHTOB cpeabl  QYHKLUMOHMPOBAHMA Heobxoaumo
BbINO/IHUTL CAeayloWmMe AeNCTBUA:

3.4.1.1. NepenTM B KaTanor CO CLEHApPUAMM YCTaHOBKM (KaTanor: /install-
<Bepcua IIO>/install-ac/ WIN /install-<eepcua IINO>/install-ac-mt/ WIN
/install-<Bepcms INIO>/install-ac-mt-spr/).

3.4.1.2. B wnHBeHTapHOM ¢aine inventories/hosts.yml 3adaTb ajgpeca
CepBepoB (MMeHa XOCTOB), Ha KoTopble OyayT YCTaHOBAEHbl KOMMOHEHTbl Ccpeabl
dyHKLUMOHNpoBaHMA MMO.

OnuncaHue nopsaKa 3aaHuA afpecos B MHBEHTAPHOM banne
inventories/hosts.yml npueeaeHo B n. 3.9.12.

[Ons otobparkeHma agpeca IBM HeobXxoanMmMo BbIMOAHUTb KOMaHAY:

hostname

Mpumepbl $annoB hosts.yml A1A OAHOHOAOBOM WM KNACTEPHON KOHPUTypaLmm

NPUBeAEHbI B KaTanore samples/ac/inventories/.
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OnucaHne MNapaMeTpoB WMHBEHTapHoro ¢aina inventories/hosts.yml
npusepeHo s n. 12.1.1.
3.4.1.3. B KoHOUrypaumoHHom damnne config/vars/ vars.yml HeobxoAMmo
3a4aTb IMBO NOMEHATb NPeAyCTaHOBNAEHHbIE 3HAYEHMA CNeAYHOLLMX MapaMeTPOB:

— napameTpbl nogkntoveHuna nogcmcrtem MMO K bA:

postgresqgl:
port: 5432

Mpn ncnonb3oBaHMKM bHanaHcuposlMKa bl HeobxoaMmMo 3agaTb aApec XocTa

6anaHCMpPOBLLMKA, HAaNpUMep:

postgresqgl:
host: "10.189.221.57"

— Napo/sib cynepnonb3oBaTensa "postgres" CYB/[ Postgresql, ecan yctaHoBKa

CYB/l ocyuwecTBNAeTCA C MOMOLLBbI CLUEHapMeB YCTAHOBKMN:

Pg superuser password: "postgres"

— Bepcuto CYB/:

pg version: 15

MNepeyeHb AONYCTUMbIX 3HaYeHMN NapameTpa npueeaeH B Tabauue (Tabamua 13).

Tabnnua 13
3Ha4YyeHWe napameTpa Bepcua CYb/]
12 PostgreSQL 12
13 PostgreSQL 13
14 PostgreSQL 14
15 PostgreSQL 15
12-pro Postgres Pro Standard 12
13-pro Postgres Pro Standard 13
l4-pro Postgres Pro Standard 14
ld-stdcert Postgres Pro Certified 14
15-pro Postgres Pro Standard 15
15-stdcert Postgres Pro Certified 15
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— MMA 1 Napoab nonb3oBatena CYB/ Postgresgl ¢ ponbto «replication»:

pg _replication user:
name: replication
password: 123FD5648ert**h

— MM#A 1 Naponb cynepnonb3osaTena CYB/ Postgresql, oT umeHn KoToporo byaeT

OCYLLEeCTBAATbLCA YCTaHOBKa [1M10:

Pg custom superuser:
username: OCS_superuser
password: ClacVob*TwesOLs6

— agpeca DNS-cepsepoB, Hanpumep:

dnsmasqg upstream servers: "192.168.137.1,10.189.211.10"

NMPUMEYAHUE. OnncaHme napameTpoB KOHOUIypPaLMOHHbIX $alioB CLEeHapMeB
YCTaHOBKM cpeabl PyHKUMOHMpoBaHua [0, cueHapues ycTaHoBku [MNO u MMO
NpUBeAEeHO B CaMMX KOHPUTYPaALMOHHbIX Galnax B BUAE KOMMEHTAapPMUEB.

3.4.1.4. B KoHOUrypaumoHHOM ¢anne config/secret.yml 3a4aTb Mapoau,
CeKpeTbl M TOKEHbI:

— naposb agoctyna K b/:

database:
password: ocs

— naponb goctyna k CYB/, Redis B napameTpe redis password:

redis:
password: "@rTT9089087fslk"

— CEeKpeTHbIN KNtoY ANnA ayTeHTMMKaALMM 3anpocoB K cepucam MMO:

hmac:
key: "DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKEeH ZI0CTyna K cucteme obHapy»KeHma cepBMcoB Consul:

consul:
token: "ae9f5abb-06b8f-9252-59¢c5-53bcb651£182"

— CEKPEeTHbIN KN4 KANEHTOB (CepBMCOB):

defaultOidcClientSecret: "HWfwehfoIOHwfe233WEfvwewe"
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— KAto4Y WwndpoBaHUA CEKPETOoB, XpaHAalmxca 8 b/:

encrypt:
keys:
- "master-key-example"

BHUMAHMUE! Mpu obHoBneHmn MMO yaanaTe cTapble KAOYKM 3anpeltaeTtca. Hosble
KAto4n Heobxoammo 0,06aBNATb B HAa4an0 CNMCKa;
— Mapoau, MCNoab3yemble ANA 3aWMTbl KPUTUYHOM MHbOpMaLMK (Hanpumep,

cookie ceccum):

oidcpSecrets:
system:
- kdj%93cxk+57nMad
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! JnnHa napona AonxkHa bbiTb He meHee 16 cumBon0B. [pn 0O6HOBNEHNM
MMNO yaanaTb CTapble Napoan 3anpellaetcd. HoBble naponn Heobxoaumo A06aBnATL B
Ha4yaNo CMNUCKa;

— Mapo/b A0CTyNa K CEepBUCY rapaHTMPOBAHHOM A0CTaBKM COOOLWEHNIM Redpanda:

redpanda:
password: '$GJJ690t5-0"

— Mapo/ib Cynepnoab3oBaTens CepBMca rapaHTMPOBAHHOW A0CTaBKM COOBLLEHN

Redpanda:

redpanda superuser:
name: admin
password: Tes$3@@poi

— Mapo/b AOCTyNa K CEPBUCY ynpaBaeHua knactepom b/ Patroni:

patroni:
api password: "VVv4445@Q@3kjj"

— Mapo/b AOCTyna K cepBucy HanaHCMPOBKM HArpy3KkM Keepalived:

keepalived auth pass: "ravJulis*Im5"
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3.4.2. Hactpowka MNMO (noacuctem MMO)

BHUMAHWME! lMepen BbIMONHEHMEM HACTPOEK HEOOXOAMMO WM3YyYMTb MNOPAAOK
pPaboTbl C KOHPUTYPALMOHHBIMKU Paniamm, NpuBeaeHHbIM B N. 13.2.9.

MPUMEYAHWE. Mpn 3agaHnm naponen, cekpetos, TokeHoB MMO n KOMNOHEHTOB
cpeabl dyHKUMOHMpPOBaHMA MO [ONYCTMMO MCMONb30BaTb CTPOYHbIE M 3arnasHble
NaTUHCKMe OyKBbl (KMpUAAMLE He AaonyckaeTtcd), umdpbl, a Takke cheaywoume

cneunanbHble CMUMBO/1bI:

~S&* () -=_ ;.

Ona HacTponkn MNMO HeobxoaMMO BbINONHUTL Ceaytolw e AeNcTBuA:

3.4.2.1. B wnHBeHTapHOM @aine inventories/hosts.yml 3adaTb ajgpeca
cepBepoB (MMeHa XOCTOB), Ha KoTopble ByayT ycTaHoBAEHbI noacucTembl MIM10.

OnucaHune nopAaKa 3a4aHumA aapecos B NHBEHTAPHOM danne
inventories/hosts.yml npmBeaeHo B n. 3.9.12.

3.4.2.2. BbINONHUTL HACTPOMKyY nopTa ana aAMWUHUCTPATUBHbIX
(npuBMnernpoBaHHbIX) MHTepdencos MMO (npu HeobxoaMmocTH).

[0 yMOAN4YaHMIO NPUBUAETMPOBAHHbIE W HEMNPUBUAETMPOBAHHbIE WMHTepdeNChl
NPUHUMALOT 3anpockl Ha nopTy 8009.

B TIMMO npeaycmoTpeHa  BO3MOXHOCTb  Ha3Ha4MTb  aAMWMHMUCTPATMBHbIM
(npuBnnernpoBaHHbIM) MHTepdercam MMNO oTAeNbHbIM NOPT. ITO NO3BONAET OrPAHMUYNUTD
nocTyn HeNPUBUAETMPOBAHHbIX nonb3oBaTenem K aAMMWHUCTPATMBHbIM
(npuBnnernpoBaHHbIM) MHTepdercam MMO.

[Onsa HasHayeHMA OTAEeNbHOrO nopTa ANA aAMWUHUCTPATMBHOrO UMHTepdelica
HeobX0AMMO B KOHOUIYPALUMOHHOM aiie config/vars/ vars.yml yKa3aTb NOPTbl A1A
HEeNPMBUAETMPOBAHHbIX WHTepdeincoB (mapameTp: nginx vhost external port) W
aAMMUHUCTPATUBHbIX (NpmBMNErMpPOBaHHbIX) UHTepdencos (napametp:

nginx_vhost_external_admin_portLHaﬂpMMEp:
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nginx vhost external port: 8009
nginx vhost external admin port: 8010

M3meHeHne nopTa HeoHX0AMMO y4MUTbIBATb B HacTporkax URI B nn. 3.4.2.3.

3.4.2.3. BoinonHunTb HacTpomky URL-aapecos MMNO

URL-agpeca MMNO 3aaatoTca B CEKUMM publicUris B KOHPUIypaLMOHHOM dpanne
config/config.yml.32.

Mo ymonyaHuto URL-agpeca MMO HacTpoeHbl caeayrowmm obpasom:

— MPOTOKOAN: HTTP;

— hostname: COOTBETCTBYET NEPBOM 3aNMUCK B Tpynne app B MHBEHTApHOM palne
inventories/hosts.yml;

— MOPT: COOTBETCTBYET NEPEMEHHON nginx vhost external port, 3aAaHHOWM
B KOHPUIypauUMoHHOM dalne config/vars/ vars.yml.

[aHHble HACTPOMKM COOTBETCTBYET OAHOHOAOBOM KOHPUrypaLUuMnM CUCTEMbI C
He3aWMWEHHbIM  COeAMHEeHMEM, ObOWMM MNOpTOM  ANA  NPUBUAETMPOBAHHbLIX U
HENPUBUNETMPOBAHHbIX MHTEPdENCOB 1 6e3 MCNONb30BaHNA BHELWHEro 6afaHCMPOBLLMKA.

BO3MOXXHbI cneaytolinme BapmaHTbl HACTPOMKMN:

3.4.2.3.1 URL-agpeca MMNO ncnonb3ytoT 1 gomeH, 6e3 BHelHero 6anaHCcMpPOoBLLMKA.

[aHHble HACTPOMKWM MPUMEHMMbI TONBKO K OAHOHOAOBOM KOHOMrypaumn. B
napameTpe publicUris.ac.commonAddress — MNO YMOJHYaHWIKO YKa3aH hostname,

COOTBETCTBYKOWMA NEepBOM 3anMcM B rpynne app B MWHBEHTApHOM  danne

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app'] |first}}:${nginxVhostExternalPort}"

Ecam B nn. 3.4.2.2 6bln Ha3HA4YeH OTAENbHbIA MOPT ANA aAMUHUCTPATUBHbLIX
(NpuBMNETMPOBAHHbLIX) NHTEPDECOB, TO HEOOXOAMMO B NEPEMEHHON publicUris.ac.
adminAddress VYyKasaTb 3TOT nNoOpT. [NA YKasaHMA MNOPTa MOMXKHO MCMNO/1b30BaTb

nepemMeHHyo nginxVhostExternalAdminPort AKX HENOCPEACTBEHHO 3a4aTb 3Ha4YeHMe:




61
AOMI.20134-0191 01

ac:
adminAddress:
"http://{{groups|['app'] |first}}:${nginxVhostExternalAdminPort}"

3.4.2.3.2 Hactporka URL-agpecos [MNO npm MCNONb30BAaHUM 3aLMLULIEHHOIO
coeaMHEeHMA.

HesawuuweHHoe (npotokon HTTP) coeamHeHne ¢ cepBepom npunoxkenui MMoO
[OMNYyCTMMO  MCMONb30BaTb B MW/IOTHbIX MPOEKTax, rae oTcyTcTByeT ob6paboTka
KOHPUAEHUMANbHON MHPOPMaLMM. B oOCTanbHbIX CAydadax [A0/KHa obecneymBaTbeA
3allUMTa KaHa/10B CBA3M.

MMO noaaepmMBaeT BO3MOXHOCTb MCMNO/1b30BAHMA 3alLUMUIEHHOITO COeANHEHMUA
TO/NIbKO C MCMNONb30BaHNMEM BHELIHEro KPMNTOLLA03a MM HACTPOMKKM TLS Ha BHewHem
H6anaHcMpoBLIMKE.

[Mpn  ncnonb3oBaHMA  3awmuieHHoro coegmHeHma B URL-agpecax [0

HeobXxoAMMO yKa3biBaTb NpoTokon HTTPS:

ac:
commonAddress: "https://acenter.example.ru"

3.4.2.3.3 URL-agpeca MMNO ncnonb3ytoT 1 AomeH Ha BHelWHeM 6anaHCUpPOBLIMKE.
B naHHOM cny4yae B napameTpe commonAddress HEOBXOAMMO 334aTb MPOTOKO
(http mnam https), uma aomeHa <AC_DOMAIN> 1 nopT, HaCTPOEHHble Ha BHELWHEeM

HanaHCMPOBLIMKE, HaNnpUmep:

ac:
commonAddress: "https://acenter.example.ru"

3.4.2.3.4 URL-agpeca MO pa3geneHbl Ha BHELWHUM M BHYTPEHHUIA AOMEHbI Ha
BHELWHeM BanaHCUMPOBLLMKE.
MoanobHoe pasaeneHune, TpebyeTca, Hanpumep, Korga HeobxoaAMMO OrpaHUYnUTb

AOCTYyN K KoHconam AdAMUHWNCTPATOPOB 13 BHELUHEN CETU.
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B gaHHOM cnyyae B mapameTpe commonAddress HEOBXOAMMO 33ZaTb MPOTOKO
(http mam https), umsa nomeHa <AC_DOMAIN> u nopT AnA BHEWHWUX a[pecoB, a B
napameTpe adminAddress 3a4aTb MPOTOKO/, MMA AOMEHA W MOPT ANA BHYTPEHHMUX

aZlpecos, Hanpumep:

ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

3.4.2.3.5 URL-agpeca MO ncnonb3ytoT pasHble 40OMEHbI.

B gaHHOM cayyae Ana Kaxkgon noacuctemsl MMO 3apaeTcs CBOM COOCTBEHHbIN

NIOMEH, Hanpumep:

auth:
adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"
aps:
adminAddress: "https://apsadmin.acenter.example.ru"
devAddress: "https://apsdev.acenter.example.ru"
marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"
publicAddress: "https://pushpublic.acenter.example.ru"

mt:
adminAddress: "https://mt.example"

pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"

repoAddress: "https://pkgrepo.acenter.example.ru"

3.4.2.4. OTpeaakTMpoBaTb KOHPUTYPALUMOHHbIM dalin config/config.yml.j2.
B AaHHOM KOHUrypaumoHHom daine HeobxoaAMmo 3a4aTb AMOO M3MEHUTb
npeaycTaHOBAEHHble 3HAYEeHUs:

— AOMEH YYeTHbIX 3anmMcemn Noab3oBaTenemn ON1A TeHaAHTa "default":

defaultIdentityDomain: "omprussia.ru"

— YPOBEHb AeTasn3auum coobUIeHUn NOrMpoBaHMA (peKomeHayeTca 3a4aTb

"info" NPW TECTOBOM 3KCM/yaTaUMM U "warn" NPM NPOMbILWAEHHOM 3KCNAyaTaumm):

logger:
level: "info"
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3.4.2.5. HactpouTb dpainnosoe xpaHuaumue MMNO

OnuncaHue HacTponkm dannosoro xpaHmamwa Mo (dannosbix xpaHuauw, MM, MY n
MOOC) npuseaeHo B noapasaene 3.8.

3.4.2.6. BoinonHUTb HacTporku 6HesonacHoctn (MO, apyrve AONOAHUTENbHbIE
HacTpoMKku MMO 1 HacTpokm noacuctem MMO (Npn HeobxoaMMOCTK).

BHUMAHWUE! TMepen yctaHoBkon [IMNO  TpebyeTcA BbIMOAHWUTL  HACTPOMKMK
6e3onacHoctu MMNO, gononHuTenbHble HacTponkm MMO 1 HacTponku noacuctem MMNO (npu
HEeobxoAMMOCTH).

MepevyeHb UM  OMUCaHWe AOMNOAHWUTENbHbIX HacTpoek [MNO  npuBeaeH B

nogpasgene 3.9.
3.5. MNopAaaoK ycTaHOBKM KOMNOHEHTOB cpeabl pyHKUMoHnposaHuaA MMNO u MNNO

3.5.1. YcTaHOBKa KOMMNOHEHTOB cpeabl PyHKUMOHMPOoBaHKMA MMMO

3.5.1.1. ObecneynTb CUHXPOHM3ALMIO BDEMEHW MEXKAY HOAAMM KNacTepa.

Mpwn akcnayataumm MMO B KnacTepHoOM KOHPUrypaumnm Heobxogmmo obecneymTb
CMHXPOHM3ALUMIO BPEMEHM MEXKAY HOAAaMWM Knactepa (Hanpumep, ¢ NOMOLLbIO YTUAUTSI
chrony).

[na NpoBEPKM CUHXPOHM3ALMN BpEMEHN HEODXOAMMO BbINONHUTD KOMaHAY:

ansible-playbook play-check-time-on-hosts.yml —--inventory-file
inventories/hosts.yml -vv --diff

Mo pe3ynbTaTam BbINOJHEHWSA KOMaHAbl OyaeT BbiBeAeHO TeKyllee Bpemsa Ha

KaXZ0W HoZle KnacTepa, Hanpumep:

acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterapp04.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterapp06.ompcloud 2022-11-09 09:48:38.395490
acenterapp0l.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

3.5.1.2. YCcTaHOBUTb Ha CepBEpPbl NPUNOXKEHMN, cepBepbl Bl N KOHTEHT-cepBepbI

HeO6XO,£I,l/IMbIe MakeThbl.
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BHUMAHMWE! Mocne 3aBepluieHns ycTaHOBKM nakeToB cay»bbl SELinux 1 Firewalld
6yayT OTKNKOYEHDI.
[lna ycTaHOBKM NakeToB HEOOXOAMMO BbINOAHUTL CAeaytolLme AeNCTBUA:
3.5.1.2.1 YCTaHOBWTb NaKeTbl C MOMOLbIO CAeAYOLWMX KOMAHA:

— cepBepbl NPUNOKEHNN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <mMsa TOJIB30BaATeJIsA> —--extra-vars
"node type=app" --limit app

— cepsepbl b/:
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMsa TOJb30BaTessa> --extra-vars
"node type=db" --limit postgresql

— KOHTEHT-CepBEPDLI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMsa [OOJIB3OBATEJIA> —-extra-vars
"node type=content" --limit content

Hanpumep, ycTaHOBKa MaKeTOB Ha CEpPBepbl MPUIOMKEHWI OCyLIecTBASeTCA C

MOMOLLLbIO KOMaHAbI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app

[lna yCTaHOBKM BCEX MaKeTOB Ha BCe cepBepbl (Ha BCe cepBepbl MPUIOKEHUN,
cepsepbl Bl M KOHTEHT-cepBeEpPbl HE3aBMCMMO OT WX TuMa) HEOOXOAMMO BbIMOMHUTL

KoMaHAay:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMga [OJIL30BATEJS>

3.5.1.2.2 Ha cepBepax NpuUIOKeHUN, cepBepax b ” KOHTEHT-cepBepax MoA

ynpasneHnem OC PE/]l OC BKAHOUNTb aBTO3aMyCK CAYKbObl network C MOMOLLbIO KOMaHAbI:

sudo systemctl enable network
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3.5.1.2.3 MNepe3arpy3nTb cepBepbl NPUIOKEHWNI, cepBepbl B/ 1 KOHTEHT-CEpBEpPbI C

NMOMOLL KO KOMaHAbI:

sudo reboot

[MopAaoOK AeNCcTBMA  ANA CaMOCTOATE/IbHOM YCTAHOBKM MaKeToB, a TakXke
oTKAtoYeHMto cnyxb SELinux un Firewalld npusenen B n. 3.9.7 n 3.9.8.
3.5.1.3. YCTaHOBUTb KOMMOHEHTbI Ccpeabl PYyHKLUMOHMPOBaHMA [MNO ¢ nomoLulbto

KOMaHAbl:

ANSIBLE USER="<mma nomezoBaTens>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbIMOAHEHMA KOMaHAbl B KaTanore logs byaeT cdopmmpoBaH nor-
dann yCTaHOBKM KOMMNOHEHTOB cpeabl PyHKLMOHMpPoBaHMA MIM10.

OnuncaHMe napameTpoB 3aMnycKa CKpuNTa deploy-infra.sh M UX BO3MOXKHble
3Ha4YeHuA npmeeneHbl B noapasaene 4.1.

BHUMAHWUE! CkpunT deploy-infra.sh N03BOMAET YCTaHaBAMBATb TOJIbKO
CYB/ PostgreSQL 12/13/14/15. CYB/Jl Postgres Pro HeobxoAMmo yCTaHaBAMBaTbL
CaMOCTOATEbHO.

Mpu  wncnonv3oBaHum  CYBJ  Postgres Pro ambo  ecnm  yCTAHOBKY
CYB/ PostgreSQL 12/13/14/15 HeobxoAMmO  BbIMOAHWUTL  CamocTosATeNbHO  (6es3
MCNONb30BaHMA CLUEHAPMEB YCTAHOBKM KOMMOHEHTOB cpedbl PyHKLMOHMpPoBaHMa MM0),

KOMaHAa YCTAHOBKWM KOMIMOHEHTOB Cpeabl beHKLI,VIOHl/IpOBaHMFI nmweert CJ'Ie,EI,yI-OLLI,VIVI BNA:

ANSIBLE USER="<uma nosszoBaTens>" ./deploy-infra.sh --skip-database

OnucaHue ycTaHOBKW M HacTponkn CYB/l Postgres Pro, a Takxe TpeboBaHMA K
camocToATenbHOM ycTaHoBKe CYB/l npueeaeHbl B noapa3sgene 3.11.
Takxe npeaycmoTpeHa BO3MOXHOCTb  YCTAHOBKM  KOMMOHEHTOB  Cpespbl

CI)\/HKLI,MOHI/IpOBaHVIFI no oTAe/IbHOCTU C NOMOLLbIO CAeaAyroWnX KOMaH4:
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ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa
ANSIBLE USER="<wumsa

noas30oBaTeaa>"
noas30oBaTeaa>"
nojas30BaTeIa>"
nojas30BaTeIa>"
nojas30oBaTeIa>"
nojas30BaTeIa>"
nojas30BaTeIa>"
nojas30BaTeIa>"

./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.
./deploy-infra.

sh
sh
sh
sh
sh
sh
sh
sh

-C
-C
-C
-C
-C
-C
-C
-C

dnsmasqg

nginx

consul
consul-template
redpanda

redis

ocs-user

db

3.5.2. YcTtaHoska NMMO

Ona yctaHoskK MMNO HeobX0AMMO BbIMOSIHUTL KOMaHAY:

ANSIBLE USER="<wumsa

rnojJb30BaTesa>"

./deploy-ac.sh

Onuncanune MNapameTpoB 3anyCKa CKpuNTa deploy-ac.sh W WX BO3MOXHble

3Ha4YeHuMA NnpueeaeHbl B noapasaene 4.2.

Hanpumep:

ANSIBLE USER="omp"

./deploy-ac.sh

B pe3ynbTaTe BbINOSHEHNA KOMaH/bl B KaTanore logs byaeT cdopmMmpoBaH nor-

dann yctaHoskm MMO.

[Ons yCTaHOBKM MOACUCTEM MO OTAE/NbHOCTU HEeobxXxoAMMO B napameTpe --

subsystems 334aTb UMA NOACUCTEMDbI.

BHUMAHWE! YctaHoska noacuctem MO [0AXKHA OCYLWECTBAATLCA CTPOro B

cnepyrouen nocneaosatensHocTu: Mb, MM, NMOOC, MY, MYT, CDN, NCYy.

Mpumep yCTaHOBKM NOACUCTEM MO OTAENbHOCTU:

ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"
ANSIBLE USER="omp"

sh
sh
sh
sh
sh
sh
sh

./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.
./deploy-ac.

--subsystems
--subsystems
--subsystems
--subsystems
--subsystems
--subsystems
--subsystems

auth
appstore
pkgrepo
emm
mt
cdn
push

Ecan Heobxoammo yctaHoBuTb MCY oTaenbHo oT apyrux noacuctem MMO, Toraa

N0CTaTOYHO yCcTaHOBUTL 1B 1 [TCY € NOMOLLLbIO KOMaHAbI:

ANSIBLE_USER="<MMH
auth, push

rnojJgb30Barejya>"

./deploy-ac.sh --subsystems
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[Ona yctaHosku MMNO 6e3 MNCY HeobxoaMMO BbINONHUTb KOMaHAY:

ANSIBLE USER="<mma nome3oBatens>" ./deploy-ac.sh --subsystems
auth, appstore, pkgrepo, emm, mt

3.5.3. BoinonHeHune HacTponkn nogcuctem MMO

BHUMAHWE! Mpn HeBbINONHEHMN AAHHbIX HACTPOEK YacTb GyHKUMK N0 moxkeT
He paboTaTb MM paboTaTb HEKOPPEKTHO.

Hactponka noacuctem MMO ocyulecTBnsaeTcAa B COOTBETCTBMM C nogpa3aenom 3.7.
3.5.4. BbinonHeHMe OorpaHnYeHmnn No NPMMeHEHNO

Mpwn akcnayaTaumm MNMO Heobxoammo cobatoaatb cneayrouwme ONPAHUYEHNA MO
MPUMEHEHUIO:

— TCY He ocylecTBAsAET ayTEHTUPUKALMIO NOAKAKOHYAEMbBIX K HEMY YCTPOMCTB NOA
ynpasneHnem OC Aspopa Bepcum 5.0.0 M HMKe, No3TOMy MNpu HeoHBXOAMMOCTM
obecneyeHms KOHPUAEHLUMANBHOCTM, LLENOCTHOCTM M AOCTYNHOCTU push-yBeaoMAeHnM
HeobxoAMMO MCNONb30BaTb KOMMEHCMPYIOLLME MEpPbI 3aWMTbl MHGOPMaLMKM, HAaNPUMep,
KpunTtorpaduyeckyto 3alMTy KaHala CBA3W C ABYCTOPOHHEN ayTeHTUDMKaUMEN mexKay
Cepsepom npunoxenun TCY wn yctponctsamum. [nAa yCTPOWCTB No4 YynpaBieHUEM
OC Aspopa Bepcum 5.1 un Bbiwwe B [ICY peanmsoBaHa ayTeHTUPUKAUMA, NOITOMY
MCNONb30BaHNE KOMMEHCUPYIOLWLMX Mep He TpebyeTcs;

— nocne yCTaHOBKM M HacTporKku MMO HeobXoAMMO BbINOAHUTL OrpaHnYeHnsa no
NPUMEHEHWNIO,  MPOM3BECTM  HACTPOMKM  6e30MacHOCTM  KOMMOHEHTOB  cpeapbl

OYHKLMOHMPOBaAHMA U HacTpouTb C3U. Heobxoanmasa nHdopmauma npuseaeHa B n. 3.9.4.
3.5.5. MNpoBepKa KOPPEKTHOCTU YCTAHOBKM U GYyHKUMOHMPOBaHKMA MO

[NpoBepKa OCyL,eCcTBAACTCA B COOTBETCTBMM C noapasaenom 3.10.




3.6. Anpeca Beb-KoHconeun

MepBOHaYaNbHbIN  BXOA,
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B [IMO ocywecTtsnaetca ¢ nomouwbld KoHconm

agMuHuUcTpatopa MNb 1 npeaycTaHOBAEHHOM YYeTHOM 3anncK C POoablo AAMUHUCTPATOP

YYeTHbIX 3anucen:

— NOTMH: admin@omprussia.ru;

— naponb: Admin123!

NMPUMEYAHMUE. Mpn nepsom Bxoae B MO He0HXx0AMMO CMEHUTbL MNAPOb.

B Tabnuue (Tabnauua 14) npuseneHbl agpeca Beb6-KoOHCONEN.

Tabnvua 14

Beb6-KoHCO/b

URL-agpec Beb-KkoHcoNU

KoHconb agmuHucTpaTopa b

http(s)://<cepsep npunoxkeHnsa>:8009/auth/admin/

KoHconb agmmnHucTpaTopa MM

http(s)://<cepsep
npunoxkeHma>:8009/appstore/admin/

KoHconb pa3paboTymka MM

http(s)://<cepsep npunoxeHma>:8009/appstore/dev/

KoHcob agMmuHUcTpaTopa MY

http(s)://<cepsep npunoskeHna>:8009/emm/admin/

KoHconb agmuHucTpaTopa My T

KoHconb agmuHucTpaTopa NCy

()
http(s)://<cepsep npunoskeHna>:8009/mt/admin/
http(s)://<cepsep npunoxkeHna>:8009/push/admin/

3.7. OnncaHue HacTpomkn noacmuctem MMNO

3.7.1. OnucaHmne HacTpounkm NCY

Hactpoika MNCY 3akntoyaeTca B HaCTPOMKe 0H6paTHOro NpoKcK-cepBepa (reverse

proxy), a TaKXKe B HAaCTPOMKe NPOTOKO/a B3aMMOAENCTBMA YCTPOMCTB (push-agemoHa) ¢

MCy.

3.7.1.1. HacTpolka obpaTHOro NpoKcmn-cepeepa

ObpaTHbIN NPOKCU-CepBeEP (reverse proxy) CAYXUT Ans obpaboTKkM 3anpocos

(NoAKNOYEeHWIN) yCTPOMCTB (push-gemoHa) no  3awuueHHomy npoTtokony TLS n

TpPaHCAMPOBaHMeE 3TMX 3anpocos B [1CY.
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Mpumepbl KOHOUTYPAUMOHHbIX dalnoB obpaTHOro npokcu-cepsepa Nginx Ans
OQHOHOAOBOW M MHOTOHOAOBOM  KOHbUrypauuit  npusedeHbl B KaTajore
samples/ac/nginx external-balancer/conf stream.d/.

[na HacTpolkm obpaTHOro npokcu-cepsepa Nginx HeobXxoaMMO BbIMONHUTL
cneaytolime AencTBuA:

3.7.1.1.1 CkonunpoBsaTb bann samples/ac/nginx external-
balancer/conf stream.d/one-node.conf (MAM samples/ac/nginx external-
balancer/conf stream.d/three-node.conf AN MHOIOHO/40BOW K0H¢Mrypaumm) B
Katanor /etc/nginx/conf stream.d/ W NepeMmeHoBaTb €ro B ocs-push-
stream.conf C NTOMOLLbHO KOMaHAbl:

— ANA OAHOHOA40BOM KOHOUIYpPaLMN:

sudo cp samples/ac/nginx external-balancer/conf stream.d/one-node.conf
/etc/nginx/conf stream.d/ocs-push-stream.conf

— A8 MHOrOHOA0BOM KOHPUIypaLum:

sudo cp samples/ac/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

3.7.1.1.2B ceKkuum upstream KOHPUIypauUMOHHOro anna ocs-push-

stream.conf 334aTb agpeca Hoa CepBepoBs npunoxeHunn MNCY, Hanpumep:

upstream internal-lb-stream-8025 {
server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

}

3.7.1.1.3 Co3patb KaTanor aAna xpaHeHuns nor-gpannos Nginx:

mkdir -p <OoyTb K KaTajJory>

Hanpumep:

mkdir -p /var/log/nginx/external balancer/

3.7.1.1.4 B cekUMMN server 3a4aTb 3HAYEHMA CAeayOLIMX NAPaAMETPOB:

— MNOPT, K KOTOPOMY DYAyT NOAKAOYATLCA YCTPOMCTBA, HANPUMeEp:

listen 999 ssl so_keepalive=on;
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— NYTb K 33KPbITOMY K4y M CEPTUPMKATY 3aKPbITOrO KAto4a, KoTopble OyayT

MCNO/Ib30BATLCA AJ1A YCTAaHOBKM TLS-coeamnHeHMA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

MPUMEYAHUE. CepTudmMKaT 3aKpbITOrO KAtOYa AOKEH BXOAWTb B LEMOYKY
n0BepmnA cCepTUPMKATOB Ha YCTPOMCTBAX;

— NyTb K nor-gamnam Nginx B cooTBeTcTBMM € NnN.3.7.1.1.3, Hanpumep:

access_log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.1log;

3.7.1.1.5 MpoBepunTb KOPPEKTHOCTb KOHPUTYPaALIMOHHbLIX PparanoB Nginx C NOMOLLbHO

KOMaHAbl:

sudo nginx -t

B cnyyae oTcyTcTBMA OWKMOOK ByaeT BbiBEAEHO COODLLEHME:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3.7.1.1.6 Mepe3anyctnTb NgiNX C NMOMOLLbHO KOMaHAbI:

sudo systemctl reload nginx

3.7.1.2. HacTpoiKa NnpoToKOo/1a B3aMMOAeNCcTBMA yCTPoMCTB (push-aemoHa) ¢ MNMCY

YcTponcTea B 3aBMCMMOCTM OT YCTAHOBAEHHOWM Ha Hux Bepcum OC ABpopa
MCMONb3YIOT pa3Hble Bepcun npoTokona B3ammoaenctsma c [CY. [lepedyeHb Bepcum

NPOTOKONa B3anumoaenctams yctponcts ¢ MCY npuseneH B Tabanue (Tabanua 15).

Tabnnua 15
Bepcua OnucaHue

NPOTOKO/1a

0 Bepcmna npotokona ana OC Aspopa 3-ro nokoseHua. He noaaep>kmsaet
ayTeHTUudUKauuto yctpoicts B MCY

2 Bepcua npotokona ana OC ABpopa 4-ro NOKONEHWA, B KOTOPOW YYTEHbI
0COBEHHOCTM MHOronosnb3oBaTenbckoro pexunma OC. He nopaepkumBaeT
ayTeHTUudUKauuto yctponcts B MCY
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Bepcua OnucaHue
NPOTOKO/1A
3 B AaHHOM BepCcUM NPOTOKONA peann3oBaHa ayTeHTUDUKaLMA YCTPOMCTB NpK
nogkntodeHun K MCY. NMopaepknsaetca OC Aspopa Bepcun 5.1 1 BbiLwe.
NMPUMEYAHUE. Vcnonb3oBaHMe nNpoOTOKONA Bepcum 3 A0MNYCTMMO Mpu
ycnoBuu yctaHoBku MNCY coBmecTHO ¢ Y 1 aktmBaumm yctpomcts B Y. B
MHOM C/ly4yae HeobXoAMMO MCNONb30BaTb MPOTOKON BEPCUN 2

3apaHne NPOTOKONA ocyllecTsnaeTca B napameTpe
allowedDeviceProtocolVersions KOHOUIypaUMOHHOrO ¢anna install-<sepcus
MIoO>/install-ac/config/subsystems/push/config.yml. B AaHHOM napameTpe
3a/,aeTcA CNMCOK A0CTYMHbIX BEPCUIM NPOTOKONA. ECim 3a4aHO HECKONIbKO BepCKiA, TO byaeT
MCNONb30BaTbCA MaKCMManbHaA BepcMA MNPOTOKOAA, KOTOpas MNOAAEPXKMBAETCA U
YCTPOMCTBOM, 7 CEepPBEPOM. Mpumepsl 3a4aHnA 3HaYeHUN napameTpa

allowedDeviceProtocolVersions nNpusBeaeHsl B Tabanue (Tabavua 16).

Tabnnua 16
3HayeHWe napameTpa OnucaHue

allowedDeviceProtocolVe | B MCY BK/atoYeHa MOAEpsKKa BCeX BEPCUI MPOTOKO/A.
rsions: [] NCY ayTeHTUIULMPYET YCTPOICTBA, MOALAEPKUBatOLLME
NPOTOKOAN BepcumM 3. YCTPOICTBa, HEe NOAAEPHKMBatOLIME
NpPoTOKOAN Bepcun 3 B3ammopgenctsytor ¢ [ICY 6es
ayTEHTUPUKALMM.

[laHHOe 3HavYeHMe UCNONb3YeTCs Mo YMOAYAHMIO.
allowedDeviceProtocolVe | Yerpoictea B3aumogeictsytoT ¢ MCY no npoTtokony

rsions: [0, 2] Bepcumn 0 uan Bepcuun 2. AyTeHTUOUKALMA YCTPOMCTB He
ocyLLecTBAAETCA.

allowedDeviceProtocolVe | BsgumopencteosaTtb ¢ [CY MOryT TOMbKO YCTPOMCTBA,

rsions: [3] noAJepusatolme  npotokon  Bepcun 3. [CY

OCYLLLeCTBASET ayTeHTUPUKALMIO YCTPOMCTB.

3.7.2. OnucaHue HacTpomnkmM MY

HacTporka MY 3akatoyaeTcs B HacTpoMKe B3ammoaencTema CepBepa NPUAOKEHUN
MY c Cepsucom ysegomneHun Aspopa Bepcum 1.1.2 wmam TMCY, a Takxke B 3arpyske

KapTorpaduyeckon nHpopmaumm B bannosoe xpaHunumuie My.
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3.7.2.1. Hactporka B3anmoaenctams Cepsepa npunoxeHnn My c NCy

B cnyyae Heobxogmmoctu B3ammopenctema CepBepa npunoxkenun MY c MCY
noTpebyeTca BbINONHUTL CAeAytoLLMe HaCTPOMKN:

3.7.2.1.1 CuHXpoHM3MpoBaTb Bpema mexay Cepsepom npuaoxkenni My m MNcy.

3.7.2.1.2 3apeructpmpoBaTb B [1CY NpoeKT 1 NOAYyYMTb KOHPUTYPaLUMOHHbIE dalbl
C HACTPOMKaAMMU: mobile app ac push project.json n
app_server ac push project.json. HCTPYKLMA NO CO34aHMIO NPOEKTA NpeacTaBieHa
B OOKYMeHTe «PyKOoBOACTBO Nonb3oBaTend. Yactb 5. Moacmctema CepBuC yBEAOMAEHMMN»
AMTI.20134-01 90 01-5.

3.7.2.1.3 3apaTb NPOTOKOA, AOMEH W nopT Ana obpauweHua K MNCY (3HayeHue
napameTpa [OO/XKHO COOTBETCTBOBATb 3HAYEHUIO MapameTpa push public address B
KOHOUIYpaUMoHHOM  dainne app_server_ac_push_project.json) Hna 3storo B8
KOHQUTYPALMOHHOM banne config/config.yml.qj2 3a4aTb napameTp

config.publicUris.push.publicAddress, HAaNpPMMep:

publicUris:
push:
publicAddress: "https://acenter.example.ru"

3.7.2.1.4 3apatb 4OMeH <AC_DOMAIN> u nopt MCY ana yctpoicTs (push-gemoHa)

JomeH n nopT MNCY ana ycTPOMCTB 3a4at0TCA B CEKLUNM pushNotificationSystem
KOHOMrypaumoHHoro ¢akna config/config.yml.j2. M pPacNpoOCTPaHAKTCA Ha BCe
TeHaHTbl. 10 YyMONYaHUIO B KayecTBe mobileHostname YKa3aHO MMA MepBOro cepsepa

NPUAOKEHWUN.

pushNotificationSystem:
mobileHostname: "acenter.example.ru"
mobilePort: 999

Tak¥e OOMeH M NOPT MOXHO 33a4aTb B KoHcoAM agmuHucTpatopa [1Y npwu
BbINOAHEHWM nn. 3.7.2.1.6. B faHHOM cay4yae HacTPOMKM OyayT pacnpoCTPaHATLCA TONIbKO

Ha TEHAHT B PaMKaX KOTOPOro BbIMOJ/IHANACb HaCTpOVIKa.
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3.7.2.1.5 NepeycTtaHoBuTb MY B cooTBETCTBMM € N. 3.5.2, B C/ly4ae ecam HacTpoMKa
OCYLLECTB/IAETCA NOoc/ie yCTaHOBKK [1Y.

3.7.2.1.6 B KoHconn agmmnHucTpatopa MY (KAOMUHUCTPUPOBAHMEY - «HACTPOMKM»
- «MHTerpauma» - «Cepsuc yseaomneHuit ABpopa») 3afaTb NapameTpbl B3aMMOAENCTBUA
Cepsepa npunoxenun MY n Mcy.

OnucaHmMAa Has3HayeHMA napameTpoB W MOPALOK HACTPOWMKM MpuBeLeHbl B
[OKyMeHTe «PyKOBOACTBO No/sib3oBaTend. YacTb 3. Moacmcrtema MNaatdpopma ynpasaeHma»

AOMTI.20134-01 90 01-3.

3.7.2.2. PyyHaA HaCTpOMKa AOCTyna K npuaoxeHuto «Aspopa LleHTp» anAa

OC Aspopa n OC Android

Mo ymonyaHWo A0CTyn K NpUAoXKeHuto «ABpopa LleHTp» HacTpamBaeTca
aBTOMaTM4YeCKM B npouecce yctaHosku [110.

[Ons py4HOM HACTPOMKM AOCTyna K NpuaoxeHuto «Aspopa LleHTp» Heobxoammo
BbINO/IHUTL CAeayloWmMe AeNCTBUA:

3.7.2.2.1 BblN0XNUTb yCTaHOBOYHbIN Gpann (APK-pann nam RPM-nakeT) npuaoxKeHus
«ABpopa LleHTp» B panosoe xpaHuauuie MY cornacHo napameTpy root CEKUMM location
/clientDownload  KOHpUrypaumoHHoro  dainna /etc/nginx/conf.d/ocs-emm-
static-files.nginx.conf (MO YMOJYaHWUIO KaTajor: /ocs/emm/clients), nubo

napameTpy root KOHOMrypaumoHHoro arna install-<eepcusa IIIO>/install-
ac/config/subsystems/emm/applications/ocs—-emm-static-files/ocs—-emm-

static-files.nginx.conf.j2 cueHapues yctaHoBKM [1[10.

YCcTaHOBOYHbIEe $al/ibl AOMKHbI ObITb pa3melleHbl caeayowmm obpas3om:

./clients/
—— android-<eepcusa OC>
L — client.noarch.apk
—— aurora-<sepcua 0C>
L — client.<apxurexrypa>.rpm
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Hanpumep:

/ocs/emm/clients/
—— android-10

L— client.noarch.apk
—— aurora-5.0.0
—— client.arm.rpm
—— client.arm64.rpm

B cnyyae ecam Mma yCTaHOBOYHOro Gpaitna oTamM4aeTcs oT WwabioHa, TO BMECTO Hero
MOHO MCMONb30BaTb CMMBOJIMYECKYIO CCbIKY (symbolic 1ink) Ha pAAOM NeXKallMii

¢8Mﬂ.ﬂﬂﬂCO3A8HMHCMMBOHM%GCKO%CCHKMH€O6XOAMNK)MCﬂOﬂb3OBaTbKOMaHAyZ

In -sf <oTHOCUTEeNBHEM NyTb K apk-damnny> client.noarch.apk
1Z8p8%1
In -sf <OTHOCUTEJNIbHBEM NYyTh K rpm-IlakeTy> client.rpm

Hanpumep:

In -sf omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
client.noarch.apk

OnucaHue HacTpoMKM dannoBoro xpaHuauuwa MY ana pasmeweHns B HeM
YCTAaHOBOYHbIX $painoB npuaoxeHua «Aspopa LeHTp» npusegeHo B n. 3.8.1.

3.7.2.2.2 B  cexkuuu config.provisioning.android.signatureChecksum
KOHOUTYPALMOHHOIO danna ny install-<Bepcus [o>/install-
ac/config/subsystems/emm/config.yml 3a4aTb OTNEYaTOK cepTUdUKaTa KAKo4a
nposepku 3l B KOAMPOBKE base64, C NMOMOLLbIO KOTOPOro ByAeT BbINOMHATLCA NPOBEPKA
3N APK-¢darnos.

Hanpumep:

provisioning:
android:
signatureChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagzZdIPaWfacX8stE"

Mony4nTb OTNEeYaToK cepTudurraTa MoXKHO 13 APK-dalina ¢ nomMoLLbio KOMaHAabl:

keytool -printcert -jarfile <uma damma> | perl -nle "print $& if
m{ (?<=SHA256:) .*}" | xxd -r -p | openssl base6d4d | tr -d '=' | tr --
l+/:l T_
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MPUMEYAHUE. YTnnuTta Keytool BxoanT B coctas Java SDK (nam JRE).
3.7.2.2.3 NepeycTaHOBUTb  KOHPUIypaUMOHHble  (aiabl CepBMCa ocs-emm-

enrollments-api C NOMOLbIO KOMaHAbI:

ANSIBLE USER="<mma nomezoBarens>" ./deploy-ac.sh --subsystems emm --
apps ocs—-emm-enrollments-api --action config

3.7.2.3. 3arpy3Ka Kaptorpapuyeckomn nHpopmaummn B pannosoe xpaHuaumuie My

NMPUMEYAHUE. Mo ymonyaHumto MMO HacTpoeHO Ha paboTy ¢ KapTon MOCKBbI U
MocKoBcKol obactu. na nonydeHms KapTbl EBpasnm Heobxoammo obpaTnTca B CayKOy
TEXHUYECKOM NoAAepKKM NpeanpuATUA-U3roTOBUTENA.

[ns 3arpy3kn Kaptorpaduyeckom MHGopmaumm B xpaHmuauuie MY, HacTpoeHHoe B
COOTBETCTBUM C Nnoapa3aenom 3.8, He0OX0AMMO BbINONHUTL CAeaytolmMe AeNCTBUA:

3.7.2.3.1 B ¢amnnosoe xpaHuauue MY ckonmpoBaTb Gala € KapTorpadpmyeckom
nHbopmaumerr 1 B COOTBETCTBMM C  MNApPaMeTpoM  config.mbTilesSource
KOHQUIYPALMOHHOIO danna config/subsystems/emm/applications/ocs—emm-
locations-api/ocs-emm-locations—api.yml (no YMO/THaHMUIO:
/ocs/emm/maps/map.osm.mbtiles) CO34aTb CUMBOJIMYECKYIO CCbIIKY (symbolic link)

Ha ¢aln ¢ KapTorpadmnyeckom MHGoOPMaLMEN C MOMOLLBIO CAeAYOLMX KOMaHA,:

cp <mumMmsa odamnna> /ocs/emm/maps/
sudo 1n -sf /ocs/emm/maps/<umsa ¢anna> /ocs/emm/maps/map.osm.mbtiles

TaKKe [0MNycKaeT He WCNo/b30BaTb CMMBOJIMYECKYHO CCbIAKY, a pa3mellaTb
HenocpeacTBeHHO cam dal B COOTBETCTBMN C MAapamMeTpPoM config.mbTilesSource.

3.7.2.3.2 [lepe3anyCcTnTb CEPBUC ocs—emm-locations—api C NMOMOLLbIO KOMAHAbI:

ANSIBLE USER="<muma nojpzosatens>" ./deploy-ac.sh —--subsystems emm --
apps ocs-emm-locations—-api --action restart

3.7.3. Onucanue HacTpomnkm MNOOC

HacTpoika MOOC 3akntoyaeTca B 3arpy3ke naketos OC B ¢paliioBoe XpaHUIULLE.
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Ona 3arpy3km naketos OC B ¢annosoe xpaHuauuwe [MOOC, HacTpoeHHoe B
COOTBETCTBUM C NoAapa3aenom 3.8, He0b6xo0AMMO BbIMONHUTbL Cleaytolme AeENCTBUSA:
3.7.3.1. CKkonnpoBaTb B MPOM3BOJbHbLIA KaTanor ¢amnosoro xpaHuamuwa MNOOC
apxunB ¢ naketamm OC 1 pacnakoBaTb ero B KaTasnor, 3aZaHHbll B MapaMeTpe root CEKUMMU

location /pkgrepo/mobile KOHPUIYPaLMOHHOrO banna
/etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx—-static.location
(N0 ymonyaHuto KaTtanor: /ocs/pkgrepo/repos), NMHBO B napameTpe repos root
KOHQUIYPaLMOHHOrO danna install-<Bepcus [o>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBKuK [10:

tar -xf <umsa danmna ¢ apxmBoM> -C <OyTh K KaTajJoTy>
rm <mMsa Qanja C apxXmMBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

3.7.3.2. 3apeructpupoBaTb nepeAaHHbIin penm3 (Bepcuto), nobasmB B ann
/ocs/pkgrepo/meta/main.json OnNMcaHne U3 cneunannmpoBaHHoro meta-dpanna.

Meta-pann nepenaeTca BMecTe C apxMBOM M NpeacTaBaseT cobor pann B popmaTte
.json M MMeeT Ha3BaHMe main. json. [lyTb K meta-daliny 3agaetca B 04HOM U3 CAeAyHOLLMNX
napameTpoB:

— alias CeKUMW location /pkgrepo/mobile/meta KOHOUIypaLMOHHOIO
danna /etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-
static.location (MO YMONYAHUIO KAaTanor: /ocs/pkgrepo/meta);

— meta root KOHPUrypauMOHHOro ¢aina install-<sepcma [IO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapwues yctaHoBku [1110.
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BHUMAHWUE! MpureeaseHHble B HACcTOALWEM MyHKTE MPUMEPbI 3anoaHeHMs meta-
daiina npmeeseHbl UCKAOYNTENBHO ANA 06LLEero 03HaKOMIEHNSA C BO3MOXKHOW CTPYKTYPOM
danna. Ntorosbih meta-gpann gonkeH ObITb CGOPMMPOBAH C YY4ETOM PEKOMEHAALNIA U
npUMepa 3anoNHEHUA, MPUBEAEHHbIX HUXKE.

Obuwme peKkomeHaaLumMy No 3anoaHeHno meta-danna:

— Heobxoammo cobnoaatb obuiMe nNpaBuaa CTPYKTYPbl M CMHTaKcMca dopmaTa
json npu co3gaHum meta-daina;

—  HeobXoAMMO KOPPEKTHO YKa3blBaTb CAeytoLLMe AaHHbIe: MOAE/b YCTPOUCTBA U
Bepcun OC ABpopa, 10 KOTOPbIX A0CTYNHO OOHOBNEHMUE;

— cneayeT NPUAEPKMBATLCA MNPUBEAEHHbIX PEKOMEHAAUMN MO 3ano/IHEHMUIO
danna;

— cheayeT  WUCNO/MIb30BaTb  MHCTPYMEHTbl A8 MPOBEPKU  CUHTAKCMCa
NoAroToB/IeHHOro panna.

Meta-pain CoCTOUT M3 HECKONbKUX ON0KOB, MPUMEPbl 3aNOJAHEHWSA KOTOPbIX
npuBeAeHbl Aanee:

1) O6wmni 6aOK:

"brand": "OMP",
"releases": []

roe:
— "pbrand": "OMP" - obwan nHpopmaums;

— "releases": [] - 610K N0 MoAeNAM;

2) Bnok no moaenam yCTPOMCTB:

"deviceModel": "aq ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version": "4.0.2.249",
"from": [

"4.0.2.209"
]
by
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{
"version": "4.0.2.209",
"from": [
"4.0.2.175",
"4.0.2.89"
]
b
{
"version": "4.0.2.175",
"from": [
"4.0.2.89",
"4.0.1.43",
"4.0.1.20"
]
b
{
"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
b
{

"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}

roe:

— "deviceModel": "ag_ns220r" - moaenb ycTpomctea Aquarius NS220v5.2,
npeacTaB/lieHHan B KOAOBOM HammeHoBaHMK: "ag_ns220r".

NMPUMEYAHUE. B cnyyae ecam KoooBOe HaMMeEHOBaAHME YCTPOMCTBA HEM3BECTHO
cnefyeT 3anpocuUTb MHGOPMALLMIO Y MPOM3BOAUTENA:

— "latest": "4.0.2.249" - nocneaHsa goctynHas Bepcua OC ABpopa ANs YCTPOMNCTBa;

— "versions": [] - 610K cnucka Bepcui;

3) bAoK cnucka Bepcuin:

"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}
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roe:

— "version": "4.0.2.249" - Heobxoanmasn Bepcua OC Aspopa;

— "from": ["4.0.2.209"] - cnucok Bepcunt OC, C KOTOPbIX MOXKHO OOHOBUTH
yCTponcTBo A0 Heobxoammon sepcum OC ABpopa.

Mpumep 3anonHeHHOro meta-garina, COCTaBAEHHbIM ANA ycTpoucTBa Aguarius
NS220R c yka3zaHnmem Bo3morkHocTh obHoBneHmns OC Aspopa c Bepcum 4.0.2.209 oo Bepcumn

4.0.2.249:

{
"brand":"OMP",

"releases": [

{

"deviceModel":"aq ns220r",
"latest":"4.0.2.249",

"versions": [
{
"version":"4.0.2.249",
"from": [

"4.0.2.209"
]

3.7.3.3. llepe3anyCTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO

KOMaH/pbl:

ANSIBLE USER="<umsa nojbpszoBarens>" ./deploy-ac.sh —--subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api —--action restart

3.7.3.4. NpoBepnTb KOPPEKTHOCTb HACTPOWKW, ANA 4Yero HeobxoaMmo BOMTU B
KoHconb agmuHuctpatopa [1Y, ganee nepentm B noapasgen «HacTpomKkm» paszaena
«AAMUHUCTPUPOBAHME», B pPacKpblBatollemca none «MHTerpaumsa» BblOpaTb BKAAAKY
«O6HoBneHne OC» n ybeamnTbca, 4To oToOparkatoTCA MMA cepBepa, MOZEIN YCTPOMCTB U

noctynHole Bepcun OC (PucyHok 17).
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+ WHTerpayma 4 UHTerpaunm
b Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OB6HoBneHWe OC 1 MHTErpaumna
« https://rel-ocs.ompcloud.ru/pkgrepo/mobile [}9
v 3.3.07 Inoi R7, gmp-m1-n, aq_ns220
Inoi R7 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.06,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
agq_ns220 3.5.06,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHok 17

3.7.4. OnucaHune HacTpomkm CDN

HacTtpoika CDN 3aknto4aeTcs B HaCTPOMKEe KOHTEHT-CEPBEPOB.

[Ons  HaACTPOMKM KOHTEHT-CEPBEPOB HEOOXOAMMO BbINOMHUTL Caedylowme
nencTena:

3.7.4.1. BceKuun content MHBEHTAPHOrO ¢palna inventories/hosts.yml 3a4aTb

aZlpeca cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT YCTaHOBAEHbI KOHTEHT-CEPBEPbI.

Hanpumep:

content:

hosts:
acentercdnO1l:
acentercdn02:
acentercdn03:

OnucaHue nopazka 3a/1aH KA ajipecos B MHBEHTApPHOM danne

inventories/hosts.yml npuseaeHo B n. 3.9.12.
3.7.4.2. PaCKOMMEHTMPOBATb CeKuunto content servers map

KOHOUIypauMoHHOro ¢anna config/vars/ vars.yml.

3.7.4.3. B paHHOM cekuMn 3aaaTb http agpec KOHTEHT-cepBepa Mo YMOYaHMUIO,

NapamMeTp content servers map.default:
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content servers map:
default: "<ampec KOHTeHT cepBepa>"

Ha KoHTeHT-cepBep MO yMoAn4YaHuto 6yayT nepeHanpaBAATb 3anpocbl M3
CETeﬁ/HOAceTeﬁOTCVKTBVDUM@(BCEKMMM content servers map.content servers.
3.74.4. B ceKkumm content servers map.content servers
KOHQUrypaumoHHoro ¢anna config/vars/ vars.yml, Npu HeobxoAMMOCTW, 3a4aTb
NpaBmia NepeHanpaBNeHMA 3anpoCoB Ha KOHTEHT-cepBepbl (T.e. 33a4aTb M3  KaKuXx

ceTeli/noAceTel Ha Kakne KOHTeHT-cepBepbl ByayT NnepeHanpaBAATbCA 3aMpoChl):

content servers:
- server: "<ampec KOHTeHT cepsepa>"
addresses:
- "<ampec cermu/noncetu>"
- "<ampec cermu/noncetu>"

Hanpumep:

content servers:
- server: "http://ocs-cdnOl.test.ru"
addresses:
- "192.168.79.128:8009"
- "192.168.79.133"
- server: "http://ocs-cdnO2.test.ru"
addresses:
- "192.168.0.0/16"

3.7.4.5. B cekunmn content servers map.delete KOHOUrypaumMoHHOro danna
config/vars/ vars.yml nNpu HeobXxooMMOCTM 3a4aTb agpeca ceTei/moaceTtels, Ha
KOTOpble He OOJ/TIKHbI PACNPOCTPAHATLCA npaBMa n3 ceKkumm
content servers map.content servers

NMPUMEYAHUE. [na obecneyeHns OTKA30YCTOMYMBOCTU KOHTEHT-CEPBEP MOXKET
ObITb pPa3BEpPHYT B MHOIMOHOAOBOW KOHOMIypauuMm C BHEWHMM OaNaHCMPOBLLMKOM
Harpysku. [1na aToro pekomeHayeTca BOCNOAb30BaTbCA MHPOPMaLMEN, NPpUBEAEHHON B
n. 3.9.9, a TakXe Npumepom KoHourypaumoHHoro darna sHewHero 6anaHCMpPOBLLMKA,
npuseaeHHoro B samples/ac/nginx external-balancer/conf.d/content-

server.conft.
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3.8. OnucaHune HacTpoikn ¢pannosoro xpaHnanwa Mo

3.8.1. HacTtpoka pannosbix xpaHuanw, nogcuctem Mo

Ona HacTpolku pamnosbix xpaHuaunuw, noacuctem MMO HeobxoAMMO BbIMONHUTb
cneaytolime AencTeBnA:
3.8.1.1. Co3gaTb KaTasor /ocs WM Ha3HA4YUTb ero BAadenblem Moab3oBaTesa ocs,

noj, KoTopbiM paboTatoT cepsumchl MMO:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocCs

3.8.1.2. B cnyyae ncnonb3oBaHma eamHoro ¢GamnoBoro xpaHuania Heobxoammo

BbIMO/IHUTb MOHTUPOBAHME AAHHOIO XPaHUAULLA K KaTanory /ocs.

BHUMAHWE! Mpwu skcnayataumm MMNO B KNacTepHOM KOHPUIypaumm Bce HOAbI
Cepsepa npunoxeHuin MMNO ¢ MM, MY n NMNOOC Ao/MKHbI MMEeTb A0CTYN K panosBomy
xpaHunumuty. CooTBeTcTBeEHHO, BCe HoAbl CepBepa npunoxkeHuin MMO A0/MKHbI ObITh
HaCcTpoeHbl Ha PaboTy C AaHHbIM GAaNNOBbIM XPAHUANLLEM.

BapuaHTbl M NOpAAOK HAcTpoMku aoctyna Hoa Cepsepa npunoxenun MMO K
dannoBoOMy XpaHUAMLLY NpuBeaeHbl B n. 3.8.2.

3.8.1.3. HactpouTb dparnosoe xpaHuauiie MM, B KoTopom ByayT XpaHUTbCs dalibl
NPUNOMKEHUN (MKOHKN, CKPUHLWOTLI, RPM-nakKeTbl), 3arpy*kaemble pa3paboTymkamm.

[Ons atoro B Katanore /ocs HeobXxoAMMO C034aTb KaTasor B COOTBETCTBUM C
napameTpom filestoragePath KOHOUTYPaLMOHHOIO banna
config/subsystems/appstore/config.yml. B co3gaHHOM KaTanore noTtpebyeTca
C03/4aTb KaTanor applications-api M Ha3HA4YMTb ero BAaAeAbLEM NONb30BATENA oCs,

noJ, KoTopbiM paboTatoT cepsuckl MM

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api
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MNapameTp filestoragePath KOHPUTYPALMOHHOIO darna

config/subsystems/appstore/config.yml MOXeT UMETb CleAyOWMA BUA:

filestoragePath: "/ocs/appstore"

3.8.1.4. HactpouTb ¢amnnosoe xpaHuauwe T[1Y, B KOTopom 6yayT XpaHWUTbCA
YCTaHOBOYHbIe Gannbl NpunoxeHma «Aspopa LleHTp» 1 KapTorpapumyeckasa MHGopmauma.

[nsa aToro HeobXxoAMMO BbINONHUTL CAeayowme AeNCTBUA:

3.8.1.4.1 B katanore /ocs HeobXoAMMO B COOTBETCTBMM C MAapPaMeTPOM root
ceKkumnm location /clientDownload KOHPUIypPaLUMOHHOTO danna
/etc/nginx/conf.d/ocs-emm-static-files.nginx.conf (MO YMOAYaHUIO KaTanor:

/ocs/emm/clients), nMbo napameTpom root KoHdUrypaumoHHoro danna install-
<Bepcusa [I0>/install-ac/config/subsystems/emm/applications/ocs—emm-
static-files/ocs-emm-static-files.nginx.conf.j2 cueHapueB ycTaHoBKK [110

CO34aTb KaTas10l' M HAa3HAa4YMUTb €ro BaaaesibLuem noJsib30BaTe 1A ocs, No4 KOTOPbIM pa60Ta+0T

cepsucobl [1Y:

sudo mkdir -p <OyTh kK KaTajloTy>
sudo chown ocs:ocs <OyTh K KaTajlory>

Hanpumep:

sudo mkdir -p /ocs/emm/clients
sudo chown ocs:ocs /ocs/emm/clients

3.8.1.4.2 B kKaTanore /ocs HeobxoAMMO B COOTBETCTBMW C MapPaMeTPOM

config.mbTilesSource KOHOUIYypaLMOHHOTO danna
config/subsystems/emm/applications/ocs-emm-locations—-api/ocs—emm-

locations-api.yml (N0 YMOAYaHWUIO: /ocs/emm/maps/map.osm.mbtiles) C034aTb
KaTasiolr M Ha3Ha4Yn1Tb ero Bjaagesibuem nosib3oBatesiad 0Cs, No4d KOTOPbIM pa60Ta+0T cepBUChbI

my:

sudo mkdir -p <OyThb K KaTaJory>
sudo chown ocs:ocs <noyTes K KaTaJjiory>
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Hanpumep:

sudo mkdir -p /ocs/emm/maps
sudo chown ocs:ocs /ocs/emm/maps

3.8.1.5. HactpouTtb ¢amnnosoe xpaHuauuie MOOC, B KOTOpom OyayT XpaHUTbCA
naketbl OC.
[nsa 3TOoro B Katanore /ocs HeobHxoAMMO CO34aTb KaTa/lor COrlacCHO NapameTpy

root cekunm location /pkgrepo/mobile KOHPUIypaLMOHHOTo danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-
static.location (MO yMOAYaHWIO KaTasor: /ocs/pkgrepo/repos), MO0 NapameTpy
repos_root  KOHOUrypaumoHHoro ¢alna install-<seepcus [ro>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues ycTtaHoBku [1M10:

mkdir -p <OoyTb K kKaTajoTy>

Hanpumep,

mkdir -p /ocs/pkgrepo/repos

3.8.2. Hactponka pocTyna Hop cepsepa npunoxenuin [MMNO K dannosomy

XPaHUANLLY

Mpu akcnayatauum MO B KNacTepHOM KOHPUrypauum BCe HOAbl CepBepa
npunoxenuit MMNO  AO0MKHBI MMETb A0CTYyNn K GanaoBOMY XPaHUAWULLY, B KOTOPOM
pacnonaratoTca pannbl NnpunoxkeHui, naketsl OC, KapTorpaduyeckana nHdopmauma. Joctyn
HOA cepBepa MNPUIOKEHUA K GanNoBOMY XPaHUAMLLY MOXKeT OblTb OpraHM3oBaH
cneayowmmm cnocobamm:

— CUHXpOHM3aUMAa GarnoB mexay GannoBbIMU XPaHUIULLIAMM KaxKA0M HOAbI
cepBepa NPUIOXKEHMN C MOMOLLbIO MPUIOXKEHMA Syncthing;

— MCNoab30BaHME e ANHOTO d)aVII'IOBOFO XpaHunanua.
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3.8.2.1. HacTpolKa CUHXpoHM3aUMM darnoB mexay GaraoBbIMU XPaHMUAULLAMM

KarKA0W HOZbl CeEpPBEPA MPUNOKEHMN C MOMOLLbIO NpuaoxeHna Syncthing

MpunoxeHne Syncthing BbINOAHAET CUHXPOHM3AUMIO GaNIoB B  pexume
pPeanbHOro BPEMEHN MeXay Hoaamm cepsBepa npuaoxeHuin MMo.

[nAa HacTPOMKM M YCTAHOBKM Syncthing HeOBXOAMMO BbIMOAHWTL Caeayouime
NencTBmA:

3.8.2.1.1 NMpuaymaTtb Naposb Nonb3osaTensd (Mo yMOAYaHMIO MOAb30BaTENb ocs)
ANA AOCTyNa K rpaduyeckomy nHTepderncy NpuaoxeHua.

3.8.2.1.2 ChopmmnpoBaTh X3LW-KOA Napoasa C UCNOb30BaHMEM aNrTOPUTMA berypt C

MOMOLLLbIO CeAYIOLLIMX KOMaHA,:

sudo apt install python3-passlib python3-bcrypt
ansible all -i localhost, -m debug -a "msg={{ '<napojab>' |
password hash ('bcrypt') }}"

3.8.2.1.3 B napameTpe syncthing.gui password KOHOUrypaumMoHHOro danna

config/secret.yml 3a4aTb 3HaYeHME X3LW-KOAa NAPONA:

syncthing:
gul password:
'$2a$10S8N.9m94573¢ciTDt1Uhxudwu2rGE3jgb4A0GUCT30KsUIEIbdcPZIx6"

3.8.2.1.4 B napametpe syncthing.gui_apikey KOHpUrypaumoHHoro  ¢anna

config/secret.yml kntou goctyna K APl npunoxeHusa:

gul apikey: 'AgpY4dv2tdcwcNXSmhnxW55euHD55Eyf"

3.8.2.1.5B  ceKkuuu syncthing folders KoHdUrypaumoHHoro  danna
config/vars/ vars.yml Npn HEOBXOAMMOCTU M3MEHUTb NPeAyCTaHOBIEHHbIE 3HaYeHMA

KaTa/s10ros, A4 KOTOPbIX TpG6y€TCﬂ BbIMOJ/IHATb CUHXPOHM3aUNIO!:

syncthing folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /ocs/appstore
emm:
path: /ocs/emm
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3.8.2.1.6 YCTaHOBUTb NPUIOXKEHME C MOMOLLbI KOMaHAbI:

ANSIBLE USER="<mma nomeszosarens>" ./deploy-infra.sh -c syncthing

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c syncthing

BHUMAHMUE! Mpn ycTaHOBKE MPUIOIKEHMA OCYLLECTBAAETCA reHepaLmnsa KA4YeBom
napbl, KOTOpPaA UCNOAb3YeTCA ANA 3aWMLLEHHOr0 0bMeHa AaHHbIMW MEXAY IK3EMMNAAPAMM
NPUNOXKEHMA, Pa3BEPHYTbIMM Ha cepBepax. s CMeHbl KAO4eBOM napbl (Hanpumep, B
C/ly4yae ee KOMNPOMETaLUMM), HEOHBXOAMMO YAANNTb NPUNONKEHWNE N YCTaHOBUTb €ro 3aHOBO.

YaaneHue npuaoXKeHMAa oCyLLEeCTBIAETCA C MOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nomesoBatens>" ./deploy-infra.sh -c syncthing -A
flush all

3.8.2.2. Mpumep HaCTPOMNKM eaAnHOro GanaoBOro XpaHMAMLLIA

EnmHoe ¢annoBoe XpaHUAMLLE NPUMEHAETCA ANA XPaHeHUA GalnNoB NPUNOKEHUN
(MKOHKM, CKpUHWOTbI, RPM-nakeTbl) 1 nakeTos OC.

[Ona HacTponkn egmHoro ©amnoBoro xpaHuauuia HeobxoaMmo  BbIMOAHUTb
cnepytoume oenCTBUA:

3.8.2.2.1 YctaHoBuUTb NFS cepBep B COOTBETCTBUM C OPULIMANBHON AOKYMEHTALMEN

Ha OC RedHat, npuBeaeHHON Ha CTpaHuue:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.

3.8.2.2.2 Ha Cepsepax npunoxeHmn MM un MOOC co3gaTb Katanor /ocs U
Ha3HaYMUTb ero BAaZeNbLEM NONAb30BaTENSA ocs, MNOA, KOTOPbIM paboTatoT cepsuchbl MMM 1

MoocC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
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BHUMAHMUE! Mpu skcnayatauum MMNO B KNacTepHOM KOHOUrypaumm Bce HOAbI
cepBepoB npunoxeHun MM n MOOC A0MKHbI MMEeTb AOCTYyN K eanMHoMy GalioBOMy
xpaHunnuly. CooTBETCTBEHHO, BCe HOAbI cepBepoB npuaoxkeHuni MM n NOOC aoNKHbI ObITb
HACTPOEHbl Ha PaboTy C AaHHbIM GAaNNOBbIM XPAHUAMULLEM.
3.8.2.2.3 BbinonHUTb MOHTMpPOBaHMe dannoson cnuctembl NFS K Katanory /ocs C

MOMOLL IO KOMaHAbl:

mount example.com:/export/ocsfs /ocs

roe:

— example.com— 1UMA y3na pannosoro cepsepa NFS;

— /export/ocsfs — KaTanor, KOTOPbIA 3KCMOPTUPYET example . com;

— /ocs — KaTanor, K KOTOPOMY OCYLLLECTBAAETCA MOHTUPOBAHME.

NMPUMEYAHUE. MoHTupoBaHMe dannoso cuctembl NFS Takke MoxKeT ObiTb
BbIMO/IHEHO MOCPEeACTBOM pPefaKTUPOBaHMA danna /etc/fstab. [aa 3TOro B AaHHbIN

dann Heobxoammo A06aBUTbL 3aNMUCb CAeaYHOLLEro Buaa:

example.com:/export/ocsfs /ocs nfs defaults 0 0

PenaktnpoBaHue banna /etc/fstab OOKHO OCYLLECTBAATLCA
cynepno/sib3oBaTeniem.
3.8.2.2.4 Jna npoBepKM KOPPEKTHOCTM MOHTMPOBAHMA HEOOXOAMMO BbIMOJHUTb

KOMaHAay:

ls /ocs

M ybeamnTbesa, YTO MOMYYEHHbIM cnMcoK dalnoB cOOTBETCTBYET CNUCKY GaliioB B KaTasore

/export/ocsfs Ha KOMMNblOTEPE example . com.
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3.9. JononHutenbHble HacTpoikm MINO u cpeapl PpyHKUMOHMpOoBaHMA MMNO

3.9.1. HacTtpoWKa B3ammoaemncTema cepsepa npunoxeHunn MY ¢ SMTP-cepsepom

HacTpoika B3ammoaenctema CepBepa npuaoxeHun Y c¢ SMTP-cepsepom
Tpebyetca ans obecnedyeHMA OTNPABKM HaA INEKTPOHHYK MNOYTy dalna co CNMUCKOM
CUCTEMHbIX cCo0bLLeHNI 06 ownbKax yCTPONCTB.

NMPUMEYAHUE. dyHKUMOHAN A0CTyNeH ToNbKo Ana yctporncTs ¢ OC ABpopa.

Ona HacTponkn B3ammoaenctema Cepsepa npunoxerHun MY ¢ SMTP-cepsepom
HeobXoAMMO B CEKUMWN smtp KOHOUTrypaumoHHoro darna nogcmcremsl MY config.yml
(config/subsystems/emm/config.yml) 3a4aTb Tpebyemble 3HaYEHUA:

— aApec 3NeKTPOHHOM MNOYTbl, C KOTOPOro OTNPaBAAtOTCA NMUCbMa (NapameTp:
from);

— aJlpec cepBepa 3/IeKTPOHHOM NoyThl (MapameTp: address);

— Gnar BKAOYEHMA/OTKNOYEHNS  MCMOb30BAHMA  3aLLUMIULEHHOTO MNPOTOKONA

SMTPS ana 3aWmThl coegnHeHua (napameTp: tls);

— TUN ayTeHTUOUKaUMK (NapameTp: authType);

— MNapameTpbl An1A4 3a4aHHOIo Tuna ayTeHTl/I(I)l/IKaLl,VIVI (usrername, password U
Ap.).

3Ha4YeHMA NapameTpoB from M username AO/IKHbl OblTb NAEHTUYHbI, B MPOTUBHOM
C/y4ae NoYTOBbLIN cepBep byaeT OTKIOHATL COODLLEHMA.

C nomoubto dnara "tls" HacTpamBaeTcA HeObXOAMMOCTb MCNOAb30BaHUE
NPOTOKO/1Ia SMTPS ANA 3alWnTbl coeanHeHna mexay Cepsepom npuaoxenmin MY n SMTP-
CEPBEPOM.

Mpu 3HavyeHun onara "tls: true" 6OyAeT WCNONb30BATHCA 3aALUMLLEHHbIN
NPOTOKON SMTPS. Ecnn SMTP-cepsep He nopaepmsaet npotokon SMTPS, to Cepsep
NPUNOXKeHU MY BepHET owNOKY "tls: first record does not look like a TLS

handshake" 1 cooblieHMe oTnpaBaeHo He byaerT.
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MNpu 3HayeHun dnara "tls: false" ByAET MCNONL30BATHCA MPOTOKON SMTP. B
cnydae, ecan SMTP-cepBep noadep)KmMBaeT paclwumpeHne STARTTLS, TO Mepedaya
coobuieHnn byaeT ocyuLecTBAATLCA C MCMNONb30BaHMEM NPOTOKOAA TLS.
B MY nopaepmeatotTca LOGIN, CRAM-MD5, PLAIN TUMbl ayTeHTUPMKauMm SMTP. B
3aBUCMMOCTM OT MCMONb3YEMOrO TUNa ayTeHTUOUKALMM HeobXxoAMMO 3a4aTb Caeayroume

napameTpbl (OCTaNbHble NapamMeTpbl OCTaBUTb HE3 U3IMEHEHWI):

— LOGIN:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "LOGIN"
username: "test username"
password: "test password"

— CRAM-MD5:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "CRAM-MD5"
username: "test username"
secret: "test secret"

— 6e3 ayTeHTUPUKaUmN:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

— PLAIN:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "PLAIN"

host: "smtp.example.com"
username: "test username"
password: "test password"
identity: "identity"
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NMPUMEYAHUE. Ons ayTeHTUdUKaumMm Tuna "PLAIN" B none host AO/KHO ObiTb
yKa3aHo 3HayeHue 13 nona address 6e3 yKaszaHMA nopTa. Tak Xe AnAa AaHHOro Tuna
ayTeHTUPUKaumMmM HeobxoAMMO Hanuyme 3awmuleHHoro  TLS-coeamHenun. Ecnu
TLS-coeanHeHMe He NoAAePKMBAETCA, TO MPM MNOMbITKE OTNPaBUTb COODLLEHNE BO3HMKHET
ownbka "error: unencrypted connection' n coobuieHne He byaeT oTAPaBAEHO.

[locne M3MeHeHMA HaACTPOoeK HeobXxoAMMO nepeycTaHOBUTb KOHPMIypaLMOHHble

dannbl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mma nomezoBatTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-dispatcher-api,ocs-emm-enrollments-api --action config

3.9.2. HacTtpoika pasaeneHus Tpadpumka

MNO nos3BonseT pasaenatb Bxoaswmi Tpadmk (URL-3anpockl) creayolmmm
cnocobamm:

— MO basepath - Kaxaana KoHcoNb agMuHUcTpaTopa/paspabotunka (nnbo APl ans
B3aMMOAeﬁCTBMHCIWpMﬂomeHMﬂMM)ﬂpMBﬂ3aHa+<OﬂpeﬂeﬂeHHONW’basepath.Basepath
3a4aHbl B CEKUMN config.publicUris KOHOUIYPALUMOHHOIO panna internal .yml;

— No AoMeHam (cybaomeHam) — Kaxkaana KoHconb aamuHUCcTpaTopa/paspaboTynka
n APl gna B3aMmoaencTeua C npuaoxeHuamu (nmbo rpynna KoHconen u - API)
ONUMOHANbHO MOXeT OblTb MpPMBA3aHa K onpeaeneHHoOMy AomeHy. PekomeHayeTcs
nybanYHble KoHcoM n APl npuBA3bIBAaTb K AOMEHY, KOTOPbIM MMeeT AO0CTyn W3 CeTu
NHTepHET, a BHYTpeHHMe KOHCcoAM (KOHCONM aAMUHNCTPATOPOB) NPMBA3bIBATL K JOMEHY,
He MmetoLemMy A0CTyn 13 ceTn MHTepHeT. PaszgeneHne Tpadpumka no 4OMeHaM NpuBeaeHo
B nn. 3.4.2.3;

— MO NOPTam — BHYTPeHHWe u BHewHKMe agpeca (MO npmBA3aHbl K OTAE/bHbIM

noptam. OnucaHne HaCcTPOMKKM pa3aeneHna TpadmnKka No noptam npmeeaeHo 8 nn. 3.4.2.2.
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3.9.3. HacTpoWKa KaWwmnpoBaHMsA OTBETOB CEPBUCOB

[Ana ysenndyeHna npomssoanTenbHoCcTH MNMO npumeHAETCA K3WKMPOBaHME OTBETOB
cepsmcoB C nomouibto Nginx. [lpy 3TOM AOCTYyN K 3aK3WMPOBAHHbLIM  AaHHbIM
ocyulecTsnaeTca Yyepes wao3bl goctyna MMM0.

HacTpOMKM K3WMPOBaHMA 3a4at0TCA B CAeAytoWMX KOHPUIYpaUMOHHbBIX dannax
CLeHapueB YCTaHOBKM cpedbl PyHKUMOHMpOoBaHKMA MMO:

1) B KoHdurypaumoHHom ¢aine shared roles/nginx/defaults/main.yml
33,at0TCA C/iefytolme napameTpbl:

— cache enabled - BK/IOYEHMWE/BbIKNIOYEHME KIWMPOBAHUA;

— cache path - KaTanor XxpaHeHna KaLWa;

— cache keys zone - UMA 30Hbl B pa3fenieMon namaTu, rae byaeTr XpaHuTbeaA
KaL;

— cache keys zone size - pa3mep 30Hbl B pa3genaemon NamaTtu;

— cache max _size - MaKCMMa/bHbIM pPa3mMep BbIAENAEMOW MNOA4 K3W NaMATH

(Korga mecTo 3aKkaH4mMBaeTcsa, Nginx yaanseT ycTapeslune AaHHble);

— cache inactive - BpemAa, nocjse KOTOPOro Ksul byoeT aBTOMATMYECKM
OYnLLLATHLCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
cache keys zone: "proxy cache"
cache keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

MPUMEYAHUE. MaKcrmanbHbIM pasmep BblAEASAEMOM NOA K3W NamATK A0/KEH
ObiTb He meHee 10 IB;

2)B KOHPUrypaLMOHHbIX bannax config/subsystems/<HaszBaHue
nomcucreMer>/vars/services.yml 3agatoTca APl dyHkumm (endpoint-bi) MMNO, ana
KOTOPbIX HEOOXOAMMO BbIMOAHATL KIWMPOBAHME, @ TaKXKe NapamMeTpbl KIWNPOBAHMA ANA

Kaxkaon APl dyHKLMM:
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— proxy cache - BK/IOYEHME KIWMpoBaHMA Ana APl dyHKuUuK;

— proxy cache valid - BpEMA K3WMPOBAHWA OTBETA (BO3MOXHO 334aTb BpeEMA
K3LWMPOBAHMA A5 OnpefeNeHHbIX CTaTyCOB OTBETA);

— proxy cache lock - NnapameTp onpefendaer BO3MOXHOCTb MPOXOXAEHWUA
HECKOJIbKMX 3anpocoB Ha 63keHA (K cepBucam MIMO). Mpun 3Ha4YeHUM «on» 3anpeLlaeTca
NPOXOXAEHME HEeCKONbKMX 3anpocoB K cepsucy MO, Bce NOBTOPHble 3anpockl byayT
0XMAaTb NOABNEHMA OTBETA B Kale AMbo TamayTa 610KMPOBKM 3anNpoca K CTPaHULE;

— proxy cache use stale - NapameTp onpefenaeT, B KakUX CNy4aaX MOXKHO
MCNONb30BaTb YCTAPEBLLMN 3aK3WMPOBAHHbLIN OTBET;

— add _header: "X-Cache-Status Supstream cache status" - AMPEKTMBA
nobasnaeT http-3aronoBoK, coaeprKaliMin CTaTyC K3LWMPOBAHMA.

Hanpumep:

nginx location dashboard:
path: "~ /v1/dashboards/["/]+S$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

3.9.4. encTtBms no 6e3onacHoOM yCTaHOBKE M HAaCTPOMKe CpeacTBa

NMPUMEYAHUE. YcTaHOBKa, HacTpoMka W 3KcnayaTauma [MNO0  goakHa
ocyulecTBnATbCA B cooTBeTcTBmm ¢ I/ Ha [1110.

Mpu ncnonbzosaHmu MMO B rocyaapcTBEHHbIX MHGOPMALMOHHbIX cnctemax (MMC)
(MHDOPMALIMOHHbBIX CMCTEMAX MEPCOHANbHbIX AaHHbIX, aBTOMATM3MPOBAHHbIX CUCTEMAX
yNpaBAeHus, KPUTUYECKOM WHPOPMALUMOHHON MHOPACTPYKTYpe), He CcoaepyKalimx
MHbOOPMaALMKM, COCTABAAOLLIEA FOCYAAPCTBEHHOM TalHbl, B 3aBMCMMOCTM OT Kjacca
3aLUMLLEHHOCTM A0/KHblI OblTb YCTAaHOB/EHbI 3HAYEHMA MapamMeTpoB, NPUBEAEHHbIE B

Tabnnue (Tabnamua 17).
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MNapameTp

3HayeHune
(ana MC 4-ro knacca)

3Ha4yeHune
(ana MC 3-ro knacca)

3Ha4yeHune
(ana MC 2-ro knacca)

3Ha4yeHune
(ana TUC 1-ro Knacca)

KoHourypaumoHHbii dann MNb (cueHapus ycTaHoBKK MB): /var/ocs/config/subsystems/auth/config.yml
(config/subsystems/auth/config.yml)

[Nepuopn BpemeHun
HEeMCNoNb30BaHMA
naeHtTMdmKkaTopa (yyetTHom
3anucuK) nonb3oBaTens, yepes
KOTOpOe NPonCXoanT ero

HN0KMpOBaHMeE:
config.maxAccountInactivi
tyPeriod

YCTaHaB/MBAETCS Ha
YCMOTPEHME onepaTopa

NC, Hanpumep:
maxAccountInactivity
Period: 2160h

He 6bonee 90 aHen,
Hanpumenp:
maxAccountInactivi
tyPeriod: 2160h

He 6bonee 90 aHen,

Hanpumenp:
maxAccountInactivity
Period: 2160h

He bonee 45 aHen,

Hanpumep:
maxAccountInactivi
tyPeriod: 1080h

MuHMMabHaA AONVHa NaponAa:
config.passwordSettings.m
inLength

He meHee 6 cMMBO/I0B,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 6 cMMBO0OB,
Hanpumep:

config.passwordSet
tings.minLength: 6

He meHee 6 cMMBOIOB,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 8 cMmMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 8

AndasunT Napona Ans y4eTHbIX
3anmMcen Nonb3oBaTeNnen He
HacTpamBaeTcAa. [laponn
YYETHbIX 3anncen
NoNb30BaTeNEN AOMKHbI
coZep*aTb OYKBbl BEPXHETO U
HUXHEro PerncTpos, LMdpbl 1
cneumanbHble CUMBObI (3TO
KoHTponunpyetca MMO).

He meHee 30 cMMBO0B,
Hanpumep:
minDigits: 1

minUpperlLetters: O
minLowerLetters: 1

minSpecialChars: O

He meHee 60

CMMBOJIOB, Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: O

He meHee 70 cMMBONOB,
Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1

He meHee 70

CMMBOJIOB, Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1
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MNapameTp

3HayeHune
(ana MC 4-ro knacca)

3Ha4yeHune
(ana MC 3-ro knacca)

3Ha4yeHune
(ana MC 2-ro knacca)

3HayeHue
(ana TUC 1-ro Knacca)

AndaBuUT Napons ANa y4eTHbIX
3anmMcen yCTPOMCTB:

— MWUHNMaNbHOE YNCNO LI,I/Id)p B
napone:

— config.passwordSetting
s.minDigits

— MWUHNMa1bHOE YNCNO 6yKB
BEPXHEro permcTpa B napone:

— config.passwordSetting
s.minUpperLetters

— MUHWMMaIbHOE YNCNIO 6yKB
HUXXHEro perncTpa B napose:

— config.passwordSetting
s.minUpperLetters

— MUHWMMabHOE YNCNIO

cneucnmsBoOsiOB B Napoae:
config.passwordSettings.m
inSpecialChars

MaKcrmasibHoe BpemMA

[EeNCTBMA MNaponsa:
config.passwordExpiration
Time

He 6onee 180 aHen,
Hanpumep:

passwordExpirationTi
me: "4320h"

He bonee 120 aHen,
Hanpumep:

passwordExpiration
Time: "2880h"

He 6bonee 90 aHen,
Hanpumep:

passwordExpirationTi
me: "2160h"

He 6bonee 60 aHen,
Hanpumep:
passwordExpiration
Time: "1440h"
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MNapameTp

3HayeHune
(ana MC 4-ro knacca)

3Ha4yeHune
(ana MC 3-ro knacca)

3Ha4yeHune
(ana MC 2-ro knacca)

3Ha4yeHune
(ana TUC 1-ro Knacca)

MaKcrmanbHoe Bpems
[EeNCTBMA KAtoYa Y4eTHOM

3anncK cepBepa NPUNOIKEHNI:
config.ttl.client Jjwks

He bonee 1 rogaun 3
MecC., Hanpumenp:

client jwks: 10950h

He bonee 1 ropamn 3
MecC., Hanpumep:

client jwks:
10950h

He bonee 1 ropgamn 3
MecC., Hanpumep:

client jwks: 10950h

He bonee 1 rogaun 3
MecC., Hanpumep:

client jwks:
10950h

Yncno nocnenHmx
NCMO/1Ib30BaHHDbIX naponef/ﬁ,
KOTOpble 3anpeweHo
NCMO/1b30BaTb MNOJ/1Ib30BATE/TAMMU

npm Co34aHNN HOBbIX naponeﬁ:
config.passwordHistoryDep
th

YCTaHaBMBaETCA Ha
YCMOTpEeHMe onepaTtopa
NC, Hanpumep:

passwordHistoryDepth
: 3

YCTaHaBAMBAETCA Ha
YCMOTpEHMEe
onepatopa MC,
Hanpumenp:
passwordHistoryDep
th: 3

YCcTaHaBAMBaETCA Ha
YCMOTpEeHMe onepaTtopa
NC, Hanpumep:

passwordHistoryDepth
3

YCcTaHaB/iMBaeTCcA Ha
yCMOTpeHue
onepaTtopa NC,
Hanpumep:
passwordHistoryDep
th: 3

MaKcrmaibHoe KO/IM4eCcTBO
HeyCneLHbIX NOMbITOK
ayTeHTuduMKaumm (sBoaa
HenpPaBWIbHOTO Napoas) A0

HNOKNPOBKM:
config.failedLoginTries

OT1 3 go 10 nonbITOK,
Hanpumep:

failedLoginTries: 10

OT1 3 go 10 nonbITOK,
Hanpumep:
failedLoginTries:
10

OT 3 40 8 NONbITOK,
Hanpumep:
failedLoginTries: 8

OT 3 00 4 NonNbITOK,
Hanpumep:
failedLoginTries:
4

Bpems 610KMPOBKK y4ETHOWN
3anMcK NoAb30BaTeNA B C/lyyae
NOCTUXEHWNS YCTaHOBNIEHHOTO
MaKCMMa/IbHOrO KO/IMYeCcTBa
HeycreLwHbIX MOMbITOK

ayTeHTUPUKALMM:
config.failedLoginBlockTi
me

OT 3 a0 15 munHyr,

Hanpumep:

failedLoginBlockTime
"3m"

OT15 go 30 muHyrT,
Hanpumep:
failedLoginBlockTi
me: "bm"

OT1 10 Ao 30 MUHYT,

Hanpumep:

failedLoginBlockTime
Hlom"

OT1 15 ao 60 MUHYT,
Hanpumep:
failedLoginBlockTi
me: "15m"
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MNapameTp

3HayeHune
(ana MC 4-ro knacca)

3Ha4yeHune
(ana MC 3-ro knacca)

3Ha4yeHune
(ana MC 2-ro knacca)

3Ha4yeHune
(ana TUC 1-ro Knacca)

Konnyectso OAHOBPEMEHHDbIX

YcTaHaBAMBaeTCA Ha

YCTaHaB/MBaeTCA Ha

YCTaHaB/IMBaeTCA Ha

He bonee 2-X,

ceccum ana YCMOTpeHMe onepatopa |[yCMOTpPEHMe YCMOTPEHME onepaTopa |Hanpumep:
NPUBUIErMPOBAHHbIX y4eTHbIX  NC, Hanpumep: onepatopa MC, NC, Hanpumep: privilegedSessions
3anucen: privilegedSessionsLi |Hanpumep: privilegedSessionsLi|bimit: 2
config.privilegedSessions [mit: 10 privilegedSessions mit: 10

Limit Limit: 10

Ko/iin4yecTBO O4AHOBPEMEHHbIX  |YCTaHaBAMBAETCA Ha YCTaHaB/IMBaeTCA Ha  |YCTaHaB/AMBAETCA Ha YCTaHaB/IMBaeTCA Ha
ceccum ana YCMOTpPEHMEe onepaTopa |yCMOTpeHue YCMOTPEHME ornepaTopa |yCMOTpeHue
HenpuBMAErMpoBaHHbIX y4eTHbIX|C, Hanpumep: onepatopa VMC, NC, Hanpumep: onepaTtopa NC,
3anucen: unprivilegedSessions Hanpumep: unprivilegedSessions Hanpumep:

config.
unprivilegedSessionsLimit

Limit: 10

unprivilegedSessio
nsLimit: 10

Limit: 10

unprivilegedSessio
nsLimit: 10

O6Wwmin KoHdUrypaunoHHbIn darn MMO (wabnoH obuiero KoHPUrypaumoHHoro darna MNMo):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpems 6e3aencrama
(HeaKTMBHOCTM) NONb30BaTENS,
Yyepes KOTOPOe OCYLECTBAAEeTCS
3aBeplieHne ceaHca

Mnosib30BaTeENA:

config.session.rememberFo
r

YcTaHaBAMBaeTCA Ha
YyCMOTpeHKMe onepaTopa
NC, Hanpumep:

rememberFor: 30m

YCTaHaBAMBAETCA Ha
ycMoTpeHue
onepartopa MC,
Hanpumep:

rememberFor: 30m

He 6onee 15 MuHyr,
Hanpumep:

rememberFor: 15m

He 6onee 5 MUHYT,
Hanpumep:

rememberFor: 5m
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3.9.5. lenctBUA  NO  CMeHe ayTeHTUOUKALMOHHOM MHPopmaumm (naponen,

CEeKpPeToB, TOKEHOB, K/to4Yei)

Mpwn 3skcnayaTaumm [MMNO  pomkHa obecneymBaTbCA MNepuogmyeckas CmeHa
ayTEeHTUPUKALMOHHOM  MHPOPMaLMN. [MepMoAMYHOCTb  CMEHbl  onpeaenaeTca
3KcnayaTupytowen opraHmsaumen. CmeHa ayTeHTUPUKAUMOHHOM MHPOPMALMK TaKKe
AONXKHA OCYLWECTBAATLCA B CAyyYae ee KOMNpomeTaumm. K cobblTmam KomnpomeTaumm
OTHOCATCA (HO HE OorpaHn4YMBatoTCA), Creaytoline cobbITUSA:

— HC/A k cepsepam npunoxennit NMNO n/mamn ynpasaatoulen 3BM;

— NoTepAa HOCUTeNA, CoAepPKalLero ayTeHTMOUKALMOHHY MHPOPMaLUIO;

— YBO/IbHEHWE  COTPYAHMKOB, WMEBLWMX AOCTYyN K  ayTEHTMOMKAUMOHHOMN
MHGOPMaLLNK;

— BO3HMKHOBEHME NOA03PEHMIN Ha YTEUKY ayTEHTUOUKALMOHHOM MHPOPMaLMK;

— C/lyYau, Koraa Henb3Aa A0CTOBEPHO YCTAHOBWUTb, YTO MPOM3OLLIO C HOCUTENIEM
ayTeHTUDMKAUMOHHON MHPOPMaLMK (HanpUMep, He MOHATHA NPUYMHA BbIXOAa HOCKUTENA
N3 cTposn).

AyTeHTUPMKALUMOHHAA MHPOPMALLMA KOMNOHEHTOB cpeabl PYHKLUMOHMPOBAHMSA, a
TaKMKe CEeKPETHbIN KoY KNMEHTOB (CEpBMCOB) M KNtoY WNDPOBAHNA CEKPETOB 334at0TCA B
KOHOUIypaumMOHHbIX dainax config/vars/ vars.yml W config/secret.yml. [1nA
CMEeHbl, YKa3aHHOM ayTeHTUOMKAUMOHHON WMHbOPMaALMM HeobXoAMMO BbIMOAHUTL
cnepyrouime AencTenA:

3.9.5.1. M/3meHUTb Napo/n, CEeKPeTbl, TOKEeHbl B KOHPUrypaumoHHbIX ¢darnax
config/vars/ vars.yml M config/secret.yml.

3.9.5.2. YCTaHOBUTb KOMMNOHEHTbl cpeabl GYHKLUMOHMPOBAHMA B COOTBETCTBUM C

n.3.5.1.

3.9.5.3. YcraHoBuTb MO B cooTBeTcTBMM C M. 3.5.2.
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no

dyHKUMoHMpoBaHua MMO

peain3saunm

dYHKUMA

3.9.6.1. TpeboBaHMA K MeXKCETEBOMY IKPAHMPOBAH MO

be3onacHoCTH

cpeapbl

Heobxoammo, 4Tobbl 3aLiMTa nepumeTpa (GU3ndYeckmnx am normdeckmnx rpaxmi) MC

ocywecTtenAanacb € MCNOJb30BaHNEM MEKCETEBOIO 3KPaHa Tpe6ye/v\oro K/1aCCa 3alnThbl.

MesKceTeBOM 3KpaH A0/1KeH NPonycKaTb TPAaPUK TONbKO Ha BHellHMe nopTbl MMO,

MNpM 3TOM OCTaNbHOM Tpad UK A0AKeEH DObITb 3anpelleH. NepeyeHb BHelHMX nopTos MMO B

3aBMCMMOCTM OT BapWaHTa HAaCTPOMKM NpueeaeH B Tabanue (Tabamua 18).

Tabnnua 18

Homep nopta
(npoTokon)

OnucaHue

KoHdurypaumoHHsbii ¢aiin, B
KOTOPOM 334aeTca NopT

Tun noprall

Cepswucbl MO «Aspopa LeHTp»

10000 - 10500
(tcp)

MopTbl cepsucos MMNMO

shared roles/systemd-
deploy/templates/system
d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh

BHYTPEHHUN

nepeHanpasaATCA

Nginx

80 (tcp) CNyskuT ana shared roles/consul- BHYTPEHH MM
B3aMMOzeNCTBNA cepeucos |-STPlate/defaults/main.
Mo apyr c apyrom ymd

999 (tls) CNy»Kut ans KoHOUrypaunmoHHbin Gann  |BHELIHWM
B3anMmoaencTama yctpomncTs [Nginx cornacHo n. 3.7.1
clicy

8009 (tcp) BanaHcupoBlmk cepsucos  |config/vars/ vars.yml |ghewHuit
(Nginx Web Server) ote/ il contd/ves. o

onf

8024 (tcp) MopT Ana npuema 3anpocos [config/vars/ vars.yml  |gHelwHui
OT KOHTEHT-CEepBepoB

8025 (tcp) Ha aaHHbIM nopT KoHOUIypaUnOoHHbIN Gantn  |BHYTPEHHWI

Nginx cornacHo n. 3.7.1

3anpochkl ¢ 999 noprta

1 OnucaHme Tvnos noptos nNpuseaeHo 8 Tabauue (Tabanua 33).
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Homep nopTa

KoHurypaumoHHbii ¢ain, B

OnucaHue Tun noprall
(npoTokon) KOTOPOM 334a€eTCs NopT
CYB/] PostgreSQL
5432 (tcp) CYB/, PostgreSQL shared_roles/postgresql |gHyTpeHHWik
/defaults/main.yml
CYB/ Redis
6379 (tcp) redis-server shared_roles/redis/defa,BHyTpeHHMm

ults/main.yml

26379 (tcp) redis-sentinel shared_roles/redis/defa,BHyTpeHHMm
ults/main.yml
Consul

8300 (tcp) https://www.consul.io/docs BHYTPEHHWM
/install/ports

8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHNM
/install/ports

8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHNM

/install/ports

8600 (tcp/udp)

https://www.consul.io/docs
/install/ports

shared roles/consul/def
aults/main.yml

BHYTPEHHUN

8500 (tcp) https://www.consul.io/docs |shared_roles/consul/def |ghytpeHHnit
Jinstall/ports aults/main.yml
Redpanda

8080 (tcp) redpanda console port shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml

9092 (tcp) redpanda kafka api shared_roles/redpanda/d|gyyTpeHHWik
efaults/main.yml

9644 (tcp) redpanda admin shared_roles/redpanda/dBHyTpeHHMm

efaults/main.yml

33145 (tcp)

redpanda rpc server

shared roles/redpanda/d
efaults/main.yml

BHYTPEHHMM

Syncthing
8384 (tcp) https://docs.syncthing.net/ |shared _roles/syncthing/ |gHyTpeHHui
users/firewall.html defaults/main.yml
22000 https://docs.syncthing.net/ |shared roles/syncthing/ |gHyTpeHHui
(tcp/udp) users/firewall.htm| defaults/main.yml

21027 (udp)

https://docs.syncthing.net/
users/firewall.html

BHYTPEHHMM

Dnsmasq

53

dnsmasqg

BHYTPEHHMM



https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
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Homep nopTa KoHburypaumoHHbIK dann, B
p nop Onmcatme ¢urypat, daiin,

Tun noprall
(npoTokon) KOTOPOM 334a€eTCs NopT

OnepauymoHHaa cnctema

22 MopT SSH. Ncnonb3syeTtca BHYTPEHHUN
ONA pa3BepTbIBaHUA U
aammHucTpuposanua MMM0O.
BHUMAHMUE! Bo3moKHOCTb
MCNONb30BaAHMA AAHHOIO
nopTa onpenenaeTca
noKkymeHTaumen C31N ot
HC/,

NMPUMEYAHUE. PekomeHayeTca 3anpetuTb A4ocTtyn K MO npuBuaermpoBaHHbIX
nonb30BaTeNen M3-3a NpeaenoB KOHTPOAMPYEMOWM 30HbI, 3anpeTrB A0CTyn K KoHcoam
agMuHucTpaTtopa MNb. Takxe Nnpn HeobXOANMMOCTM MOXKHO 3aNPETUTb A0CTYMN K OCTa/IbHbIM
Beb-koHconaMm. [lns 3Toro cnepyet paspewnTbs TpaduK TOAbKO No  Tpebyembim

URL-agpecam B cooTBeTcTBMM C M. 3.9.2.
3.9.6.2. Hactpowka OC CentOS, OC Debian n OC Ubuntu

NMPUMEYAHUE. HacTtponka OC Astra Linux, OC AnbT 1 PE[l OC ocyuwectsnaeTca B
COOTBETCTBMM C IKCMNAyaTaLMOHHOM AOKYMeEHTaumen Ha gaHHble OC.

3.9.6.2.1 Ana 3aTpyaHEeHWa BO3MOXHOCTen cbopa WHPOpPMaALMM O CUCTEME
HEODOXOAMMO WUCKIOYUTL METKM BpemMeHuW U3 3aronoBkoB TCP nakeToB, BbIMOAHWUB
cnepytoume oeNCTBUA:

3.9.6.2.1.1 B KOHOUIrypaUMOHHbI Gann /etc/sysctl.conf A0OABUTb CTPOKY:

net.ipvé4.tcp timestamps = 0

3.9.6.2.1.2 NMpUMeHUTb KOHOUTYPALNIO, BbIMOAHUB KOMaHAY:

sysctl -p /etc/sysctl.conf

3.9.6.2.1.3 MNMpoBepnTb KOPPEKTHOCTb KOHPUTYPaLMK, BbINOJHMB KOMAHAY:

sysctl -a | grep net.ipvé.tcp timestamps
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Ecaum HaCTpOVIKM 3a4aHbl NpPaBnU/abHO, AONXKHO ObITb BblBEAEHO 3Ha4YeEHMUE!

net.ipvéd.tcp timestamps = 0

3.9.6.2.2 Hactporka 3anpeta SSH gocTtyna K cepBepam NpUIOKEHUA MO NOTUHY U
Maposto.
3.9.6.2.2.1 B KoHbUrypaumoHHom danne /etc/ssh/sshd config 334aTb

cheagyrouwmne sHa4eHnA NapamMeTpoOB:

PasswordAuthentication no
PubkeyAuthentication yes
AuthenticationMethods publickey

3.9.6.2.2.2 MNepe3anycTntb cay*by sshd C NTOMOLLbIO KOMaHAbI:

sudo service sshd reload

3.9.6.2.3 HacTpolka MUHMUMaNbHOM CNOXKHOCTM Napona.

HacTpoiKka CNOXKHOCTM Mapoaa OCYLLEeCTBAAETCA B KOHPUrypaumoHHOM daline
/etc/security/pwquality.conf. PeKomeHayeTCcA 3a4aTb c/edytouwme 3HavyeHuA
napamMeTpoB:

— MWHWMa1bHaA OJIMHa NapOoaA:

minlen = 8

— andaBuT napons  (MMHUMANbHOE KOJAMYECTBO MCMNO/b3yEMbIX KAaCcCOB

CMMBOJIOB):

minclass = 4

— MaKCMMasibHaa AaMHa nocsenoBaTebHOCTM cMMBOAOB (abed, 12345 n 1.n.):

maxsequence = 3

— MaKCMMaJibHOEe YNCIO naywmx noapan oanHakoBbiIX CUMBOJI0B:

maxrepeat = 3
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3.9.7. CamocTosTeNIbHAA  YCTaHOBKA HeOobOXOAMMbIX MakeToB Ha  CcepBepbl

NPUNOXKEHUIN, cepBepbl Bl N KOHTEHT-CepBEpbI

3.9.7.1. NMony4nTb CNMCOK HEODBXOAMMbIX MAKETOB.

MepeyeHb HeobBXOAMMbIX MaKeTOB, KOTOPble AO0/KHbl OblTb YCTAaHOBAEHbl Ha
cepBepbl NpMAOXKeHWI, cepBepbl bl M KOHTEHT, 3a4aH B ¢alne play-managed-node-
prerequisites.yml, HaxoZAWEMCA B KaTajsore co cueHapuamu yctaHosku (1110 u

MMEIOLLEM CNeyIOLLYO CTPYKTYPY:

- name: install requirements to <omnepalMoHHas cuUcTeMa>

- name: install os packages on db node
loop:
<IIepedveHb IIaKeTOB cepbepa B>
- name: install os packages on app node
loop:
<IepedeHb [akKeTOB CcepBepa IIPUIIOXEHUI>

B ceKuMn name: install requirements to <omepauMoHHas cucrTema>
334aeTcA nepeyeHb NakeTos AnsA ykaszaHHon OC. [JaHHaA cekuma CoAepKUT 2 NoACEKLMNM,
B KOTOPbIX 334aeTcsA MNepeyeHb MAKETOB AN1A CepBepa MNPUAOXKeHMW, cepBepa b u
KOHTEHT-CepBepa.

B nogceKumn name: install os packages on db node 33aZaeTCA NepeyeHb
nakeTos anAa cepsepa b/.

B noaceKumMn name: install os packages on app node 334aeTcA NepeyeHb
MNaKeToB AN1A cepBepa NPUIOKEHMN N KOHTEHT-CEPBEpPA.

Mpumep nepeyHa MakeToB ANA CepBepa NPUAOXKeHUM, cepsepa bl U KOHTEHT-

cepBepa, PyHKUMOHMPpYOWMxX noa ynpasneHnem OC CentOS 7:

tasks:
- name: install requirements to Cent0S7
block:
- debug:
msg: install requirements to CentOS7

- name: install os packages on db node
package:
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name: "{{ item }}"
state: present
loop:
- epel-release
- Jg
- unzip
- perl-libs
- libxslt
- postgresgl-libs
- libicu
when: node type == "db" or node type == "all"

- name: install os packages on app node

package:
name: "{{ item }}"
state: present
loop:

- net-tools
- epel-release
- Jg
- unzip
- perl-libs
- libxslt
- postgresqgl-libs
- libicu
- dnsmasqg
- bind-utils
when: node type == "app" or node type == "all"
when: ansible distribution == "CentOS" and
ansible distribution major version == "7"

3.9.7.2. YCTaHOBWUTb NaKeThbl.

YCTaHOBKa NaKeTOB OCYLECTB/IAETCA B COOTBETCTBUM C AOKyMeHTaumen Ha OC.
3.9.8. OTKAtOYEeHMEe cnyxb SELinux n Firewalld

Ona oTkatoverma cnyxb SELinux u Firewalld HeobxoaMMo BbINONHUTL CAeaytolme
NencTema:
3.9.8.1. B KOHPUTYypaumoHHOM daiine /etc/selinux/config 3a4aTb caeayouiee

3HaYeHMe napameTpa SELINUX:

SELINUX=disabled
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3.9.8.2. OTkAto4YnTb B OC MeKceTeBOM 3KPaH C MOMOLLbIO BbIMOAHEHWA CeayoLWmX

KoMaHA;:

systemctl stop firewalld
systemctl disable firewalld

3.9.8.3. lNepesarpy3ntb 2BM c nomoLLbio KOMaHAbI:

reboot

3.9.9. TpeboBaHMA K YCTAaHOBKE M HACTPOMKE BHellHero ©anaHcuMpoBLIMKA (Ha

npumepe Nginx)

YCTaHOBKA M HaCTpOMKa BHellHero 6anaHcuposwmKa Nginx ocylecTBasoTCA
Nno/fb3oBaTeNAMN (CUCTEMHbBIMK aamMHUCTPaTopamu) MMNO camocToATeNbHO. BHelHUA
6aNaHCMPOBLUMK A0KEH NOAAEPHMBATL MPOKCMPOBAHME http U tcp-COeAUHEHWI.

[Nsa NpoBEpKM BO3MOMHOCTM MPOKCUMPOBAHUA tcp-COEAUHEHUN HEeobXoammo

BbIMO/IHNTb NPOBEPKY KOPPEKTHOCTM KOHPUIypaummnm Nginx ¢ MOMOLLb0 KOMaHAb!:

sudo nginx -t

B cnyyae otobparkeHna coobuleHma unknown directive «stream» TpebyeTcs
£06aBUTb NOAAEPKKY MOAYNA ngx stream module.so. [na aToro HeobxoanMmo:
— B KOHOUrypaumoHHom danne Nginx (dann: /etc/nginx/nginx.conf)

n06aBUTb CTPOKY:

load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepesanyctntb Nginx ¢ MOMOLLLbKO KOMaHAbI:

sudo systemctl reload nginx

3.9.9.1. Hactpolka banaHCcMpoBLIMKa ANA OAHOTEHAHTHON KOHOUIypaLMK:

— Bblaennte aomeH <AC _DOMAIN> pgna obpaweHua Kk [MO, Hanpumep,
acenter.example.ru,
— BbINYCTUTb cepTMUMKAT [AAs8 CBOEro JoMeHa (AOMEHOB), Hanpumep,

acenter.example.ru,
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— pobaBuTb dns-3anucb  ANA  CBoero  AomeHa  (AomeHoB), Hanpumep,
acenter.example.ru;

— B KOHQUrypaumoHHom ¢painne BHelHero banaHcMposLmKa A4ob6aBnTb 06paboTKy
CBOEro JoMeHa (gomeHoB), Hanpumep, acenter.example.ru. [lpumepsl
KOHQUIypaUMOHHbIX daioB NpuBedeHbl B KaTanore samples/ac/nginx external-
balancer/conf.d:

® one-node.conf — MNpUMep KOHPUrypaumoHHOro ¢akna ana cepsepa
NPUNOXKEHNN;
® content-server.conf —NPUMEP KOHPUTYPaALMOHHOro ¢parna AN KOHTEHT-

cepsepa.

3.9.9.2. Hactpoika ©OanaHCcMpoBLWMKA AN NOAAEPKKU  MYNbTUTEHAHTHOM
KOHQUIrypauum.

B cBA3KM C TeM, YTO ANA KaKAOro TEHaHTa MCNONb3yeTCA OTAE/bHbIM NOAAO0MEH,
HeobxoAMMO  HacTpouTb 006paboTKy AOMeHa WM NOAAOMEHOB Ha  BHELWHEM
HanaHCMPOBLIMKE, BbINOJHWB CAeaytolne AeNCTBUA:

— Bblaenntb aomeH <AC _DOMAIN> pana obpaweHua Kk [MO, Hanpumep,
acenter.example.ru;

— BbINYCTUTb OObIYHbIM M wildcard cepTUdMKaTbl ANA CBOETro JOMeHa (40MeHOB),
HanpMMep acenter.example.ru U *.acenter.example.ru;

— nobaBuTb dns-3anncb ANA CBOEro AomeHa (A0OMeHOoB) M wildcard 3anmcb ANs
noAAOMEHOB, HANMPUMeEP acenter.example.ru M *.acenter.example. ru;

— B KOHpUrypaumoHHom danne BHelHero banaHcmposLmMKa A06aBnTb 06paboTKy
cBoero paomeHa (AOMeHOB) M NOAOOMEHOB, HaNpMMep acenter.example.ru wu
*.acenter.example.ru. [lpumepbl KOHOUIYpPaALMOHHbIX hanoB NpUBEAEHbI B KaTanore
samples/ac/nginx_ external-balancer/conf.d:

® one-node.conf — MNpPMMeEpP KOHPUrypauMoHHOro dalna ans cepsepa
NPUNOKEHUN;
® content-server.conf —NpPUMEP KOHOUIYpPaLUMOHHOro daina ANa KOHTEHT-

cepsepa.
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3.9.10. AKTmBauma (pa3bioOKMPOBKA) Y4ETHOM 3anMCKU NOSIb30BATENA C MOMOLLbIO
sql-3anpoca k /1

Pa3bnokmMpoBKa y4eTHbIX 3anucen nonab3osaTenen [MO  ocywecTBaAeTcA
AAMUHNCTPATOPOM y4eTHbIX 3aNMCen C NOMOLLbO KoHCcon agmmnHmucTpaTopa MNb. OgHako
y4yeTHadA 3anncb AOMMUHUCTPATOPA YYETHbIX 3aMMCEN TaKKe MoXeT ObiTb 3ab10KMpPOBaHa
(Hanpumep, NpU ANUTENBHON HEAKTUBHOCTM AAMMHUCTPATOPA YYETHbIX 3anmcen).

B stom cnyvae gna pa3bNoOKMPOBKM y4eTHOM 3anmMcKM HeobXOoAMMO BbIMOAHWUTb
cneaytouime AencTBmA:

3.9.10.1. Moakntoumtcs K 61 MB (auth) ¢ TOMOLLbIO KOMaHAbI:

psgl -U auth -h <ip-ampec ceprepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.9.10.2. Pa3zbnoKkmMpoBaTb Yy4eTHYK 3anucCb MN0/Ib30BaTENA C MOMOLWb € sql-

3anpoca:

update accounts users.accounts set is active=true,
last activity at=now() where login='<email nome30BaTENA>';

Hanpumep:

update accounts users.accounts set is active=true,
last activity at=now() where login='adminComprussia.ru';

3.9.11. denctBna nocne cbpoca yCTPOMCTB K 3aBOACKMM HAacTPOMKam

Cbpoc ycTpolcTBa BO3BpallaeT ero K 3aBOACKMM HacTpoiKam. [locne cbpoca
YCTPOMCTB B 3aBUCMMOCTIM OT cnocoba mx nepBoHavyabHOM YCTaHOBKM npunoxenus MMO
(npunoxeHne «Aspopa LleHTp» 1 npunoxkeHne «Aspopa MapKeT») MOryT OTCyTCTBOBATb
b0 6bITb cOpOLIEHb! A0 NEePBOHAYA/IbHOM BEPCUM.

Mocne cbpoca ycTpoicTBa HeOBX0AMMO BbINMONHUTL CAeaytolme AeNCTBUSA:

1) YctaHoBuTb npunoxeHuna MO, ecan nocne cbpoca YCTPONCTBA OHM

OTCYTCTBYIOT;
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2) AKTMBMPOBATb YCTPONCTBO B 1Y B COOTBETCTBMMU C AJOKYMEHTOM « PyKOBOACTBO
nonb3oBatensa. Yactb 3. MNoacuctema Mnatdopma ynpasneHmna» AAMI.20134-01 90 01-3;
3) O6HoBMTb NpuaoxkeHua MMO B COOTBETCTBUM C AOKYMEHTOM «PyKoBOACTBO
nonb3oBatena. Yactb 7. MpunoxeHne «Aspopa LleHTp» Ans onepaumMoHHOM CUCTEMBbI

Aspopa» AOMTI.20134-01 90 01-7.

3.9.12. MopAanoK 3agaHna agpecoB (AOMEHHbIX MMEH) B MHBEHTapHOM ¢anne

inventories/hosts.yml

B MHBEHTapHOM ¢aine inventories/hosts.yml 334at0TCA aZpeca CepBepoB
(MMeHa XOCTOB), Ha KOTOpble YyCTaHOBAEHbI (ByayT YCTAaHOB/EHbI) KOMMOHEHTbI Cpeabl
dyHKLUMOoHMpoBaHMA MNMO n noacuctems MMO.

3aaaHue apecoB (AOMEHHbIX UMeH) OCYLLECTBAAETCA NOCPeACTBOM MX A06aBneHMA

B CEKLMIO hosts, HaNpUMep:

app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:

[onyckaeTca nobaBneHne aapecos Npu NOMoLM A0OaBAEHMA XOCTOB B FPYMMbl U
NanbHenwero nepencnonb3oBaHma rpynn. Hanpmumep, ans Nginx 6yayT 3agaHbl agpeca us

rpynnbl app, KOTOPasa 3amno/iHeHa BblLLe:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
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[lonyckaeTca cMellaHHOe 3a4aHue afpecos NocpeacTBOM UX 400aBAEHMA B CEKLMIO

hosts, a TaKkxe

nocpeacrsom AO6aBﬂ6HMH XOCTOB B

rpynnbl WM AanbHenwero

nepencnonb3oBaHua rpynn. Hanpumep, ana Nginx 6yayT 3agaHbl aapeca n3 rpynnbl app,

KOTOPaA 3aMno/IHEHA BbllWe, M aapeca N3 CeEKUMKM hosts:

ocs:
children:

app:
hosts:

acenterappO1l:
acenterapp02:
acenterapp03:

nginx:
children:
app:
hosts:

acenterapp04:
acenterapp05:

Mpu HeobxoaMMOCTH
notpebyetca nocne aapeca

noAcucTem, Hanpumep:

YCTaHOBKM Ha XOCT onpeaeneHHbix noacuctem [1M0O

X0CTa nA006aBUTb MapameTp

subsystems C TMepevYHEM

app:
hosts:

acenterapp0l:
subsystems:
acenterapp02:
subsystems:
acenterapp03:
subsystems:

auth
emm

appstore, pkgrepo

KoHPUIrypaumoHHbIM Gainn cueHapma yCTaHOBKM cpeabl dyHKUMOHMpoBaHua MO

Ha 1 9BM c OMEHHbIM UMEHEM ocs—-app . local MMEET ceayrowmn BuAa;:

all:
children:
ocs:
children:
app:
hosts:

ocs—-app.local:

content:
hosts:
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postgresqgl:
hosts:

ocs—-app.local:

patroni:
children:

hosts:
hosts:

children:
app:
content:
consul:
children:

primary cluster:

standby cluster:

consul servers:

children:
app:

consul agents:

consul content:
children:
content:
consul template:
children:
app:
content:

nats streaming server:

children:
app:
redpanda:
children:
app:
redis:
children:

redis masters:

children:
app:
sentinel:
children:
app:
hosts:
syncthing:
children:
app:

Mpumepbl danoB hosts.yml ANA OAHOHOAOBOM WM KNACTEPHOM KOHOUrypaumi

npuneeaeHbl B KaTasore

samples/ac/inventories/).

samples/ac/inventories/

(nnm

B

KaTajaore
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OnucaHne napameTpoB  WHBEHTapHoro danna inventories/hosts.yml

npusepeHo s n. 12.1.1.
3.9.13. MopAaaoK HAaCTPOMKM CPOKaA XpaHeHMA cobbiTnin 6esonacHoOCTH

CpoK xpaHeHus cobbiTMin 6e30nacHOCTM 3a4aeTcA B Mone retention Tabauupbl
partman.part config events b/l b (auth).

[Ona npocmoTpa M  WM3MEHEeHMA CPoKa XpaHeHMA HeobxoAMMO BbINONHUTL
CnefytoLLyto NocneoBaTeNbHOCTb AENCTBUIA:

3.9.13.1. NoakntoumTbes K B MB (auth) ¢ NOMOLLBIO KOMaHAbI:

psgl -U auth -h <ip-ampec ceprepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.9.13.2. [1poCMOTPETb TEKYLLEE 3HaYEeHMeEe CPOKA XPAaHEHMA C MOMOLLLbIO CKPUNTA:

select retention from partman.part config where parent table =
'audit.audit events';

3.9.13.3. N3MeHUTb CPOK XpPaHEHMA C MOMOLLbIO CKpMMTa:

UPDATE partman.part config SET retention = '<kojmuecTBO nHeln> days'
where parent table = 'audit.audit events';
Hanpumep:
UPDATE partman.part config SET retention = '90 days' where
parent table = 'audit.audit events';

3.9.14. MopaaoK HacTporku MNMO Ana ero yCTaHOBKM Ha Pa3/IMYHbIE OKPYKEHMUA

CueHapumn yCTaHOBKM MO3BOAAIOT BbIMONHUTL HACTPOWKY M ycTaHosky [0, a
TaKXe KOMMOHEHTOB cpeabl GyHKUMOHMpoBaHMA [MNO Ans HECKONbKMX Pa3ANYHbIX
OKPYXXeHWIN, BbINONHMUB caeayroume A4encTBnA:

3.9.14.1. NepenT B KaTanor (Katanor: /install-<sepcma MIO>/install-ac/
iz /install-<Bepcusa [10>/install-ac-mt/ nnun /install-<Bepcus

NIO>/install-ac-mt-spr/).
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3.9.14.2. Co3aaTtb MHBEHTAPHbIM dann hosts.yml no nyTun:
inventories/<Has3BaHue oOkpyxeHus>/hosts.yml

OnuvcaHWe napameTpoB MHBEHTAPHOro ¢palna hosts.yml NnpueeaeHo s n. 12.1.1.

3.9.14.3. Co3pgaTb KaTanor config/environments/<HasBaHue OKPyXeHUS>/,
co34aTb B [AaHHOM KaTanore Tpebyemble KOHQUIypauUMOHHble Galabl C y4eToM WX
PACNONOXKEHMA B KaTanore config M 3a4aTb Tpebyemble 3Ha4YeHMA NapameTpOB.

Bonee noapobHaa mHPopmauma no pabote C KOHPUIypaUMOHHbIMKW darnamm
OKpy*eHuna npusedeHa s n. 13.2.8.

3.9.14.4. BbiNONHUTb YCTAHOBKY KOMMOHEHTOB cpeabl pyHKUMOHMPoBaHMA MO n
MMNO B cooTBeTCTBUM C NOAPa3Ae/OM 3.5 ANA 3a4aHHOIO OKPYXKEHMA, YKa3aB B KOMaH4aX
YCTQHOBKM NyTb K MHBEHTAPHOMY Qaly M MMA OKPYKEHUA.

MpuMmepbl KOMaHA:

— KOMaHZa YCTaHOBKM BCeX MakeToB Ha BCe cepBepbl (Ha Bce cepBepbl

NPUAOXKeHNI, cepBepbl bl M KOHTEHT-CepPBEPbLI HE3aBMCMMO OT UX TUNA):

ansible-playbook -1 inventories/<HaszsBaHue OKpyXeHUsa>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMmsa [OJIb30BaTeJS>

— KOMaHJa yCTaHOBKM KOMMOHEHTOB cpeabl GyHKLUMOHMpoBaHKa MMO:

ANSIBLE USER="<mmsa nojybzoBaTens>" ./deploy-infra.sh --env "<uaszBaHue
OKpyXeHMa>"

— KOMaHAa yctaHosKu [1MM0:

ANSIBLE USER="<uma nojp3oBatrens>" ./deploy-ac.sh --env "<uaszBaHue
OKpyXeHMma>"

3.9.15. YaaneHne nepcoHanbHbIX [AaHHbIX M3 YyYEeTHOM 3anucu NO0Ab30BaTenNs,
NepCOHaNbHbIX [AaHHbIX KOHTAKTHOrO /MUA OpraHM3auMm M MNepcoHaNbHbIX AaHHbIX

KOHTAaKTHOIO Jinua NpPoOekKTa

3.9.15.1. Anqa yaaneHna nepcoHanbHbIX AaHHbIX N3 YYETHOW 3aNMCKU NO/Ib30BaTENSA
HeobX0AMMO BbINONAHUTbL CAeAytoLLne AENCTBUA:

— noaknto4nTbea K b1 Mb (auth) c noMoLLblO cneaytowen KOMaHabl:
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psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

- BHHOHHMTbSQL3aﬂpOC

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='"' where login='<email nomb30BaTENA>';
Hanpumep:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='' where login='ivanov@omprussia.ru';

3.9.15.2. [Ina ynaneHuna nepcoHanbHbIX AaHHbIX KOHTAKTHOrO JiMLL@ OpraHmn3aumm

HeobXoAMMO BbINONHUTL CAeAyoLIne AeUCTBUS:

— BbIMOJ/IHNTL  apPXMBaUMKO KOHTAKTHOINo J/sinmua, e€eCln KOHTAaKTHOE /MU0 He

33apPXMBMPOBAHO;

— nogknto4mntbea K B MYT (mt) ¢ nomoLlbto cheaytowein KomaHabl:

psgl -U mt -h <ip-anmpec cepeepa BI> -d mt

Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt

— BbINOAHUTL sql-3anpoc:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '@example.com'
WHERE deleted at IS NOT NULL AND email='<email KOHTaKTHOIO Jjmuua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
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email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

3.9.15.3. Ana ypaneHWa NepcoHasibHbIX AaHHbIX MNO/b30BaTenen YCTPOMCTB
HeobX0AMMO BbINOAHUTL CAedytoline AeNCTBUA:

— 3alTM B KAPTOYKy MO/Ab30BaTeNA YCTPOMCTBA M BbINONHWTL APXMBALUIO
NONb30BaTe/A, €C/M NOIb30BaATE/b HE 33aPXMBUPOBAH;

— noaknto4nTbea K b1 MY (emm) ¢ NOMOLLbIO CAeayoLLEeN KOMaHAbI:

psgl -U emm -h <ip-azmpec cepsBepa BI> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

— BbINOAHNUTL sql-3anpocsi:

UPDATE users service.users

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job_title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = '<email nosnepzoBaTesa My>' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || 'Gexample.com'
WHERE email = '<email none3oBaTensa My>' AND deleted at IS NOT NULL;
Hanpumep:

UPDATE users_service.users

SET first name = 'Deleted',
last name = 'Deleted’,
patronymic = NULL,
job _title = NULL,
phone number = NULL,
email = id::text || 'G@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users_service.users read model
SET first name = 'Deleted',
last name = 'Deleted',
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patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

3.9.15.4. [InAa ynaneHua nepcoHanbHbIX AAHHbIX KOHTAKTHOro auua npoekta [1CY
HeobXoAMMO BbINOAHUTL CAeaytoline AeNCTBUA:

— noaknto4ntbea K b1 MCY (push) ¢ NOMOLLbIO CAeaytole KoOMaHabl:

psgl -U push -h <ip-azmpec ceprBepa BI> -d push

Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINOAHWUTb sqgl-3anpoc:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position='Deleted',
phone="'112",
email=id::text || '@example.com'
WHERE email='<email xoHTakTHOTO JmMua>';

Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position='Deleted',
phone="'112",
email=id::text || '@example.com'
WHERE email='ivanov@omprussia.ru';
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3.9.16. Cbpoc napons y4eTHoOM 3anmncu

B cnydvae yTepu napoas OT yY4eTHOM 3anucK C posibio AAMUHUCTPATOP YYETHbIX
3anmcein M HEBO3MOXKHOCTM ero BOCCTAaHOBEHMA LWTAaTHbIM cnocobom (Hanpumep, ecam B
MO 6bina ToNbKO 1 y4yeTHas 3anMcb C YKa3aHHOM PO/blO), HEOHBXOAMMO BbIMONHUTD
cneaytolme aencTema Ana cbpoca napons y4eTHOM 3anmcu:

— noaknto4nTbea K 61 Mb (auth) ¢ NOMOLLBIO KOMaHAb!:

psgl -U auth -h <ip-azmpec ceprepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B ¢avne samples/sgl/activate user account.sgl, PacnoNIOXEeHHOM B
KaTafore co cLueHapuamm ycTaHoBku MMO, 3a4aTb NOMMH YY4eTHOM 3anucy B napameTpe

accountLogin, HANPUMEP:

accountLogin text := 'admin@omprussia.ru'

— CKOMMPOBATb coAepHMmoe dana activate user account.sgl B KOHCOJb U

BbIMO/IHNUTb CKPUNT, HaXKaB Knasully «Enter».

Mocne BbIMNOMIHEHNA YKa3aHHbIX AeNCTBMA Maponb OyaeT MMeTb 3HayeHue

«admin».

3.9.17. BocCTaHOB/NIEHME YYETHOW 3aMUCKM MNOMb30BATENA TEHaHTA B C/y4vae ee

YAOaneHnA

[N BOCCTAHOBAEHMA y4YeTHOM 3anucKM MOoAb30BaTeNA TEHaHTa B C/ay4ae ee
yAaneHua HeobXxoAMMO BbIMONIHUTL Cieayowme AencTBUsS:

— noaknto4nTbea K b1 Mb (auth) c nomMoLLblo cneaytouen KOMaHabl:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth
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— B  Gdanne  samples/sqgl/create tenant default user account.sql,
HaXOAALLEMCA B KaTafore Co CLEeHapuAMM ycTaHoBKM MO, 3a4aTb NOTUH Y4eTHOM 3anmcu

(napameTp: accountLogin) W KoA TeHaHTa (NapameTp: accountTenantCode),

HaNnpMMep:
accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

MPUMEYAHUE. Koa TeHaHTa 4OCTyNeH B KapTOYKe TeHaHTa;
— CKOMMpOBaTb B KOHCO/b coaepXunmoe banna
create tenant default user account.sgl W BbINO/HNTb CKPUMNT, HaXaB KNaBuLLy

«Enter».
3.9.18. HacTpoWKa BKAOYEHMA/OTKAOYEHMNA perncTpaLmm cobbiTnia

HacTpoika pernctpaumnm cobbITin OCyLWEecTBAAETCA B KOHPUTYPALIMOHHbIX dainax
LWNt030B A0CTyNa endpoints.yml, KOTOPbIE PAcnoaaraloTcs Ha CepBepe MPUAONKEHNN

MO B KaTanore:

/var/ocs/config/subsystems/<uaszBanue
nogcucTeMer>/applications/<Has3BaHue uuw3a gocryna>/endpoints.yml

Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

nmMbo B KaTanore co cueHapuamm yctaHoBku MMO:

config/subsystems/<HaszBaHme nomcucTemer>/applications/<HazBaHue umio3a
mocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

0N OTKMOYEHUA/BKAOYEHUA  perucTpaunm cobbitma  ana  eyHkumm  MNO
(aHAnOUHTA) HeobxoaMmo B ceKkumm Tpebyemoro 9HAMNOUHTA

3aKON\MeHTl/IpOBaTb/paCKON\N\GHTMpOBaTb CeKkumno audit, Hanpumep:
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- endpoint: /api/identityTypes/user/accounts/{account id}/block
method: PUT
backends:
- url pattern: /vl/accounts/{account id}/block
host: ['ocs-auth-accounts-users-api.${domain}']

rp: {}
auth:

scope: account:update
permissions:

resource type: userAccount

action: block

audit:

field map:

action: block
object id: request.params.account id
object label: response.body.login
object type: account

HH= H H H H

[anee B 3aBMCMMOCTM OT TUNa KOHOUrypauUMOHHOro dainna BbIMOAHUTD
nepeycTaHOBKY KOHOUrypauMoHHOro ¢anna uamM nepesanyck cepsuca. [loapobHas

nHdopmaumsa 0b ynpaBaeHMn HacTpokamm cepsmcos MO npmuBeaeHa B noapasaene 4.3.
3.9.19. HacTtpoika bpeHamposaHums MMNO

Ona nobaBneHma norotmna KOMNaHumM 1 BbiI6Opa LBETOBOM CXeMbl TpadUYeckoro
nHtepdenca MMO Heobxoamo B KOHOUIypauMOHHOM ¢alne config/internal.yml
3a4aTb caeaytolime napameTpbl:

— brandingLogoUrl - CCbl/IKa Ha M30bparkeHune, nMbo nsobpaxkeHne norotTmna B
dopmaTte basebd (M306pakeHune byaeT pazmepom 160x32 Toyek);

— brandingLogoAlt — TEKCT, KOTOpbIM ByaeT oTobpaxKaTbCs NPU HaBEAEHMM Ha
n3obpaxeHne norotTmna;

— theme - OnNMcaHue LUBeToBOM cxemMbl Material Ul: LBeTa KHOMOK M TEKCTA, a TaKKe
npoynMe HacTpolku (cm. https://mui.com/material-ui/customization/palette/). He
PEKOMEHAYETCA MEHATb WPUPTbI U UX pa3Mepbl, T.K. HEMPaABUAbHblE 3HAYEHMA MOryT

HapyLWWNTb KOPPEKTHOCTb OTOBPaXkeHna nHTepdeica.
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Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORWOKGgoAAAANSUhEUgAAADKAAA

"
14

brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#££4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#ff£4200"
contrastText: '#333333"

3.9.20. NepekntoyeHme Tpadmka mexkay LLOdamu (failover/switchover)

MepektoyeHne TpaduKa MeKay LUOdamm (failover/switchover)
OCYLLECTB/IAETCA B PYYHOM pexnme.
BHUMAHWE! TMpn nepekntodeHnn Tpaduka mexay LOLdamm, a TaKkxke npu
BOCCTaHOBMAEeHMM ocHoBHOro LIO[a, Ba*KHO He A0MyCTUTb OAHOBPEMEHHYK paboTy
oboux LUO[oB B aKTMBHOM pexume. [Mpu ogHoBpemeHHOM pabote oboumx LUOJos B
aKTUBHOM peXMme BO3HMKHET cuTyaums «Split Brainy.
Ona nepekntoyeHna tTpadurka ¢ ocHoBHoro LIO/la Ha pe3epBHbIN pekomeHayeTca
BbINONHUTb CAeaytolne AeNCTBNA:

3.9.20.1. MNMepesectn Kknactep b/l B pesepsHom LO[e n3 coctoaHma StandBy B
Primary

[ns aToro He06X0AMMO BbINONHUTL CAeaytoLLLMe AENCTBUA:

3.9.20.1.1 OcTtaHoBuTb cepBepsbl b/l B ocHoBHOM LIO/[le ¢ momoulbto KomaHAbI:

systemctl stop patroni

3.9.20.1.2 Nepesectn Knactep b n3 coctoAaHmsa StandBy B cocToAaHume Primary,

BbINO/IHMB Ha 0 AHOM M3 cepBepoB b/l pesepsHoro LIO[a cneaytoLlyto KOMaHAY:

patronictl -c¢ /etc/patroni.yml edit-config --force --set
standby cluster="'"
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3.9.20.1.3 lMpoBepunTb, YTO B KnacTepe nosasuaca cepsep b/l B ponn Leader c

NMOMOLL KO KOMaHAbl:

patronictl -c /etc/patroni.yml list

3.9.20.2. NepeBecTn BXOAAWMNA TPaPUK Ha BHelWHeM OaNaHCMPOBLLMKE K3
ocHoBHoro LIO/la B pe3epBHbIN.

3.9.20.3. locne BOCCTaHOB/IEHMA KnacTepa bJ, B ocHoBHOM UO[e, MOXHO
nepesecTtn Knactep b/l B8 ocHosHom LUO/[le B coCToAHME StandBy.

Ona storo HeobxoaMmo A06aBUTb B AMHAMMYECKYHD KOHPUIypaumio Knactepa

HAaCTPOMKY «standby cluster» C MOMOLLbIO CNeAYIOLLEN KOMAHAbI:

patronictl -c /etc/patroni.yml edit-config —--force \

--set standby cluster.host='<new cluster vip>' \

--set standby cluster.port=5000 \
-—-set standby cluster.create replica methods='- basebackup'

roe new cluster vip - virtual IP address cepsepa, ¢ KoToporo byaeTt HacTpoeHa
penaMKauma OaHHbIX.
BHUMAHWE! B MOMeHT BOCCTaHOBEHWA BblLeALWEro paHee OCHOBHOrO KAacTepa,

OH TaKXe OCTaHeTCA primary. BaXXHO He OOMyCTnUTb pa6OTbI OBYX primary KAaCTEPOB.
3.10. MNposepKa KOPPEKTHOCTU YCTaHOBKU U PpyHKLMOHMPoBaHUA MMNO

3.10.1. Obwme cBeaeHmn

B Lenax NpoBepKM KOPPEKTHOCTM YCTAaHOBKM U PyHKUMOHMPOoBaHMA MO, a Takxke
cpeabl GyHKUMOHMpoBaHMa MO, B COCTaB CUgHApPMEB YCTAaHOBKM BKAOYEHA YTUANTA ANA
doOpMMPOBaAHMA AMATHOCTUYECKOTO OTYeTa.

Ons opmmMpoBaHMA ANArHOCTMYECKOTO OTYETa HEODXOAMMO NEPENTM B KaTanor Co
CUEeHapuUAMM YCTAHOBKM (KaTanor: install-<sepcma [HNO>/install-ac/ WK
install-<Bepcwmusa IIO>/install-ac-mt/ UM /install-<Bepcusa IIO0>/install-

ac-mt-spr/) M BbINOAHUTb KOMaHAY:




120
AOMI.20134-0191 01

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
VvV —-user <muMA I[IOJIbL30BaTejyida>

nmbo KomaHAay:

ansible-playbook play-diagnostic-report.yml -i inventories/<uas3BaHue
okpyxeHmus>/hosts.yml -vv --user <ums MOoJb30BaTeNsa> --extra-vars
"stage=<HaszspaHuUe OKpyxXeHMa>"

ecnu TpebyeTcs 3a4aTb OKPYKEHME.
B pe3ynbTaTe B KaTanore report byaet coopmmpoBaH Gpan B report .html.
[unarHocTnyeckmn otyet dopmmpyeTca B Buae danna B dopmaTte .html u
COAEPKMUT creaytolme pasaens:
— 0buwan nHdopmauma o ctatyce cepsucos MMMO;
— 06wan nHdopmalma o cTaTyce KOMMNOHEHTOB cpelbl GYHKLMOHMPOBAHMA,

— pasaensl, coaeprallime AeTanbHyo MHGopmaumo 06 oTaenbHbIx cepamucax MMNO

M KOMMOHEHTax cpeabl GYHKLMOHMPOBAHMA.
3.10.2. OnncaHMe napameTpoB ANMATHOCTUHYECKOTO OTYeTa
3.10.2.1. Pazgen «OS Summary»

Pa3gen coaeput nupopmaunto 06 OC 1 ee HacTporkax (PucyHok 18).

v OS Summary

0% Distribution
Kernel

SELinux

Service Manager

Package Manager

Codepage

Astra Linux 1.7 x86-64

5.4.0-54-generic (¥astra3 1+ci49-Ubuntu SMP Mon Mar 15 18:57:33 MSK 2021)

disabled

systemd

apt

LANG

LC_ADDRESS

LC IDENTIFICATION
LC MEASUREMENT
LC MONETARY
LC_NAME

LC NUMERIC

LC PAPER

LC TELEPHONE

LC TIME

en USUTF-8

PucyHok 18
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3.10.2.2. Pa3gen «Disk Space»

Pasgen COOEPHKUT I/IHd)OpN\aLI,l/HO O NoOAHOM WM AOOCTYyNMHOM obbeme ANCKOBOTO

npocTpaHcTtea ana MNMO (PucyHok 19).

Disk Space

Mount point

Size total, MiB Size available, MiB

Availability, %

/boot

/home

864.34
46308.92
43128.35

1014.00
51175.00
45729.66

PucyHok 19

85.24
90.49
9431

OnncaHne HasHavyeHUA CTOJ'I6LI,OB Ta6f|l/ILI,bl, d TaKXe VIHCI)OpN\aLI,MFI O BO3MOXHDbIX

3HauYeHMAx npueeaeHsl B Tabauue (Tabamua 19).

Tabnnua 19
HassaHue Bo3moOKHble 3HaYeHuA
OnucaHue o

ctonbua (npMmepbl 3HaYEHMI)
Mount KaTanor, K KoTopoMy MOHTMpyeTcs ¢parnosoe |[yTb K KaTanory,
points XpaHuUAMLe (ToYKka MOHTUPOBAHMS) Hanpumep: /home
Size total, |Pa3mep ¢patnoBoro xpaHuauua, O6bem Ppu3nyeckom NamaTm
MiB NPUMOHTMPOBAHHOIO K 3aJaHHOMY KaTasiory B M6, Hanpumep: 45729,66
Size Ob6bem cBoboAHOrO MecTa B paioBOM Ob6bem Ppu3nyeckom Nnamatm
available, |xpaHuaulLe, NPUMOHTMPOBAHHOIO K B M6, Hanpumep: 43128,35
MiB 3aZlaHHOMY KaTanory
Availability, |O6bem cBoboaHOro mecrta B $painioBom OT1 0 o 100, Hanpumep:
% XPaHUKLLE B NPOLEHTHOM COOTHOLWEHUN 94.31

(K nonHOMy 06 BEMY)

NMPUMEYAHUE. B cnyyae ecnm obbvem cBoboaHoro mecta meHee 15%, none

3aKpawnmBaeTCA UBETOM.

3.10.2.3. Pa3gen «Systemd Unit Status»

B naHHOM pas3aene npusBeaeHa obuwas nHpopmaumsa o ctatyce cepsucos MMO u

KOMIMOHEHTOB Cpeabl CI)yHKLI,VIOHVIpOBaHMFI M COCTONUT U3 creayrowmnx noapasfenos:
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3.10.2.3.1 OCS Targets
Moapasaen CoAepXUT MHGOPMaALMIO O CTaTyce KOHGUrypauum rpynn CepsucoB

MNO (PucyHok 20).

Systemd Unit Status

Name Unit Status Unit-file status
OCS Targets
ocs-appstore active (active) enabled
ocs-appstore-admin-api-gw active (active) disabled
ocs-appstore-adminconsole-ui active (active) disabled
ocs-appstore-applications-api active (active) disabled
ocs-appstore-client-api-gw active (active) disabled
ocs-appstore-dev-api-gw active (active) disabled
PucyHok 20

OnncaHne HasHavyeHUA CTO}'I6LI,OB Ta6/'|l/1LI,b|, a TaKXKe MHCI)OpN\aLI,I/Iﬂ O BO3MOXHDbIX

3HaYeHuAx npueedeHsbl B Tabanue (Tabanua 20).

Tabnnua 20
HassaHue "
OnucaHue Bo3mMOKHble 3Ha4eHMA (NpUMepbl 3HaYEHUM)
ctonbua
Name NMs KOHOUTypaumm rpynnbl BO3MOXHble 3HaYeHNA onpeaenatoTcA
cepBuncos nepeyHem KoHbMrypaumi rpynn CepBMcoB
rnno
Unit Status|MHbopmaums o cTaTyce rpynnbl |active - rpynmna cepBMCOB 3anyLleHa u
Ccepsuncos BbIMO/IHAETCA;
activating - rpynna cepsmcos
3anycKaeTcs;

deactivating - rpynna cepBmcoB
BbIK/tOYaETCH;

inactive -rpynna CepsBMCOB BbIK/IOYEHA;
failed - npu 3anycKe rpynnbl CEPBMCOB
npou3olLlia ownbKa;

missed - KOMNOHEHT OTCYTCTBYET

Unit-file MHbopmaLuma o npucyTCTBUM enabled - MPUCYTCTBYET B aBTO3aMyCKe;
status KOHbMrypaumoHHoro darna disabled - OTCYTCTBYET B aBTO3aMycKe
3anycKa rpynnbl CepBMCOB B
aBTO3anycke

3.10.2.3.2 OCS Services

MNoapasaen coaeput nHdopmaumio o ctatyce cepsucos MMO (PrucyHok 21).
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OCS Services

ocs-appstore-admin-api-gw (@ 0 active (running) disabled

ocs-appstore-adminconsole-eula active (exited) enabled

ocs-appstore-adminconsole-ui (@ 0 active (running) disabled

ocs-appstore-applications-ap: (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 1 actrve (running) disabled
PucyHok 21

OnuncaHne HasHavyeHUA CTO/'I6LI,OB Ta6J'IMLI,bI, d TaKXe VIHCI)OpN\aLI,l/IFI O BO3MOXHDbIX

3HaYeHuAX NnpueBeaeHbl B Tabanue (Tabamua 21).

Tabnuua 21
Ha3ssaHue "
OnucaHue Bo3moKHble 3HaYeHMA (NpUMepbl 3HaYEHWUIM)
ctonbua
Name HassaHue cepsuca MNMO  |Bo3aMOXKHble 3HAa4YeHNA onpeaenatoTca nepeyHem

cepsucos IMMO n nmetoT cneayrowmin popmat
<yMMsa TpPYINIBEl CEPBUCOB>W<HOMEP

sK3eMIlJIgpa CepBMuca B I'pynne>.service,
HanpMMep: ocs-appstore-admin-api-
gw@0.service.

Unit Status |MHPopmauma o cTatyce active - CepBMUC 3anyLleH 1 BbINOJHAETCA;
cepBuca activating - CEpBMC 3anycKaeTcs;
deactivating - CE€PBWC BbIK/OYAETCAH;
inactive - CE€pPBWC BbIK/OYEH;

failed - npu 3anycke cepBrca Npomnsowna

olwmnbKa
Unit-file MHbopmauma o enabled - MPUCYTCTBYET B aBTO3aMyCKe;
status NPUCYTCTBUN disabled - OTCYTCTBYET B aBTO3anycke
KOHOUTYPALMOHHOIO
daiina 3anycka cepsuca B
aBTO3anycke

3.10.2.3.3 Mandatory services
Moapasaen coaep*MT MHOOPMALMIO O CTaTyCe CEPBMCOB KOMMOHEHTOB Cpebl

OYHKLUMOHMPOBAHMA (PUCYHOK 22).
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Mandatory services

consul-template service running enabled
consul.service running enabled
nats-sireaming-server.service runmng enabled
NgINK service runnming enabled

postgresgl-11_service

PucyHok 22
OnncaHme HasHayeHMa CToNbLO0B Tabanubl, a TakKe MHGOPMALIMA O BO3MOMKHbIX

3HaYeHuAX NnpueseaeHbl B Tabanue (Tabamua 22).

Tabnuua 22
Ha3saHue .
OnucaHue Bo3mMorKHble 3HaYeHMA (MpuMepbl 3HaYEeHUN)
ctonbua
Name Ha3BaHue cepsuca BO3MOMKHbIE 3HAYEHUA UMEIOT caeayolnin popmat

KOMIMOHEHTAa Cpeapbl <uMsa cepBuca>.service W ONPenenAwtTCA
OYHKUMOHMPOBaAHMA  |Pa3paboTymkom. NepeyeHb BO3MOXKHbIX 3HAYEHWI:
consul-template.service

consul.service
redpanda.service
nginx.service
postgresgl-15.service
postgresgl.service

Unit Status |MHbopmauma o active - CEPBUC 3anyLLEH M BbINO/IHAETCA;
CTaTyce cepBMCa activating - CEPBUC 3aNyCKaeTCs;
deactivating - CEPBUC BbIKIOYAETCA;
inactive - CE€pPBWC BbIK/OYEH;

failed - Npu 3anycke cepsuca NpomsoLwna
OWMNDOKa;

enabled - CEPBUC MNPUCYTCTBYET B aBTO3aMyCKe;
disabled - CEpPBMC OTCYTCTBYET B aBTO3aMNyCKe;
missed - KOMMNOHEHT OTCYTCTBYET

Unit-file MHbopmauma o enabled - MPUCYTCTBYET B aBTO3aMNyCKe;
status NPUCYTCTBUM disabled - OTCYTCTBYET B aBTO3aMycKe
KOHPUIYpaLMOHHOIO
daina 3anycka
cepBsuca B
aBTO3anycke

3.10.2.4. Paznen «APlI GW Service Status»
Pa3gen coaepMT MHPOPMAUMIO O CTaTyce Pernmcrpaumm CepBMCOB B CUCTEME
obHapyeHua cepsucos (Consul). Ha pucyHke (PucyHoK 23) npuBeaeH npumep craTyca

perncrtpaunn cepBncoB B CUCTEME O6Hapy>KeHl/IF| cepBnCOB.
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API GW Services Status

Service name

Code

Status

ocs-appstore-admin-api-gw
ocs-appstore-client-api-gw
ocs-appstore-dev-api-gw
ocs-auth-admin-api-gw
ocs-auth-public-api-gw

ocs-pkgrepo-device-api-gw

200
200
200
200
200
200

PucyHok 23

passing
passing
passing
passing
passing

passing

OnuncaHne HasHavyeHUA CTO/'I6LI,OB Ta6J'IMLI,bI, d TaKXe VIHCI)OpN\aLI,l/IFI O BO3MOXHDbIX

3HauYeHuMAx NnpueeaeHbl B Tabanue (Tabamua 23).

Tabnunua 23
HassaHue "
cron6ua OnucaHue Bo3moKHble 3HaYeHMA (NpUMepbl 3HaYEHWUIM)
Service HassaHwue cepsuca M0 BO3MOXHble 3Ha4YeHNA onpeaenatoTca
name nepevyHem cepsmcos [0
Code Koa http-oTBeTa Bo3MOKHble 3Ha4YeHMA onpeaenatoTCs
npotokonom HTTP
Status NHdopmauma o cTatyce Bo3MOXKHble 3Ha4YeHMA onpeaenatoTca

perncTpaummn cepsmca B
cucteme obHapyKeHus
cepsucos (Consul)

Consul. CtaTyc «passing» 03Ha4aeT, 4To
npoBepKa NponaeHa ycnewHo

3.10.2.5. Pa3zgen «Consul Cluster Endpoints Availability»

Pasgen coaepsKut MHOOPMaLMIO O MNPOBepKe AOCTYMHOCTU WHTePdENCHbIX

OYHKLUMI cncTembl 0bHapyKeHma cepsucos (Consul). Ha pucyHke (PucyHok 24) npuBeaeH

npumep oTobparkeHna MHPopMaLMM O AOCTYNMHOCTU MHTEPDENCHbIX QYHKLUMIM CUCTEMDI

OOHapyKeHMA CepBmUCOoB.

Consul Cluster Endpoints Availability

Node:Port

Availability

inp1int03.ompcloud:8300
inp1int03.ompcloud:8301
inp1int03.ompcloud:8302
inp1int03.ompcloud:8500
inp1int02.ompcloud:8300
inp1int02.ompcloud:8301
inp1int02.ompcloud:8302
inp1int02.ompcloud:8500

PucyHok 24

OPENED
OPENED
OPENED
OPENED
OPENED
OPENED
OPENED
OPENED
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MNepeyeHb MHTepdENnCcHbIX PyHKLUMIM Consul npuBeaeH B AokymeHTaunm Ha Consul

(https://www.consul.io/docs/install/ports). UHpopmauma o 4OCTYNHOCTU MHTEPDENCHbIX

dyHKUMn Consul npeaocTaBnseTcs TONbKO B C/yd4ae KAacTepHOM (MHOroHoa0BOW)

KOHOUIypaumu.

OnuncaHue Ha3HayYyeHuA CTO/'I6LI,OB Ta6ﬂMLI,bI, d TaKXKe l/IHd)OpN\aLI,l/IFI O BO3MOXHbIX

3HauYeHMAx NnpueeaeHbl B Tabanue (Tabamua 24).

Tabnnua 24
Ha3saHue "
OnucaHue Bo3moKHble 3HaYeHMA (NpUMepbl 3HaYEHWUIM)
ctonbua
Node:Port |Aapec pyHKUMKM |Aapec PYHKLMM NpeacTaBaeH B caeaytollem Gopmare:
<uMma xocTa>:<IopT>.
[MpoBepKa BbINONHAETCA TONbKO A1A QYHKLUMIM, AOCTYMHbIX
Ha cneaytowmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300
Availability |CraTtyc B cnyvae gocTynHOCTM QYHKUMU NPUHUMAET 3HaYeHMe
AOCTYMHOCTH «OPENED».
OYHKLNM B MHOM cnyyae BbIBOAUTCA KO, OLUMOKN M coobuleHue,
onpeaensaemoe Consul

3.10.2.6. Pazgen «Consul Service Health Check»

Pasgen coaepnt MHGopMaLMio O cTaTyce permcTpaummn cepsmucos MMO B cucteme

obHapyxeHua cepsucos Consul (PucyHok 25).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

q
http-//ocs-app.local: 80/ ocs-appstore-admin-api-gw/admin ‘health/'ocs-appstore-admin-api-gw =Ll
ocs-appstore-adminconsole-ui 200
http://ocs-app.local: 80/ ocs-appstore-adminconsole-ui‘admin ‘health 'ocs-appstore-adminconsole-ui -
ocs-appstore-applications-apt 200
http-//ocs-app local: 80/ ocs-appstore-applications-apt/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 500
http://ocs-app.local: 80/ ocs-appstore-client-api-gw/ admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-apt-gw 200

http-//ocs-app local: 80/ ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw

PUCYHOK 25
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OnncaHme HasHayeHMa CToNOLO0B Tabaunubl, a TakKe MHGOPMALIMA O BO3MOMKHbIX

3HaYyeHUAx npueedeHsbl B Tabanue (Tabanua 25).

Tabnuua 25
HassaHue Bo3mOKHble 3Ha4YeHuA (Npumepsl
OnucaHue .

ctonbua 3HaYeHwui)
MNepBbii HassaHue cepsuca MNMO n URL-agpec |Bo3moKHble 3HaYeHUA
ctonbey, dyHKuUMK (endpoint) cepsuca onpefenAatTcA nepeyHem Cepemncos

«healthcheck» Mnno

BTropon Kog http-oteeTa BO3MOXKHbIE 3HaYeHMA
cTonbel onpeaenatoTca NpoTtokonom HTTP

[lepeyncneHHble

"service vhost",

template.

3aroJioBKu

"expose port",

"service location",

"expose location",

"static" — 3TO PEeXMMbl pPaboTbl consul-

3.10.2.7. Pa3pen «Cluster Nodes Reachability»

Paspen coaepXuT MHPpopMaUMIo 0 pesybTaTax NPOBEPKM AOCTYNHOCTN CEPBEPOB

(Hoa) knacTepa (PucyHOK 26).

Cluster Nodes Reachability

Node

Reachable

ocs-app.local

PncyHoK 26

OK

OnucaHne HasHa4vyeHuA cTonbLoB Tabanubl, a TakKe MHPOPMALUMA O BO3SMOXKHbIX

3HayeHusax npmeeaeHbl B Tabanue (Tabaunua 26).

Tabnnua 26
HassaHue "
OnucaHue Bo3MOXHble 3Ha4YeHMA (NpUMepbl 3Ha4YEeHU)
ctonbua
Node Anpec cepepa (xocTa) |Onpeaenserca 4OMEHHbIMU MMEHAMM XOCTOB
Reachable |MHdopmaumsa o MorKeT NpuHMMaTb 3HadeHuA: «OK» (B cnydae

[OCTYNMHOCTU cepBepa

[OCTYMHOCTWN) UK coaeprKaTb cooblieHne 06
OLWMOKe, KOTOPOE BEPHET YTUANTA ping
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3.10.2.8. Pa3gen «Nginx Service Proxy»
Pasgen copepxut MHGOPMaUMio O NpoBepKke KOHOUrypaumm HanaHCMpOoBLLMKA

cepsucos Nginx Web Server ana kaxaoro cepsuca INMO (PucyHok 27).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-api OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-ui OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK
ann_anth _coamrar mallin () v
PucyHok 27

OnncaHne HasHavyeHUA CTOJ'I6LI,OB Ta6f|l/ILI,bl, d TaKXe VIHCI)OpN\aLI,l/IFI O BO3MOXHDbIX

3Ha4YeHuMAx npueeaeHsl B Tabaunue (Tabamua 27).

Tabnnua 27
HassaHue Bo3moOKHble 3HaYeHuA
OnucaHue o
ctonbua (npMmepbl 3HaYEHMI)
Service HassaHue cepsuca NMO BO3MOXHble 3Ha4YeHNA
name onpeaenarTca nepeyHem

cepsucos M0

Upstreams Konunyectso 3K3eMNAAPOB CeEPBUNCA, 3aaHHDbIX LlenoyncneHHble 3Ha4eHuA oT

B KOHPUrypaumoHHom dparne Nginx 100n
Virtual NHdopmauma o Hannume cekumm «server» ana | «OK» - cekuma server
server yKasaHHoro cepsuca 1110 B npuCyTCTBYET
KoHUrypaumoHHom darne Nginx. «No server block found!» -
B AaHHOM ceKuuMM 3a4aHbl HACTPOMKMK CeKums OTCyTCTBYET

«BUPTyanbHOro» cepsuca MO, KoTopbin
OCYLLECTBAAET NepeHanpasBneHne
(npokcmpoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMMNNAPbI CEPBUCA

3.10.2.9. Pa3pen «Filestorage Configuration»
Pa3gen coaepXuT MHbopmaumio 0 KOHPUrypaumm dannosbix xpaHuanw, MM n

MOOC (PucyHoK 28).
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Filestorage Configuration

. Fﬂfsroragelocﬂﬁonj focs/appstorefapplications-api (@755 ocs:ocs)
Configuration file:

fvarfocs/appstoref/ocs-appstore-applications-api/ocs-appstore-applications-api.yml

s Filestorage location:
Configuration file: L\\s

fvarfocs/appstore/config. yml

s Filestorage location: (not exists)

PucyHok 28
HacTpoika «Filestorage location» coaep»KnT NyTb K KaTasory n ero cTaTyc.
B HacTpoike «Configuration file» ykasaH KOHOUrypaumoHHbIM Gaina, B KOTOPOM

3a4aH NyTb K $anNoBOMY XPaHUAMLLLY.

3.11. CamocTonTenbHaA ycTaHOBKa W  HacTponka CYBO Postgres Pro wu

CYB[, PostgreSQL 12/13/14/15

3.11.1. YcTaHOBWUTb Ha cepBepbl B/1 Heobxoaumble NakeTbl cornacHo n. 3.9.7.
3.11.2. YcTaHOBUTb N MHMUMann3nposaTb CYB/I.
MNpn mnHMumanmnsaumm CYBJ[ HeobxoaMMO yYCTaHOBWUTbL Cleaylolme 3HaYeHus

NnapameTpoB:

LC_COLLATE 'en US.UTF-8'
LC CTYPE 'en US.UTF-8'
ENCODING UTF8

YcTaHOBKa M MHuMuManmilauma CYB/[ ocyuwiectBnaetcA B cooTBeTcTBMM C I/ Ha
CYB/.

NMPUMEYAHUE. B pamkax ycTtaHOBKW Postgres Pro ob6A3aTenbHO A0/KHbI ObITb
YCTaHOB/IEHbI Ceaytolme nakeTbl:

— postgrespro-<std|ent>-<Bepcus>,

— postgrespro-<std|ent>-<epcus>-client,

— postgrespro-<std|ent>-<Bepcus>-contrib;

— postgrespro-<std|ent>-<Bepcus>-1libs;

— postgrespro-<std|ent>-<Bepcusa>-server




130
AMI.20134-01 91 01
3.11.3. Co3aaTb cynepnosab3oBaTena C MOMOLLLbIO CKpunTa

samples/sqgl/create superuser.sql, BbIMONHNB KOMaHAY:

psgl -U <nosp30BAaTENH, OT MMEHM KOTOPOI'O BHIIOJHAETCH KOMaHIa> -h
<ampec xocta CYBI> -f create superuser.sql -v login='<uwmsa
Cynepnosib30BarTena>' -v pass='<mapoJib CyIlIeplojib30BaTensa>' -v
expr="<CpoOK IOEeNCTBMSA y4YETHOM 3alMCK CylIeplojb30BaTejg>'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sgl -v
login='ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'

3.11.4. HasHauMTb Napoab ANA NONb30BaTE/IA postgres C MOMOLLbIO CAeAyHOLLIMX

KOMaHA:

psgl -U postgres
ALTER USER postgres with PASSWORD 'mapoJsb';
exit

3.11.5. B koHbUrypaumoHHbix ¢annax CYb[ pg hba.conf u postgresgl.conf
3a4aTb caeaytouime napameTpbi:

— TWN coegmnHeHuA, aAnanasoH IP-aapecos KnneHTtos b/;

— umAa bll, »ma nonb3osBaTena;

— cnocob ayTeHTUPUKALMN KNNEHTOB;

— naponb nonv3osatend CYB/ 8 napameTpe pg superuser password.

3.11.6. YCTaHOBUTb paclMpeHnd pg partman M pg cron C MOMOLLBIO KOMaHA:

— OC CentOS Bepcun 7 n CYB/, Postgres Pro 12:

sudo rpm -ivh pg partman 12pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron 12pro-1.5.2-1.el7.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/, Postgres Pro 14:

sudo rpm -ivh pg partman l4pro-std-4.6.0-1.el7.x86 64.rpm
sudo rpm -ivh pg cron l4pro-1.5.2-1.el7.x86 64.rpm

— OC AnbT 1 CYB/] Postgres Pro 12:

sudo rpm -ivh pg partman 12pro-std-4.6.0-1.alt.x86 64.rpm
sudo rpm -ivh pg cron 12pro-1.5.2-1.alt.x86 64.rpm
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— OC Anbt 1 CYB/L Postgres Pro 13:

sudo
sudo

rpm -ivh pg partman 13pro-std-4.6.0-altl.x86 64.rpm
rpm -ivh pg cron 13pro-1.5.2-altl.x86 64.rpm

— OC Anbt n CYB/[ Postgres Pro 14 Cert:

sudo
sudo

rpm -ivh pg partman l4pro-std-4.6.0-altl.x86 64.rpm
rpm -ivh pg cron l4pro-std-cert-1.5.2-altl.x86 64.rpm

— OCPEA OC Bepcun 7.3 n CYb/[ Postgres Pro 13:

sudo
sudo

rpm -ivh pg partman 13pro-std-4.6.0-1l.redos7.x86 64.rpm
rpm -ivh pg cron 13pro-std-1.5.2-1.redos7.x86 64.rpm

— OCPEA OC Bepcun 7.3 n CYB/ Postgres Pro 14 Cert:

sudo
sudo

rpm -ivh pg partman l4pro-std-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron l4pro-std-cert-1.5.2-1.redos7.x86 64.rpm

— OCPEO OC Bepcun 7.3 n CYB/[ Postgres Pro 15:

sudo
sudo

rpm -ivh pg partman 15pro-std-4.7.4-1.redos7.x86 64.rpm
rpm -ivh pg cron 15pro-std-1.5.2-1.redos7.x86 64.rpm

— OCPEO OC Bepcun 7.3 n CYB/[ Postgres Pro 15 Cert:

sudo
sudo

rpm -ivh pg partman 15pro-cert-4.7.4-1.redos7.x86 64.rpm
rpm -ivh pg cron l5pro-cert-1.5.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 n CYb/[ Postgres Pro 14 Cert:

sudo
sudo

dpkg -i pg-partman 4.6.0 std-14 smolensk.amd64.deb
dpkg -i pg-cron 1.5.2 pro-std-cert-14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/[l Postgres Pro 15 Cert:

sudo
sudo

dpkg -i pg-partman 4.7.4 15 smolensk-pro-std-cert.amd64.deb
dpkg -1 pg-cron 1.5.2 15 smolensk-pro-std-cert.amdo64.deb

— OC CentOS Bepcun 7 n CYB/, PostgreSQL 12:

sudo
sudo

rpm -ivh pg partman 12-4.6.0-1.rhel7.x86 64.rpm
rpm —-ivh pg cron 12-1.5.2-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/, PostgreSQL 13:

sudo
sudo

rpm -ivh pg partman 13-4.6.0-1.rhel7.x86 64.rpm
rpm —-ivh pg cron 13-1.5.2-1.rhel7.x86 64.rpm
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— OC CentOS Bepcun 7 n CYB/, PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-4.6.0-1.rhel7.x86 64.rpm
rpm -ivh pg cron 14-1.5.2-1.rhel7.x86 64.rpm

— OCPEA OCwn CYB/[, PostgreSQL 12:

sudo
sudo

rpm -ivh pg partman 12-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 12-1.5.2-1.redos7.x86 64.rpm

— OCPEA OCu CYBA PostgreSQL 13:

sudo
sudo

rpm -ivh pg partman 13-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 13-1.5.2-1.redos7.x86 64.rpm

— OCPEA OCun CYBA PostgreSQL 14:

sudo
sudo

rpm -ivh pg partman 14-4.6.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 14-1.5.2-1.redos7.x86 64.rpm

— OC PE[] OC n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh pg partman 15-4.7.3-3.redos7.x86 64.rpm
rpm -ivh pg cron 15-1.5.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 12:

sudo
sudo

rpm -ivh pg-partman 4.6.0 12 smolensk.amd64.deb
rpm -ivh pg-cron 1.5.2 12 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 13:

sudo
sudo

rpm -ivh pg-partman 4.6.0 13 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 13 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/] PostgreSQL 14:

sudo
sudo

rpm -ivh pg-partman 4.6.0 14 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/] PostgreSQL 15:

sudo
sudo

rpm -ivh pg-partman 4.7.4 15 smolensk.amd64.deb
rpm —-ivh pg-cron 1.5.2 15 smolensk.amd64.deb

— OC Anbt Cepsep 10.2 n CYB/] PostgreSQL 12:

sudo
sudo

rpm —-ivh postgresqgll2-pg partman-4.7.3-altl.x86 64.rpm
rpm —-ivh postgresqgll2-pg cron-1.5.2-1.alt.pl0.x86 64.rpm
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— OC Anbt Cepsep 10.2 v CYB/], PostgreSQL 13:

sudo
sudo

rpm —-ivh postgresgll3-pg partman-4.7.3-altl.x86 64.rpm
rpm -ivh postgresgll3-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepsep 10.2 v CYB/ PostgreSQL 14:

sudo
sudo

rpm —-ivh postgresgll4-pg partman-4.7.3-altl.x86 64.rpm
rpm -ivh postgresqll4-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepsep 10.2 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresqll5-pg partman-4.7.3-altl.x86 64.rpm
rpm -ivh postgresqll5-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC Anbt 8 CIl penn3 10 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresqll5-pg partman-4.7.3-altl.x86 64.rpm
rpm -ivh postgresqll5-pg cron-1.5.2-1.alt.pl0.x86 64.rpm

— OC Ubuntu sepcun 20.04 n CYB/, PostgreSQL 14:

sudo
sudo

rpm —-ivh postgresqgl-l4-partman-4.7.4-1.focal.amd64.deb
rpm —-ivh postgresqgl-14-cron-1.5.2-1.focal.amd64.deb

— OC Ubuntu sepcun 20.04 n CYB/, PostgreSQL 15:

sudo
sudo

rpm —-ivh postgresqgl-15-partman-4.7.4-1.focal.amd64.deb
rpm —-ivh postgresqgl-15-cron-1.5.2-1.focal.amd64.deb

— OC Ubuntu Bepcun 22.04 n CYB/, PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-4.7.4-1.jammy.amd64.deb
rpm -ivh postgresgl-l4-cron-1.5.2-1.jammy.amd64.deb

— OC Ubuntu Bepcun 22.04 n CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-15-partman-4.7.4-1.jammy.amd64.deb
rpm -ivh postgresqgl-15-cron-1.5.2-1.jammy.amd64.deb

— OC Debian Bepcumn 11 n CYB/, PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-4.7.4-1.bullseye.amd64.deb
rpm -ivh postgresgl-1l4-cron-1.5.2-1.bullseye.amd64.deb

— OC Debian Bepcumn 11 n CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-15-partman-4.7.4-1.bullseye.amd64.deb
rpm -ivh postgresqgl-15-cron-1.5.2-1.bullseye.amd64.deb
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— OC Debian Bepcumn 12 n CYB/, PostgreSQL 14:

sudo rpm -ivh postgresqgl-l4-partman-4.7.4-1.bookworm.amdé64.deb
sudo rpm -ivh postgresql-1l4-cron-1.5.2-1.bookworm.amd64.deb

— OC Debian Bepcumn 12 n CYB/, PostgreSQL 15:

sudo rpm -ivh postgresqgl-15-partman-4.7.4-1.bookworm.amd64.deb
sudo rpm -ivh postgresqgl-15-cron-1.5.2-1.bookworm.amd64.deb

YKazaHHble RPM-nakeTbl HaxogAaTcAa Ha DVD c 3arpy3odHbimu moaynamum M0 B
apxuBe /server/install-infra.tar.gz/install-infra/binary/postgresql/.

3.11.7. Nepe3anyctutb cepsuc CYB/ B COOTBETCTBUM C AOKYMeEHTauUmen Ha CYB/.
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4. YNPABNEHUE KOMIMOHEHTAMU CPEAbI ®YHKUMOHUPOBAHUA,
CEPBMCAMMW, HACTPOMKAMM CEPBMCOB W1 MOACUCTEM

4.1. YnpaBneHue KoMnoHeHTamu cpeabl GyHKUMoHnposanus MMO

YnpaBieHne KOMMNOHeHTamu cpedbl GyHUMOHMpPoBaHMA MMO 3aknoyaeTca B UX
YCTaHOBKe, 0OHOBAEHMU U yAaNEHUN U OCYLLECTBAAETCA C MOMOLLbIO CKpUNTa deploy-
infra.sh M3 KaTanora install-<sepcus IIO>, CO34aHHOrO Ha 3Tane pa3BepTbiBaHMA
ynpasnatouwen 3BM (noapasagen 3.3).

dopmaTt KOMaHbl yNPaBAEHUA CEPBUCAMM UMEET CeayoLLMI BUA,:

ANSIBLE USER="<mmsa nojybzoBaTens>" ./deploy-infra.sh <napameTpsr>

OnucaHWe NnapameTpoB KOMaHAbl YNPaBAeHUA:

1) <mMd IIOJIb30BaATEJIA>

B nmapameTpe yKasblBaeTCA MMA MNPUBMAETMPOBAHHOrO sudo-noab3oBaTend, noj
KOTOpbIM HacTpoeH SSH gocTyn K cepBepam MPUAOXKeHWn, cepsepam Bl M KOHTEHT-
cepBepam;

2) -A, --action

[aHHbIM NapameTp 3a4aeT AeNCTBME, KOTOPOE HEODXOAMMO BbINONHNTb, U MOXKET
NPUHUMATb CieayroLLmMe 3HaYeHMA:

— napameTp OTCcyTCcTBYeT — OyaeT BbiNO/JHEHa YCTaHOBKA WAM OOHOBAEHME
KOMMNOHEeHTa (KOMMNOHEHTOB);

— flush all — 6yaeT BbINOAHEHO yAaneHe KOMMNOHEHTa (KOMNOHEHTOB);

3) -c, --components

[aHHbIM NapameTp 3a4aeT KOMMNOHEHT cpeabl GYHKLUMOHUPOBAHMWA, A8 KOTOPOro
byneT BbINOHEHA KOMaHAa YNPaBAeHWA, U MOXKET NPUHMMATb Caeaytolime 3HaYeHuA:

— dnsmasgq;

— nginx;

— consul;
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— consul-template;
— redpanda;
— redis;
— ocs-user;

— db;,

syncthing.

B 4aHHOM NapameTpe MOXKeT 3a4aBaTbCA CMUCOK MNOACUCTEM, HAaNpUmep:

-—components dnsmasqg, nginx

Mo ymonyaHuio (ecnnm napameTp Ha 3aZaH) KomaHaa ynpasneHua 6yaet
NPMMEHEHA KO BCEM KOMMOHEHTaM;

4) -d, --database

MepeyeHb  OOMNYCTUMbIX  3HAYeHMM nNapameTpa npuBedaeH B  Tabauue
(cm. Tabnnua 13).

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNo/b30BaTbCA 3HAYEHME,
3aJaHHoe B napameTpe pg version KOHPUrypaumMoHHOro darna
config/vars/ vars.yml.

Mpwn otcytctenum CYB[J B nepeyHe KOMMOHEHTOB (mapameTp --components)
3Ha4YeHMe JaHHOro napameTpa byaeT UrHOPMPOBATLCA;

5) --skip-database

[Mpn Hann4mm gaHHoro napametpa CYB/l He ycTaHaB/IMBaeTCA;
6) -1, --limit
[aHHbIM NapameTp 3a4aeT nepeyeHb XOCTOB, AN KOTOPbIX OyaeT BbiMOJHEHA

KOMaH/a ynpas/ieHuns, Hanpumep:

-—-1limit exampleOl.omp,example02.omp

Mo ymonyaHuto (ecnm napameTp Ha 3ajaH) KOMaHZa ynpasieHua Oyaet

NPUMEHEeHa KO BCEM XOCTaM COIIaCHO MHBEHTAapHOMY dailay inventories/hosts.yml;
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7) -x, --extra-vars

B agaHHOM napameTpe nepefaroTCA BHELWHWE MNepemMeHHble ANA CKPUNTOB
pa3sepTbiBaHKMA. B MO ncnonb3sytoTca cnelytoume BHEWHNE NepeMeHHble:
— pg _uninstall delete data=true - CAYXUT A4/4 yAaneHUA [OaHHbIX NpU
yaaneHnn CYB[ PostgreSQL;

8) -—force-infra-install

dnar cnyKRUT  ANA  ynpaBAeHMA NPUHYAUTENbHOW MNOBTOPHOW YCTaHOBKOM
KOMMOHEHTOB Ccpeabl PYHKLMOHMPOBAHMA, B CIy4asnX, KOrAa BEPCUA KOMNOHEHTOB Cpeapbl
OYHKUMOHMPOBAHNA HE M3MEHMIACh M MOXKET NPUHMMaTb Caedytolpme 3Ha4YeHnA:

— false - NOBTOPHasA YCTaHOBKA KOMMOHEHTOB TOM K& BEPCUMWU BbIMOJHEHA HE
byner;

— true - byAeT BbINONHEHA NOBTOPHAA YCTAHOBKA KOMMOHEHTOB He 3aBMCUMO OT
TOro M3MeHMAaCb BEPCUA UIN HET.

Mo ymonyaHuto (ecnn dnar He 3agaH) dnar UMeeT 3Ha4YeHue true;

9) -e, --env

[aHHbIM NapameTp 33a[aeT OKPYXeHue, ONA KOTOPOro HeobxXxoAMMO BbINONHUTb
HAaCTPOMKY M YCTAHOBKY KOMMOHEHTOB cpeabl ¢yHKUMoHMpoBaHua TMO. Bbonee
nogpobHaa uHPopmauma no HacTtporke [MO AnA yCTaHOBKM €ro Ha pas3auyHble
OKpYXeHuna npmueeneHa s n. 3.9.14.

10) --help

BbiBOA CNpaBoyHON MHGOPMaLMN.

[MprMepbl KOMaHA YyNpPaBAEHNSA:

1) YcTaHOBKa MM 06HOB/IEHNE BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa nan obHoBneHne Nginx Ha XocTe ocs-app. local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local
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3) YoaneHune Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)Ynanenne CYB/[ PostgreSQL (c yaaneHnem aaHHbIX):

ANSIBLE USER="<mma nome3oBatens>" ./deploy-infra.sh --components db -
—action flush all --extra-vars "pg uninstall delete data=true"

5) MonyyeHne cnpaBo4YHON MHPOPMALUK:

./deploy-infra.sh --help

4.2. YnpasneHue cepsucamu NMNO

YnpasneHue cepsucamm MMO 3aknto4aeTca B UX YCTAHOBKE, 3aMyCcKe, OCTaHOBKE,
nepe3anycke, M3MeHeHUM HACTPOEK WM OCYLLECTBANAETCA C NOMOLWbI CKPWMNTa deploy-
ac.sh W3 KaTajsora install-<esepcwusa IIIO>, CO34aHHONO Ha 3Tane Pa3BepPTbIBAHMUA
ynpasaatouwen 3BM (noapasagen 3.3).

dopmaT KOMaHAbl yNpaBAeHUA CeEpBMCAMMN MMEET CaeayoWmniA BUA:

ANSIBLE USER="<mma nosbszoBaTena>" ./deploy-ac.sh <napameTpsr>

OnucaHWe napameTpoB KOMaHAbl YNPaBAeHUA:

1) <mMAdA II0JIb30BaTEeJIA>

B napameTpe yKa3sblBaeTCA MMA MPUBUAETMPOBAHHOIO sudo-nonb3oBaTend, noj
KOTOPbIM HacTpoeH SSH gocTyn K cepBepam MPUAOXKeEHMN, cepBepam b M KOHTEHT-
cepsepam;

2)-s, --subsystems

[aHHbIM NapameTp 3a4aeT NOACUCTEMY, AN KOTOPOM byaeT BbINONHEHA KOMaHAA
YNpaBJ/IeHMA, U MOXKeT NPUHUMATb Caeaytolme 3HaYeHUA:

— auth (ana MNbB);

— appstore (gna NM);

— emm (gna NY);

— mt (gna NYT);
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— push (ans MNCY);
— cdn (ans CDN);
— pkgrepo (a8 NOOC).

B AaHHOM NapameTpe MOXKeT 3a4aBaTbCsA CMMCOK NOACUCTEM, HaNnpUMep:

--subsystems auth, appstore, pkgrepo, emm, mt, cdn, push

[10 ymOn4aHUIO NapameTp (ecnm MHOE 3Ha4YeHNE HE 3a,ﬂ,aHO) MMeET 3Ha4YeHne:

--subsystems auth, appstore, pkgrepo, emm, mt, push

3) -a, --apps
[laHHbIM NapameTp 3afaeT nepeyeHb CEPBMCOB, ANA KOTOPbIX BYAeT BbINOJHeHa

KOMaHAa ynpasneHua. Hanpumep:

-—apps ocs—-auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecan HeobxoaMmMo BbIMONHUTL KOMaHAy cpasy A8 BCEX CEePBMCOB MOACUCTEMBI,
noTpebyeTcs nepedymcnuTb 4Yepes 3ansaTylo BCE CepBMCbl MoacuMcTeMbl NMbBO 3a4aTb

3HaYeHne napameTpa:

-—apps all

Mo ymon4yaHuio napameTp (eCM MHOE 3HAYeHMe He 3a4aH0) MUMeeT 3HaYeHune all.
B cnyyae ecnu 3adaHHble B MapameTpe --apps CEPBMCbl HE COOTBETCTBYIOT
3aflaHHbIM B MapameTpe --subsystems NOACMCTEMAM, YNPABAAOLLAA KOMaHAA K TakKMM
cepsMcam npmumeHeHa He byaeT. Mpy 3TOM ynpaBaeHue Wa3aMmn 4ocTyna (cepBrMcamm
WWO30B A0CTyna) OCYLWEeCTBAAETCA B pamKax TOW MNOACUCTEMbI, ONA KOTOPOM OHMU

npeaHasHadeHbl. CocTas noacuctem npmuseneH B Tabamue (Tabanua 28).

Tabnnua 28
3Ha4YyeHWe napameTpa Cepsucobl
«--subsystems» (3HaYyeHWe napameTpa «--apps»)
N6
auth ocs-auth-admin-api-gw

ocs-auth-public-api-gw

ocs-auth-admin-cross-tenant-api-gw

ocs-auth-server-public-proxy
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3HayeHuWe napameTpa CepBuchbl
«--subsystems» (3HaueHMe napameTpa «--apps»)

ocs-auth-idp-api

ocs—-auth-accounts-devices-api

ocs—-auth-accounts-users-api

ocs—-auth-server-admin

ocs—-auth-server-public

ocs-auth-audit-api

ocs—-auth-subsystems-api

ocs—auth-config-api

ocs—auth-adminconsole-ui

ocs—-auth-idp-ui

LY

appstore ocs-appstore-applications-api

ocs—-appstore-settings-api

ocs-appstore-adminconsole-ui

ocs-appstore-devconsole-ui

ocs—-appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress-api-gw

ny

emm ocs-emm-applications-api

ocs—-emm-dispatcher-api

ocs-emm-devices-api

ocs-emm-state-manager-api

ocs-emm-enrollments-api

ocs-emm-policies-api

ocs-emm-reports-api

ocs—emm—users—api

ocs—-emm-journal-api

ocs—-emm-Jjobs—-api

ocs-emm-locations-api

ocs-emm-admin-api-gw

ocs-emm-device-api-gw

ocs-emm-egress-api-gw

nyT

mt ocs-mt-tenants-api

ocs-mt-organizations-api

ocs-mt-admin-api-gw

ocs-mt-egress-api-gw

ncy

push ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw
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3HayeHuWe napameTpa Cepswuchl
«-—subsystems» (3HaHEH ne NnapameTpa «-—apps»)
NnooC
pkgrepo ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress—api-gw
CDN

cdn ocs-cdn-admin-api-gw

ocs-cdn-mobile-api-gw

4) -p, --action
ﬂaHHHM MnapameTp 3adaeT ﬂﬁmCTBMe, KOTOpoOEe HeO6XOAMMO BbIMOJIHUNTDb.
MepeueHb [AOMYCTUMbIX AENCTBUI M COOTBETCTBYIOWME WM 3HAYeHWA napameTpa

npuseaeHs! B Tabaumue (Tabauua 29).

Tabnuua 29
3Ha4yeHue napameTpa «--action» Lencreune
deploy YCTaHOBKa
start 3anyck
stop OcTaHoBKa
restart Mepesanyck
config M3meHeHMne HacTpoek (nepeycTaHOBKa
KoHduUrypaumoHHoro danna)
flush all Yaanexuve

Mo ymon4yaHuio napameTp (ecnn He 33Z@HO MHOE 3HAYeHWe) MMeeT 3HayeHue
deploy.

BHUMAHWE! YctaHoska noacuctem MO [0AXKHA OCYLWLECTBAATLCA CTPOro B
cnepyrouen nocneagosatensHocTu: Mb, MM, NMOOC, MY, MYT, CDN, NCY;

5) -C, --clients

[aHHbin napameTp 3agaet OIDC KAMEHTOB, AN KOTOPbIX OyAeT BbINONHEHa

KOMaH/a ynpasneHus. Hanpumep:

--clients auth-admin-console, aps—-admin-console
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Mpu HEeoBXOAMMOCTU BbLINOAHUTL KOMaHay cpasy ana scex OIDC kaMeHTOB
notpebyetca nepeyncnmtb Yepes 3anaTyto Bce OIDC kaneHTbl nnbo 3a4aTb 3HAYeHue

napameTpa:

—-—clients all

[lo ymon4aHuo napameTp (ecnm He 3a4aHO NHOE 3H8‘-I€Hl/le) MMeeT 3HaveHne all,

6) -d, --database

[aHHbIn napameTp 3aaaeT CYB/], KoTopas ycTaHOB/NeHa Ha cepBepe b/l. MepeyeHb
[ONYCTUMbIX 3HAYEHWI NapameTpa npmeeaeH B Tabanue (cm. Tabanua 13).

Hanpumep:

-—database 12

Mo ymonyaHuto (ecnm napameTp He 3adaH) OyaeT MCNo/b30BaTbCA 3HAYEHME,
3aJaHHoe B napameTpe pg version KOHPUIypaumMoHHOro darna
config/vars/ vars.yml,

7)-e, --env

[aHHbIM NapameTp 33a[aeT OKPYXeHue, ONA KOTOPOro HeobxXxoAMMO BbINONHUTb
HacTpoMKy u yctaHoBky [MM0O. bonee noapobHas nHPopmauma no HacTpomke MNMNO ana
YCTAHOBKM €ro Ha pa3/IndyHble OKPYXKeHnAa npuseseHa 8 n. 3.9.14.

8) --help

BbiBOA, CNpaBoYHOM MHGOPMALLUK.

[MprMepbl KOMaHA YyNpPaBAEHNSA:

1) OcTtaHoBKa Bcex cepBuMcoB MM

ANSIBLE USER="omp" ./deploy-ac.sh --action stop

2)3anyck CepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [NM:

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore --apps ocs-
appstore-applications—-api, ocs-appstore-adminconsole --action start
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3) MonyyeHue cnpaBoYHOM MHOPMALMUN:

./deploy-ac.sh —--help

4.3. YnpasneHue HacTporKkamu cepsucos u noacuctem Mo

YnpaBaeHMe HacTponKkamm cepsmcos M noacmctem MMO MOXKET OCyLLeCTBAATLCA
2 cnocobamu.

4.3.1. Cnocob 1 (pekomeHayembli)

4.3.1.1. 3apaTb Tpebyemble 3HaYEHMA NAPAMETPOB B KOHPUIypaLUMOHHbIX pannax
cueHapue ycTtaHoBKM 10 1 noacuctem MMO.

4.3.1.2. TepeycTaHOBUTb KOHGUIYpPaLUMOHHbIE dal/ibl C NOMOLLLIO KOMaHAbI:

ANSIBLE USER="<uma nojps3oBaTena>" ./deploy-ac.sh --action config

MoapobHoe onncaHMe NnapaMeTpOoB 3amnycKa CKpunTa deploy-ac.sh NPMBEAEHO B

nogpasgene 4.2.

4.3.2. Cnocob 2

4.3.2.1. 3apaTb Tpebyemble 3HaYEHMA NAPAMETPOB B KOHPUIypaUMOHHbIX pannax
cepsmcos n noacuctem [MMO. OnucaHMe nNapameTpoB KOHPUIypaumoHHbIX ¢annos
cueHapueB ycTaHOBKM noacuctem MO npuseneHo B pa3gene 13.

4.3.2.2. Nepesanyctutb Tpebyemble CEPBUCHI C MOMOLLBID KOMaH/bI:

ANSIBLE USER="<uma nojp3oBatrens>" ./deploy-ac.sh --subsystems
<UOEHTUOMKATOP [NOACUCTEME> ——-apps <IIepedeHb CEePBMCOB NOACUCTEMB> —-—
action restart

MoapobHoe onuncaHne NapameTpPoB 3amnycka CKpUnTa deploy-ac.sh NPUBEAEHO B

noapasaene 4.2.
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5. PESBEPBHOE KOIMNMUPOBAHWE

BHUMAHWE! MpueeaeHHble HUXE MMeHaA GalIOB M KaTa/IOrOB XapaKTepHbl ANA

TMNOBOro BapmaHTa ycTaHoBKu MMMO n cpeabl dyHKUMOHMpPOoBaHMaA MMO.
5.1. Pe3epBHOe KonupoBaHUe nocse ycTaHoBKKU (0bHoBeHusA) MMNO

Mocne ycnelHoM ycTaHoBKM (0b6HoBAeHMs) MIMNO Heobxo4MMO CO34aTb PE3EPBHYIO
KOMWUIO KaTanora install-<sepcus IINO>/install-ac/ (MAM install-<sepcus

IO>/install-ac-mt/ UAM /install-<Bepcus NIO>/install-ac-mt-spr/).

5.2. Nepuoanyeckoe pe3epBHOE KOMUPOBaHME U pe3epBHOE KOMUPOBaHWE nepes

yCTaHOBKOW 06HOBNEHWUM

MepnoanMyYHOCTb PE3epBHOrN0  KOMMPOBAHWMA OMpeaenAeTcA pernameHTamm
3KCNAyaTUPYIOLLEN OpraHM3aLmm.

Mepnoanyeckoe pe3epBHOE KOMMPOBaAHWE M pPe3epBHOE KOMMpPOBaHWE nepeq,
YCTaHOBKOW OBOHOB/IEHM BbIMONHAETCA B NPUBEAEHHOMN HMUXKE NOCNeA0BaTENbHOCTY.

MNoppobHaa uHPopmauma o6 ocobeHHOCTAX pe3epBHOro KonuposaHua MO
npuseaeHa B JAOKymeHTe «PeKomMeHZauuMnm N0  pPe3epBHOMY  KOMMPOBAHMIO»

AOMT.20134-01 91 02.
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6. OBHOBJIEHWE MO 1 OC ABPOPA

6.1. Nopsaaok obHoBNEHUA

O6bHoBneHue MMO o Tpebyemon BEpCHUM BO3MOMKHO TONIbKO C BEPCUM, YKA3aHHbIX

B Tabaunue (Tabamua 30).

Tabnnua 30
Tpebyemasn sepcus PaHee ycTaHOB/IeHHan BepcuA
2.2.0 2.1.3*
2.2.1* 2.1.3*%,2.2.0
2.2.2% 2.1.3*%,2.2.0,2.2.1*
2.3.0 2.2.2%*
2.4.0 2.2.2*,2.3.0
2.5.0 2.2.2%,2.3.0,2.4.0
2.5.1* 2.2.2%,2.3.0,2.4.0,2.5.0
3.0.0 2.5.1*
3.0.1 2.5.1*%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1*%,3.0.1,3.1.0
3.1.2%* 2.5.1*%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2*%,3.2.0
4.1.0* 3.1.2*%,4.0.0*
5.0.0* 3.2.0,4.0.0%, 4.1.0*
5.1.0* 4.1.0*,5.0.0*

* - Bepcuun MMNO, npoweawmne ceptudmraumto B CTIK Poccuu.

6.2. ObHOBNEHME cepBepa npunoXeHnit MNMNO

BHUMAHWE! Jna yctaHoBKKM obHoBAeHMA MO KoamyecTBo cBOHOAHOIO MecTa Ha
ecTKom aucke cepsepa b/l MB gonKHO ObITb HE MeHblle, Yem pasmep camor b Mb. Mpwn
HeA40CTAaTOMHOM KOAMYyecTBe CBODOAHOrO MecTa Ha MEeCTKOM AUCKe ero HeobXxoammo
yBEeNNYNTL. [TPOA0/IKUTENBHOCTL NpoLecca obHosneHua MMO 3aBucuT oT pasmepa b u

MOXET 3aHATb A/INTE/BHOE BpeEMA.
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Ona obHoBneHus cepsepa npunoxenun [MMNO HeobXoAMMO  BbIMOAHUTL
OMMCaHHble HUXKEe AENCTBUA.

6.2.1. Co34aTb pe3epBHYO KoMMto AaHHbIX, [0 M  KOMMNOHEHTOB cpeapl
PYHKLMOHMPOBAHMA B COOTBETCTBUM C pa3aenom 5.

6.2.2. CkonunpoBaTb Ha ynpasaatiouwy IBM apxus c HoBon Bepcuen [MO wm
pacnakosaTb ero B cootseTcTtBum c n. 3.3.4 -3.3.7.

6.2.3. ObHOBUTb Ha ynpasaaAtowen IBM nakeTbl B cooTBeTCcTBMM C M. 3.3.9.

6.2.4. HacTponTb KOMMOHEHTbI cpeabl PyHKUMOHMpoBaHMA [MNO wn TMMNO B
COOTBETCTBMM C NoApa3zaenom 3.4.

6.2.5. ObHoBneHne CYB/[, PostgreSQL 12/13/14/15 no HoBOW cTapliein Bepcum'?
(major version) HEOBXoAMMO OCyWECTBAATbL B cooTBeTcTBUKM ¢ I/ Ha CYB/. MNepedeHb
noaaepmBaemolx Bepcmin CYB/ npuseaeH s n. 1.4.2.

6.2.6. YCTAaHOBUTb KOMMOHEHTbI cpeabl PYHKLUMOHMPOBAHMA B COOTBETCTBUM C

n.3.5.1.
6.2.7. YctaHoBuTb 110 B cooTBeTcTBMmM ¢ n. 3.5.2.

6.2.8. [lepe3anycTuTb CEPBUC ocs-pkgrepo-pkg-repo—api C NOMOLLbI KOMaHAb!:

ANSIBLE USER="<uma nojbpszoBaTens>" ./deploy-ac.sh --subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api —--action restart

6.2.9. Mocne obHoBneHus MMO c Bepcun 4.0.0 (Mam HuKe) o Bepcun 4.1.0 (nau

BbilLe) Heobxoanmo yaannte Nats Streaming Server ¢ NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<muma nospzosatensa>" ./deploy-infra.sh -A flush all -i
inventories/hosts.yml -c nats-streaming-server

6.2.10. OnosecTnTb Nonb3oBaTenen MNMO o0 HeobXOAMMOCTM OUYUCTUTD KILW 1 cookies
BeO-bpay3sepa. MHaye npu  OTKpbITMW  uMHTepdeinca [MNO  Oyaet  owmnbka

HTTP ERROR 400.

12 CornacHo cneundukaumm SemVer 2.0.0.




147
AOMI.20134-0191 01

6.3. O6HoBNeHMe OC ABpopa ¢ nomolbto MY

O6HosneHne OC ABpopa BbIMONHAETCA B CieAytollen nocaen0BaTelbHOCTH:

6.3.1. ObHOBUTL cepBep npunoxeHun MNMO B cooTBETCTBMM C noapasaenom 6.1.

6.3.2. 3arpy3uTb B ¢parnosoe xpaHuamuie NOOC nakeTbl Tpebyemon Bepcum OC B
cooTBeTcTBumM c n. 3.7.3.

6.3.3. O6HoBUTL OC ABpopa A0 Tpebyemor BepCcumM Ha TECTOBOM rpynne yYCTPOMCTB
C Uenblkd  MNPOBEPKM  KOPPEKTHOCTM  ODOHOBAEHMA  C  MOMOLLBKD  MOJAUTUKM
«MpunnosxkeHua/YctaHosutb Bepcuto OC». Mopagok paboTbl ¢ NOAUTUKAMKW U TPYMNamm
YCTPOMCTB NpuBeAeH B AOKyMeHTe «PykoBoacCTBO nonb3osatend. Yactb 3. lNoacucrema
Mnatdopma ynpasneHuna» AAMI.20134-01 90 01-3.

6.3.4. YbeanTbca, 4TO MNOCAE OKOHYaHWA, 3a[aHHOroO B MNpaBW/e BPEMEHHOrO
MHTepBasia OOHOBNEHMA B KaPTOYKE Ka)KAOro yYCTPOMCTBA W3 TECTOBOM Tpynnbl
oTobparkaeTca Tpebyemasn Bepcma OC ABpopa.

6.3.5. O6bHOBUTb NpunoxkeHna MNMO Ha TeCcToBOM rpynne yCTPOMCTB B COOTBETCTBUM
C AOKYMeHTOM «PyKOBOACTBO Mosib3oBaTena. HYactb /. lpunoxeHne «Aspopa LleHTp» anA
onepaunoHHoM cuctembl Aspopa» AAMI.20134-01 90 01-7.

6.3.6. BbINONHUTL OOHOBNEHME aHANOTMYHbIM 0OPA30M ANA OCTa/IbHbIX YCTPONCTB

nocne ycnewHoro obHoBneHna OC ABpopa 1 NPUNOKEHNIM Ha TECTOBOW rpynne yCTPOMCTB.



148
AOMI.20134-0191 01

7. YOANNEHUE TNO

Ona yaanenua MMNO HeobxoAMMO BbINONHUTbL CAeaytoLLMe AENCTBUA:
7.1. MepenTn B KaTanor co cueHapmammn yctaHosku MMM0O.

7.2. Ypanntb MO ¢ nomoubio KOMaHAb!:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-ac.sh --action flush all

MNoapobHOe onrcaHMe NapaMeTPOB 3aMyCcKa CKpuNTa deploy-ac.sh NPUBEAEHO B
nogpasgene 4.2.
7.3. YO0annTb KOMNOHEHTbI cpeabl PyHKLUMOHMPOBaHMA MIMO ¢ NTOMOLLb KOMaHAbl:

— 6e3 yganeHunsa gaHHbIX, XxpaHawmxcsa B CYB/ PostgreSQL:

ANSIBLE USER="<uma nojpszoBaTena>" ./deploy-infra.sh --action flush all

— CcyhaneHmem AaHHbIX, XpaHawmxca 8 CYB/ PostgreSQL:

ANSIBLE USER="<mmsa nojybzoBaTens>" ./deploy-infra.sh --action flush all
-—extra-vars "pg uninstall delete data=true"

MoopobHoe onucaHMe napameTpPoB 3anycka cKkpunTta deploy-infra.sh

npueeaeHo B nogpasaene 4.1.
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8. BAPUAHTbI YCTAHOBKHW MNCY

8.1. YcraHoska [NCY Ha oauH cepsep (xocT) ¢ apyrmmu nogcnctemamm MMNO

[aHHbIN BapnaHT ycTaHoBKM MIMO ocyLecTBAAETCA NO YMOAYAHMIO.

8.2. YcraHoBKa [CY Ha oTaenuHbIi cepsep (xocT)

3ajaHne aapecoB cepBepoB (MMeH XOCTOB), Ha KoTopble OyayT yCTaHOB/EHbI
noacuctemsbl MMO, ocylwecTBaseTca Ha aTane HacTporku MMO (nn. 3.4.2.1). Ons Toro,
4yTobbl ycTaHOBUTL [ICY Ha oOTAeNbHbIN cepBep, HeobxoaMmMo B MHBEHTapHOM ¢aline
inventories/hosts.yml 334aTb aZpec cepsepa (MMaA XOoCTa), Ha KOTOPbIN HEOBXOAMMO

ycTtaHoBUTb MCY (push), Hanpumep:

app:
hosts:
ocs—app.local:
subsystems: auth, appstore,emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHue nopsaKa 3adaHuA afpecos B WHBEHTApHOM  daline

inventories/hosts.yml npmBeaeHo B8 n. 3.9.12.
8.3. OtaenbHan ycrtaHosKa MNCY (ycraHosKa M6 1 MCY)

Ona  oTtaenbHon yctaHoBkM [ICY  HeobXoAMMO  BbINOMHUTL — CAeAYOLLYIO
nocneaoBaTeIbHOCTb AENCTBUN:

8.3.1. BbINONHUTL nocsenoBaTe/IbHOCTb AENCTBUN, npeayCcMOTPEHHYO
n.3.2-3.5.1.

8.3.2. YctaHoBuTb b 1 [1CY ¢ nomoLlbo KOMaHAb!:

ANSIBLE USER="<uma nomezosaTens>" ./deploy-ac.sh —--subsystems
auth, push

8.3.3. BbINONHUTL noc/ienoBaTe/IbHOCTb OENCTBUN, npeaycMOTPEHHYO

n.3.5.3-3.5.5.
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9. BAPUAHTbI YCTAHOBKU CYB/],

9.1. HeknactepHas (standalone) ycranoska CYB/],

B LaHHOM BapwWaHTe yCTaHaB/IMBAETCA TO/bKO oauH cepsep bA. MNMpumeHaeTca
TaKan yCTaHOBKa B ogHOHOA0BOM KoHburypaumm MMNO (n 2.3.1 1 2.3.2).

[Ona Toro, 4tobbl BbINONHUTL standalone YCTAaHOBKY cepsepa b/l AoCcTaTo4yHO B
MHBEHTApHOM ¢alne inventories/hosts.yml B MpoLEecCe HAaCTPOMKM KOMMOHEHTOB
cpedbl PyHKUMOHMPOoBaHMA MMO (n. 3.4.1) 3amaTb aZpec XOocTa, Ha KOTOpbIM byaeT

yCTaHOB/ieH cepBep b/], Hanpumep:

postgresqgl:
hosts:
ocs—-db.local:

9.2. YcraHoBKa CYB/] B KnacTepHOM KOHPUIypaumm

KnactepHaa ycTtaHoBKa cepBepa b/l npumeHAeTcs B KAaTacTpoPpOyCTOMYMBOWM
KnactepHo KoHdurypaumm MO wn npeanonaraeT YyCcTaHOBKY Knactepos CYB/J B
HeckonbkMx UOdax (n. 2.3.6).

BHUMAHWE! Mpun yctaHoske MMO B KNacTepHOM KOHPUIypaLmm He A0nycKaeTcs
yCTaHaBAMBaTb cepBepbl npuaoxkeHun MMO n cepsepbl b/ Ha oAHOM XOCTe.

Ona yctaHoBku CYB/l B KnactepHol KOHoUrypaumm HeobxoamMmo B npouecce
HAaCTPOMKM KOMMOHEHTOB cpeabl ¢yHKUMoHMpoBaHma [MMO (n. 3.4.1) BbINOAHUTL
cneayrolme HaCTPOMKN:

9.2.1. B Katasnore inventories CO cueHapuamun yctaHosBku [1[10 co3gaTh
OKPYXXEeHMA ANa OCHOBHOro (primary) n pesepBHoro (standby) KnactepoB ¢ NomolLbto

cneayowmx KOmaHa,:

mkdir -p inventories/<HazBaHUe OKPYXEeHMUI>
cp inventories/hosts.yml inventories/<uHasBaHMe OKpPYXeHUs>/
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Hanpumep:

mkdir -p inventories/ocs-primary
cp inventories/hosts.yml inventories/ocs-primary/
mkdir -p inventories/ocs-standby
cp inventories/hosts.yml inventories/ocs-standby/

MNoapobHaa nHeopmauma o HacTponkm MMNO anA yCTaHOBKM ero Ha pas/inyHble
OKpy*eHuna npusedeHa 8 n. 3.9.14.
9.2.2. BbINONHUTL HACTPOMKY MHBEHTAapHOro ¢aklna hosts.yml A1A OCHOBHOIO

KN1aCTepa

Ona 3TOro B NHBEHTAPHOM danne inventories/<uasBaHnue
okpyxeHus>/hosts.yml HEOOXOAMMO 334aTb CeAytoLLMe NapaMeTpbl:

— patroni cluster — Ha3BaHWe KnacTtepa. Ha3sBaHue KN1actepa A01KHO UMETb
CﬂeﬂymunWﬁ¢OpMaT<HaBBaHM6 KJjacTepa>—<THUII KnaCTepa>.TMHKﬂamepappﬂmeH

6bITb primary (OCHOBHOM). Hanpumep:

patroni cluster: ocs-primary

— keepalived cluster vip - BMPTyanbHbi IP-agpec (virtual IP), koTopbIi

6yaeT NpUCBOEH aKTUBHOMY cepsepy b/l B OCHOBHOM KiacTepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60

NMPUMEYAHUE. BupTtyanbHbin |P-aapec wncnonb3yeTca ANA NOAKAYEHUA
NPUNOXKEHUN (KNMEHTOB) K aKTUBHOMY cepBepy b/l.

— ajpeca XOCTOB, Ha KOTopble byayT ycTaHOBAEHbl cepBepbl B, Hanpumep:

postgresqgl:
hosts:
acenterdb01:
acenterdb02:
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— aApeca XOCToB, Ha KoTopble ByayT ycTaHoBneHbl areHTbl Consul. T.K. areHTbl
Consul ycTaHaBamBatoTca Ha cepsepbl b1, NO3TOMYy BMECTO XOCTOB A0CTAaTOYHO yKas3aTb

roynny postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHWE! He nonyckaeT ycTaHOBKa areHTa 1 cepsepa Consul Ha ogHOM xocTe.

[Mpumep wWHBeHTapHOro danna ANA OCHOBHOrO Kaactepa npueBedeH B danne
samples/ac/inventories/hosts-patroni-two-dbnode-primary.yml.

9.2.3. BbINONHUTb HACTPOMKY WMHBEHTApPHOro ¢anna hosts.yml ANA PE3epPBHOro

(standby) knacTepa

Ana 3T0ro B MHBEHTAPHOM danne inventories/<HazBaHue
okpyxeHMa>/hosts.yml HE0OX0AMMO 3a4aTb CAeAyolMe NapameTpbl:

— patroni_cluster-—Ha3BaHmerUmCTepa.Ha3BaHmerﬁwCTeparq0ﬂmHO NMMeTb
cnegymnumﬁ ¢OpMaT <Ha3BaHME OCHOBHOTO KJacTepa>-<Tun Kkjacrtepa>. [UN

Knactepa A0/IKeH bbiTb standby (pe3epBHbIN). Hanpumep:

patroni cluster: ocs-standby

— keepalived cluster vip-BuWpTyanbHble IP-agpeca (virtual IP) ana aktmeHoro
cepsepa b/l B ocHoBHOM Knactepe u ans StandBy Leader cepsepa B/l B pe3epBHOM

Knactepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60
ocs-standby: 192.168.1.61

— ajpeca XOCTOB, Ha KoTopble OyayT ycTaHOB/AeHbl cepBepbl B[ pe3epBHOro

KnacTtepa, Hanpumep:
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postgresqgl:
hosts:
acenterdbll:
acenterdbl?2:

— aZlpeca XOCTOB, Ha KoTopble 6yayT ycTaHoBaeHbl areHTbl Consul. T.K. areHTbl
Consul ycTtaHaBaMBatoTcs Ha cepsepbl b1, N03TOMy BMECTO XOCTOB A0CTAaTOYHO YKas3aTb

roynny postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHWE! He nonyckaeT ycTaHOBKa areHTa 1 cepsepa Consul Ha ogHOM xocTe.

Mpumep MHBEHTapHOro ¢anna ANA Pe3epBHOro Knacrtepa npueeaeH B dpanne
samples/ac/inventories/hosts-patroni-two-dbnode-standby.yml.

9.2.4. BbinonHUTb  aApyrme  Hactpomkn  TMMO M KOMMOHEHTOB  cpeapbl
dYyHKLUMOHNpPOoBaHMA MNIMO B COOTBETCTBMM C Noapasaesiom 3.4 .

9.2.5. BbINONHMUTb YCTAHOBKY KOMMNOHEHTOB cpeabl GyHKLUMoHMpoBaHma MNMO u MNMO
B COOTBETCTBMM C NoApa3aenom 3.5 ANa KaXKAoro Knactepa, yKkaszaB B KOMaH4axX YCTaHOBKM

NyTb K UHBEHTAPHOMY baiNy MK Ha3BaHME OKPYKEHUS.

[MTprMmepbl KOMaHA,:

— KOMaH/ia yCTaHOBKM BCEX MAaKeTOB Ha CepBepbl MPUNOKEHMI 1 cepBepbl B/:

ansible-playbook -1 inventories/<Ha3BaHue OKpyXeHMs>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMmsa [OJIb30BaTEJA>

— KOMaHJa yCTaHOBKM KOMMOHEHTOB cpeabl GyHKLUMOHMpoBaHKua MMO:

ANSIBLE USER="<muma nosezosatens>" ./deploy-infra.sh --env "<uassaHme
OKpyXeHMma>"

— KOMaHZa yctaHosKM [1M10:

ANSIBLE USER="<mma nospzosaTens>" ./deploy-ac.sh --env "<HaszBaHue
OKpyXeHMsa>"
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10. YCTAHOBKA MMO B KUBERNETES

BHUMAHWE! [daHHbIA QYHKUMOHAN ABAAETCA 3KCMEPUMEHTANIbHbIM M MOMXKET
coaepatb OWWMOKW. B cnyyae BO3HMKHOBEHMA OWMOOK HeobxoaMmo o6paTUTbCA B

CNYKOY TEXHNYECKOM NOAAEPKKM NPeanpUATUA-N3rOTOBUTENS.
10.1. NopAaoK pa3sepTbiBaHUA U HACTPOMKK CepBepa NMPUIOKEHUH

B Tabanue (Tabnuua 31) npuBeaeHbl MPOrpaMMHO-annapaTHbie XapakTepUCTUKN

cepsepa NPUIOKEHUN.

Tabnnua 31
Mapamerp 3HayeHue
Testing Production
MNpoueccop 2 aApa 5aaep
Ob6bem onepaTMBHON NAaMATH 576 676
Obbem KecTkoro Ancka 40T6 40T6
OC (pekomeHayemas) Ubuntu 22.04
MO gna ynpasneHua koHTenHepamn | Kubernetes sepcun 1.25 nau Boiwe, anbo cbopka
oT Canonical microk8s

[na pa3BepTbiBaHUA M YCTAHOBKM CEPBEPA NPUAOKEHNN HEODXOAMMO BbINONHUTD

cnepyrolime AencTemA:

10.1.1. YCcTaHOBUTb Ha cepBep MPUAOKEHMN HEeobXOAMMbIe MaKeTbl C MOMOLLbIO

KOMaH/pbl:

apt update && apt -y install ansible python3-pip curl snapd
pip3 install kubernetes
snap install microk8s -classic

10.1.2. Ans paboTbl cueHapue ycTaHoBKM MO HeobxoaMMO yCTaHOBUTL B ansible-

KonneKkumm nnarnuHbl kubernetes.core n community.general ¢ NOMOLLbIO KOMaHAbI:

ansible-galaxy install --role-file requirements-k8s.yml --ignore-
errors —force
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10.1.3. BKAtounTb  paclwmpeHne  hostpath-storage, Heobxoaumoe  ANS
coxpaHeHuA AaHHbIx stateful-npunoxkeHnin (NpunoxeHM, KOTopbiM TpebyeTcs COXpaHATb

,D,aHHbIe), npwm nepesarpys3ke KOHTeVIHepOB C NOMOLWbKO KOMaHAbI:

microk8s enable hostpath-storage

10.1.4. BKNtounTb paclimperHmre metalib, Heobxoanmmoe Ans AOCTyna K CepBMcam

MMNO (noptbl 80 1 8009) cHapy»KK Knactepa, C NOMOLLbI KOMaHAbI:

microk8s enable metallb:<mmanazon IP-aIpecCcoB IIOIOCETU CepBepa
[IPUJIOXEHUI>

Hanpumep:

microk8s enable metallb: 10.188.25.196-10.188.25.197

NMPUMEYAHMUE. Ymcno IP-aapecos B AnanasoHe MoxeT bbiTb He MeHee ABYX LUTYK.
10.1.5. Y6eaunTbcs, YTO pacliMpeHma microk8s M metallb YCNELWHO BKAKOYEHbI U

HaxOAATCA B CMUCKEe AOCTYMHbIX (enabled) pacllMPEHUI C MOMOLLbIO KOMaHAb!:

microk8s status

10.1.6. na ypobctBa paboTtbl ¢  Kubernetes pekomeHayeTcA YCTAaHOBWUTH

KOHCO/IbHbIN KNEHT k9s, a TakKXKe kubectl C NTOMOLLbIHO KOMaHA:

wget
https://github.com/derailed/k9s/releases/download/v0.32.3/k9s linux am
de4d.deb

dpkg -1 k9s linux amd64.deb

curl -LO https://dl.k8s.io/release/ curl -LS
https://dl.k8s.io/release/stable.txt /bin/linux/amd64/kubectl

chmod +x ./kubectl

sudo mv ./kubectl /usr/local/bin/kubectl

10.1.7. ina paboTbl M3-noa, HEMNPUBUAETMPOBAHHOIO MOJIb30BaTENA HEOOXOANMMO

AJONO/THNTE/IbHO BbIMOJ/IHUTL Caeayrowmne KoMmaHabl:

USER=<mMsa noJjib30BaTEJISg>

sudo usermod -a -G microk8s SUSER
sudo mkdir -p ~/.kube

sudo chown -f -R SUSER ~/.kube
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[anee, nepesanTn B y4€THYIO 3aMNCb M NOC/E STOrO BbIMONHUTL KOMAHAY:

microk8s config > ~/.kube/config

10.2. NMopaaok yctaHosku MMO B Kubernetes

10.2.1. Co3aaTb Ha cepBepe NPUAOXKEHUI OTAE/IbHbIN KaTanor, CKONMPOBaTh B HEMO

coaepxunmoe DVD c MMO 1 nepenTn B CO34aHHbIM KaTanor C MOMOLLbI KOMaH/b:

cd <nyTh K KaTajJory>

10.2.2. MNepenTn B KaTanor /server C NOMOLLbIO KOMAHAbI:

cd <OyThk K KaTaJioT'y server>

10.2.3. 3anyctMTb  installer-ac.sh  (MAM  installer-ac-mt.sh WK

installer-ac-mt-spr.sh!®) c nOMoOLWbIO KOMaHAb!:

bash installer-ac.sh

W

bash installer-ac-mt.sh

W

bash installer-ac-mt-spr.sh

10.2.4. O3HaKOMUTbCA C «JIMUEH3MOHHbIM COrNaWeHnem» U MPUHATbL ero B
cooTBeTcTBum Cc n. 3.3.7.

10.2.5. MepenTn B KaTasor cO CLUEHAPUAMM YCTAHOBKW (KaTanor: /install-
<Bepcwusa MIO>/install-ac/ WIMN /install-<Bepcus IIO>/install-ac-mt/ WU
/install-<Bepcus MIIO>/install-ac-mt-spr/).

10.2.6. ChopmmpoBaTb KOHOUTYPALMOHHbIE Panbl MIMO

[Ons atoro HeobxoAMMO NMpuAymMaTb Ha3BaHME OKPYXKeHuA (Hanpumep, k8s) M

3anyCTUTb CKPUNT reHepaunm KoHOUrypaLMOHHbIX GaioB BbIMOAHUTL KOMAHAY:

./deploy-k8s.sh -e <HaszsBaHue OKpyxeHMa> —-A configs

B npouecc BbIMOMHEHMA CKPUMTa H€O6XO,£I,VIIV\O B MHTEPAKTUBHOM peXnme 3a44adTb

cnegyroume rnapameTpbl:

13 HassaHue dalina 3aBMCKUT OT BapuaHTa noctasku MMMO.
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— deployment mode — PEXMM YCTAaHOBKM (testing WAM production). Pexum
testing PEKOMEHYeTCA NCMONb30BaTh B 03HAKOMUTENbHbIX Lenax. Npu Mcnonb3oBaHUM
PEXMMa testing: BCE KOMMOHEHTbI cpeabl GpYHKUMOHMPOBAHUA YCTaHABNMBAOTCA B
OHOM 3K3emnnape 6e3 pe3epBMPOBAHMA, OTCYTCTBYET HEOOXOAMMOCTb B HACTPOMKM
BHellHero 6anaHcMpoBLLMKa (BCe yCTaHAaBAMBAETCA Ha ingress-koHTpoanepe Kubernetes),
KOHTeMHepam MeHblle BblAeNAeTca pecypCcoB NPOLLEeCcCcopa M ONepaTMBHOM NamMATK;

— external ip — BHewHun |P-agpec, no Kotopomy byaeT aoctynHo [1MO
(BblbUpaeTcs Kak nobon cBoOOAHbLIM aapec M3 AMana3oHa, KOTOPbIM YKasbiBaaca npu
YCTAaHOBKe pacCliMpeHna metalib). [MOCMOTpeTb HACTPOEHHbIM AMana3oH |P-agpecos
MOXHO B MNapamMeTpe .spec.addresses, KOTOPbIM MOMHO MOAYYUTb C MOMOLLbBHO

KOMaH/bl:

kubectl get ipaddresspool -A -o yaml

— DNS domain - BHELWHMA AOMEH, KOTOPbIA BMECTE C Ha3BaHWEM OKPYXKeHWUs
bynet ¢opmuposatb URL-aapec TMO http(s)://<HazBaHUMEe OKPyXeHMA>.<DNS
domain>;

— cluster name — MMsA Knactepa Kubernetes, B KoTopbih ByaeT yCcTaHOBNEHO
MMNO. Knactep npeaBaputenbHo A0MKeH ObiTb co3aaH. [MoCMOTPEeTb CMUCOK KnacTepos

MOXHO C NOMOLW,bKO KOMaHAbl:

kubectl config get-clusters

— storage class — Ha3BaHWe Knacca xpaHuanuia Kubernetes (StorageClass), ¢
KOTOopbiM OyaeT co34aBaTbCA  TOMA XPaHeHWsa JAaHHbix  (volumes) pana  stateful-

I'IpVIfIOH-(GHMVI. HOCN\OTpeTb CMNMNCOK K/1aCCOB XpaHUANL, MOXHO C MOMOLLbO KOMaHAbI:

kubectl get storageclasses

— public key — OTKPbITbIK ssh-katouy nonb3oBaTena OC, mM3-nod KOTOPOro
3anyckaetca yctaHoBka [MO. [pu  HeobXOAMMOCTM  KAKOYEBYIO Mapy MOMKHO

Cd)OpN\MpOBaTb C NnoOMOLW,bKO KOMaH4bl:

ssh-keygen -t rsa -b 4096
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— nfs server — NFS cepBep, UCNOAb3yEMbIN AN XpaHEHUA GalN0B NPUNOKEHN N
(MKOHKW, cKpnHWOTLI, RPM-nakeTbl) 1 naketoB OC. Ecan npeanonaraetca MCNOAb30BATb
BHELWHMIA cepBep, TO HeobxoaMMO YyKaszaTb ero IP-agpec (40 YCTAaHOBKM Ha HEM yKe
NOMKHbI ObITb CO3AaHbl KaTasnorn cornacHo noapasaeny 3.8). Ecam rotosoro NFS cepsepa
HeT, TO HeobxoAMMO OCTaBMUTb 3TO MOJie NyCTbiM, B AaHHOM ciaydae NFS cepsep byaer
yCTaHOB/EH aBTOMaTU4eckn BHyTpu Kubernetes.

Mpumep 3a4aHMA NapameTpoB:

./deploy-k8s.sh -e k8s -A configs

Please answer a few questions for creating k8s stage configs and
inventories -

Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196

Aurora Center external DNS domain: mydomain.ru

K8s cluster name: microk8s-cluster

K8s storage class name: microk8s-hostpath

SSH public key, that will be used for connections to the Management
Server:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABGQCSA0OA8ANTgrVXIcCPrgkuXMXOIOy27Z2629IKTM+D
xJTwjEjln78a50xr9P/rdGOSENWFQRZ3pBeINCiYWB8OgvLMEOhCBQQ498EI64DnC7BepS
4tSQyiPnTaprChQBDI9VBx41eMUMhoR101tCHe0cgCBtjvRgp/3Z2JScPLMCStU29¢cJ310nP
P29+ JduN9FRO5f17/MG1h4MetWFcYc6D2eQJ78pAJ0+1COKEAZPpzLRWAQdwdmkI+ukOob2
uunEjOeows2yCumXcKiNpOcpQzV+Kt6y2072rVWrPXN1Zs8wya7dmCULmjKzkOP18GVvATE
fHBYyWXBBnvcI9P7P/86wVwecLrjubmdNTAsDONO+pdlvuuH89Pz8vQxjHEaNPho/Q38RhUX
5E1P4jsNIUVOsgVwdfnIPCdyL7KaI+GOd332YEB8tPHUULCX+wOKCO10gzkwUPMEFXTNh6V
HhO40PthwbCEgZv5jgraWbD5JgcIXiEtSZZ2SMo9WUXaBsNbOt1Gts= root@ubuntu2?2

NFS server for shared storage(ip/hostname or leave empty to deploy in-
cluster nfs server):

B pe3ynbTate BbINOAHEHMA CKpUNTa, OyayT CGOPMUPOBAHBI MHBEHTAPHbLIN dann
OKpyXeHnsa inventories/<HazBaHue okpyxeHus>/hosts.yml, a TaKXxKe

KoHOUrypaumoHHble ¢alnbl B config/environments/<HaszBaHue  OKPYXeHUS>/.
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MoapobHaa MHbOpPMaUMA O KOHDUrypauMOHHbIX Galnax OKPYKeHWM npuBedeHa B
n. 13.2.8. Mpu He0H6XOANMOCTM M3MEHEHMA B AaHHble Galibl MOXHO BHECTU BPYYHYIO.

10.2.7. BbinonHWTb ycTaHoBKY (11O ¢ nomoLbio KOMaHAab!

bash deploy-k8s.sh -e k8s

B c/yyae ycnewHoM ycTaHOBKM By aeT BbiBeAEHO COODLEeHNe caeayoWwero snaa:

Congratulations, all done!

You can access AC from the following URLs -
Ul: http://k8s.mydomain.ru/auth/admin/
management-server: ssh ocs@k8s.mydomain.ru

!Warning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to yor local /etc/hosts file
10.188.25.196 k8s.mydomain.ru

MNepBoHayanbHbiM  Bxoa B (MO ocywecTBasetTca C  nomoulbto  KoHconm
agMuHucTpatopa B ©“ npeayctaHOBNAEHHOM YyYeTHOM 3anMcM B COOTBETCTBMM C

nogpasgenom 3.6.

10.3. NMopaaok yaanenua MMO us Kubernetes

Ynanexue MNMO n3 Kubernetes ocyecTBAAeTCs C NOMOLLbIO CeAYOWMX KOMaHA,:

bash deploy-k8s.sh -e k8s -A delete
kubectl -n k8s delete pvc --all
kubectl delete ns k8s
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11. MOPAAOK UMITOPTA OTHETOB B GRAFANA

Nna umnopTa otyeToB B Grafana HEOBX0AMMO BbIMOAHUTL CAeaylolne AeNCTBUA:
11.1. YctaHoBuTb Grafana B COOTBETCTBMM C  MHCTPYKUMEW C caMlTa
pa3paboTumKka (https://grafana.com/grafana/download?pg=get&platform=docker&plcmt

=selfmanaged-box1-ctal&edition=0ss), Hanpumep, BbINOJHNB KOMAHAY:

docker run -d --name=grafana -p 3000:3000 grafana/grafana-oss

NMPUMEYAHUE. Beb-mHTtepdennc Grafana B maHHOM cnydae byaeT AOCTyneH Mo
agpecy http://localhost:3000/ (NOrMH: admin, Napob: admin).

11.2. NoakntoumnTb 6a3y AaHHbIX MY (emm) B KayecTBe UCTOYHMKA AaHHbIX (Data
Source).

[na 3Toro Heob6xoaMMO BbINONHUTL CeaytolmMe AeNCTBUSA:

11.2.1. NMepenTn Ha dopMy BbIBOPA MCTOYHMKA AAHHbLIX (menu -> Connections -
> Data sources)

11.2.2. HaxaTb KHoMKy «Add data source».

11.2.3. BbibpaTtb CYB/] PostgreSQL.

11.2.4. 3anoNHUTbL cneaytolme napameTpbl NOAKAYEHNA K Ba3e AaHHbIX:

— Name: Ha3BaHME WCTOYHMKA [AaHHbIX (MPOM3BOJIbHOE Ha3BaHWE, Hanpumep,
AC emm);

— Host URL: agpec u nopt CYB/;

— Database name: emm;

— Username: emm,

— Password: Napo/ib N0J1Ib30BATE/IA emm;

— TLS/SSL Mode: disabled;

— Version: Bepcua CYB/, PostgreSQL nan PostgresPro, ncnonbsyemaa s 1M10.

11.2.5. HaxkaTtb KHOMKy «Save and Test».

11.3. BbiNOAHUTb MMNOPT OTYETOB devices—-dashboard. json M applications-

dashboard. json.




161
AIMI.20134-01 91 01
NMPUMEYAHUNE. dannbl  devices-dashboard.json W  applications-
dashboard. json HaXxo4ATCA B KaTajsiore samples/dashboards/.
Onsa nmnopTa oT4eTOB HEOBXOAMMO BbIMONHUTL Cleayrolme AeNCTBUA:
11.3.1. MepeiTn K dopme MMNopTa OT4EeTOB (menu -> Dashboards).
11.3.2. Haxatb KHOMKY «New».
11.3.3. M3 BbiNagatoLero cnmcka Bbibpatb «Import».

11.3.4. lo6aBnTb OTYeT devices-dashboard.json B 0bnacTb 3arpy3km JSON-

11.3.5. HaxaTtb KHOMKy «Import».

B pesynbtate B Grafana nossutca mHPopmauMoHHaA naHenb (dashboard) c

oT4yeToM. Mpmmep npmseaeH Ha pucyHke (PucyHok 29).

~ 06was nHhopMaL KA No YCTPOWCTEAM

Bcero yetp He B apxue 3eperucTp AKTUBUPOE Axtue YpaaneHs! (i

49072 3297 95 1868

MNnaTgopmbl Tvn ycTpoRcTs Mopenu ycTponcTe

Android
26685 | ‘girbr
26%

-

= ABpopa == MnaHwer

== Android 5 == CmapThoH

Tunel OC Cratychl CoOTBETCTBHE NOAUTUKAM

18 |C.-unu.u:|1

58 46 28
B apxuss
|
}".k'“ﬁ'“pDEﬂll
B npouecce akTHeaLuK
- .
3apervcTpuposan

Sailfish  Aurora Android [opbKWA OOTBETCTBYET

PucyHoK 29

11.3.6. MNMosTopuTtb N. 11.3.1-11.3.5 AnA otyeTa applications-dashboard. json.
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12. KOHOUIYPALIMOHHbIE ®AN/TbI CUEHAPMEB YCTAHOBKM CPEAD!
OYHKUNOHNUPOBAHNA

12.1. KoHdurypaumoHHble pannbl CUeHapueB YCTaHOBKM cpeabl GYHKLUMOHUPOBAHUSA

12.1.1. HBeHTapHbI dann inventories/hosts.yml

B MHBEeHTapHOM Qaine inventories/hosts.yml COAEPXKaATCA aapeca CepBepos
(MMeHa XOCTOB), Ha KOTOpble ycTaHOBAEHbl (byAyT yCTaHOBAEHbI) KOMMOHEHTbI Cpeabl
dyHKUMOHMpPpoBaHMa MMO u noacuctemsl MMO. OnmMcaHMe NapameTpoB WMHBEHTAPHOrO
danna inventories/hosts.yml NpuBeaeHO B caMom daline.

dann cueHapua yCTaHOBKM ANA YCTAaHOBKM cpeabl GyHKUMOHMpoBaHMa MO Ha

1 cepBepe C AJOMEHHbIM UMEHEM ocs—-app.local MMeEET CAeayoWmn BUA:

all:
children:
oCs:
vars:
# HasBanume kjactepa CYBI Postgres
# patroni cluster: ocs-primary

# BupryanbHee IP-ampeca (virtual IP), koTophle OyOyT HNPMCBOEHH
aKTUBHOMY
# cepBepy EBIl B ocHOBHOM kjacTepe u StandBy Leader cepBepy Bl B
PE3EPBHOM KJlacTepe
# keepalived cluster vip:
# ocs-primary: X.X.X.X
children:
# Cepsepa npuioxeHmn IO
app:
hosts:
ocs—-app.local:
# KoHTeHT-cepBepa
content:
hosts:
# CYBI Postgres
postgresqgl:
hosts:
ocs—-app.local:
# BaslancupoBuuk cepBucor "Nginx Web Server"
nginx:
children:




163
AOMI.20134-0191 01

app:
content:
# Cucrema oOHapyxeHus cepBucor "Consul" cepBepa NOPUIOXEHUN
consul:
children:
# CepBepa cucremel obHapyxeHmus cepBucoB "Consul"
consul servers:
children:
app:
# AreHTH cucTeMbl OOHapyxeHusa cepBucoB "Consul"
consul agents:
children:
# postgresql:
# Cucrema oOHapyxeHus cepBucor "Consul" KOHTeHT-cepBepa
consul content:
children:
content:
# CpencrTeo ymnpabjieHMs KOHOUTIypaumsamm cepBucos "Consul
Template"
consul template:
children:
app:
content:
# CepBMC TapaHTUMPOBAHHOM HOOCTaBKM coobmeHmuyrt NATS Streaming
Server
nats streaming server:
children:
app:
# CepBHMC TapaHTUMPOBAHHOM OOCTaBKM coobmeHuyr "Redpanda"
redpanda:
children:
app:
redis:
children:
# CYBI Redis mia xpaHeHUS Ceccum
redis masters:
children:
app:
# Redis Sentinel ofecneumBaeT BHCOKYH OOCTyINHOCTL CYB]II
Redis
sentinel:
children:
app:
hosts:
# IpunoxeHue niga CuHxpoHMU3auum ¢GanmaorB Syncthing
syncthing:
children:
app:
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12.1.2. HacTpOWKN cLEeHapueB YCTAaHOBKM cpedbl PyHKUMOHMpOBaHMA [1MO B
KOHQUIYPALMOHHbIX dannax config/vars/ vars.yml 7

config/subsystems/<Ha3BaHne noacucrtems>/vars/ vars.yml

B AaHHbIX KOHOUIYpPaUMOHHbIX (annax 3a4atoTCA  HACTPOWMKM  CAedyroLmX
KOMMOHEHTOB cpeabl GyHKUMOHMpoBaHKMA [MMO: Redpanda, Consul, CYB/ Redis n CYB/]
PostgreSQL. KoHdurypaumoHHble ¢annbl  vars.yml UCNOAb3YIOTCA TONbKO B Npolecce
YCTaHOBKMU.

OnucaHWe napameTpoB KOHPUIYPaLMOHHbIX GanMnoB vars.yml NPUBELEHO B

KOHPUTYpPaLMOHHbIX parinax B BUAE KOMMEHTapMEB.

12.1.3. HacTponKkM Naponemn n cekpeToB KOMNOHEHTOB cpeabl PYHKLIMOHUPOBAHMA
B KOHOMrypaumoHHbix ¢annax config/secret.yml n config/subsystems/<HasBaHune

noacucremsi>/secret.yml

B AaHHbIX KOHOUTYPALUMOHHbLIX Palnax 3a4atoTca Napoam U CeKPeTbl CeayoLmx
KOMMOHEeHTOB cpeabl dyHKUMOHMpoBaHKMA [MMO: Redpanda, Consul, CYB/ Redis n CYB/]
PostgreSQL.
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13. KOHOUTYPALIMOHHbIE ®AU/IbI MNO
(CLLEHAPUEB YCTAHOBKW IMMNO)

13.1. O6uwana nHpopmauma o KoHoUrypaumoHHbix painax MMo

NMPUMEYAHUE. OnuncaHme napameTpoB KOHOUIypPaLMOHHbIX $aloB CLEeHapMeB
ycTaHoBKku MMO un MMO npueeaeHO B KOHOUIYPALMOHHbIX Gaanax B BUAE KOMMEHTApMEB.
CTpyKTypa KOHpUrypaumoHHbix ¢amnos MO B obwem Buae npmeedeHa Ha
pucyHke  (PucyHok 30).  MupHbim  wpudTtom  BblgeneHbl  Gakinbl, noanexaline
pefaKTMpoBaHUIO.  PeaakTmpoBaHWe  napameTpoB B OCTajlbHbiX  dalnax  He

npeanosiaraeTca.

/var/ocs/config/
—— environments
L — <yaspaHme OKpyxeHMI>
—— wvars
L— vars.yml
—— config.yml
—— subsystems
L — <yaspaHme nomcmcTeMsr>
—— applications
—— <Ha3BaHUEe CcepBUCa>
—— wvars
—— services.yml
—— vars.yml
—— config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 30
MMNO coaepkUT cneaytolime TUnbl KOHOUTYPaALMOHHbIX GanNoB:
— KoHourypaumoHHbln dann MMO (/vars/ocs/config/config.yml);
— KOHPUrypaumMOHHbIe dannsbl noacucTem Mo
(/vars/ocs/config/subsystems/<uasBanue nomcucrems>/config.yml);
— KOoHOUrypaumoHHble danabl C NaponaAMM M TOKEHAMW KOMMOHEHTOB Cpeabl

dyHKUuMoHMpoBaHua MMO (/vars/ocs/config/secret.yml);
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— KoHoUrypaumoHHble  dannbl  cepsucos  (moaynei) MMNO  (/vars/ocs
/config/subsystems/<HazBahHue noncucTeMu>/applications/<HazBaHue

cepsuca>/).

B koHdurypaumoHHom danne MMO coaepkatca HacTponku MMO.

B KOHOUrypauUMOHHbIX daliax NoACUCTEM COAEPKATCA HacTpoMKkmM noacuctem MIO.
Take B KOHOUrypauMoHHble dalabl NoACMCTEM BbiHECEHbl (MOryT ObiTb BblHECEHbI)
oTAeNbHble HAacTPoMKK cepsmcos MMMO, KoTopble MOXKET M3MeHATb aamuHucTpaTop MMO. B
AAHHOM C/yvae B KOHOUIypauuMoOHHOM dalne COAEpPXKMUTCA CEeKUMA C MMEeHeM cepBuca.
Hanpumep, cekuma ona cepenca ocs-auth-accounts-users-api BbINALNT CIEAYIOWMM

obpasom:

ocs—-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHWE! PepaKkTMpoBaHMe KOHPUIypaUMOHHbIX $aliioB CepBMCOB  He

npeanosiaraeTcA.
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13.2. O6buwana uHpopmauma o KOHPUrypaUMOHHbIX pannax cueHapues yctaHoBku M0

CTpyKTypa KOHPUTIYypaUMOHHbIX ainoB cueHapues ycTaHoBKM MMM0 B obwem snae
npuseaeHa Ha pucyHKe (PucyHok 31). XupHbim  wpndtom BblgeneHbl dalinsl,
nognexallme pefakTMpoBaHWio. PegakTMpoBaHMe NnapameTpoB B OCTasibHbIX Gannax He

npeanosiaraeTca.

install-ac-mt
—— config
—— environments
L— <uaspaume OKPpYXeHMA>
—— subsystems
L — <yaspaume nomcucTeMsr>
—— applications
L — <uasBaume cepsuca>
—— wvars
—— services.yml
—— _vars.yml
—— config.yml (mnmn config.yml.j2)
—— internal.yml
—— scopes.yml

—— vars

— _vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
—— secret.yml

—— inventories

—— <Ha3BaHMeEe OKPYXeHUs>
—— hosts.yml

PucyHok 31

CueHapuun yctaHoBkuM TMO coaep:kat cneaylolme TUMbl KOHPUTypPaLMOHHbIX
dannos:

— WHBEHTAPHbIN Pailn inventories/hosts.yml;

— KOHPUrypauUMOHHbIN bann cueHapuAa YCTaHOBKM Mo
config/vars/ vars.yml;

— KOHOUrypaumoHHble  dannbl  cueHapueB  ycTaHoBKM  noacuctem MO

config/subsystems/<nazBaHmMe mnomcmucreMmer>/vars/ vars.yml,;

— wabnoH KoHdUrypaumnmoHHoro darna MMO (config/config.yml.j2);
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— KOHOUrypaumoHHble dannbl noacucrem Mo
(config/subsystems/<uasBaHue nomcucrems>/config.yml);
— WwabnoHbl KOHPUIypaLMOHHbIX dannos noacuctem Mno

(config/subsystems/<uasBaHue nozcucrems>/config.yml.j2);

— KOHOUrypaumoHHble dannbl CepBMUCOB (Momynen) nno
(config/subsystems/<HasBaHue nonmcucTeMer>/applications/<HazBaHue
cepsuca>/);

— KOHOUIypaUMOHHbIA dailn ¢ NaponsmuM M TOKEHaMM KOMMOHEHTOB cpeabl

dyHKUMOHMpPOBaHMA MMNO config/secret.yml.
13.2.1. iHBeHTapHbI dann inventories/hosts.yml

B nHBeHTapHOM dalifie inventories/hosts.yml COAEPKATCA afpeca CepBeposB
(MMeHa XOCTOB), Ha KOTOpble ycTaHOB/EHbl (OyAyT yCTaHOB/MEHbI) KOMMOHEHTbI cpeabl
dyHKUMOHMpPoBaHMa MMNO 1 noacuctems MIM10.

OnucaHnMe napameTpoB MHBEHTapHOro @¢anna inventories/hosts.yml

npusegeHo s n. 12.1.1.

13.2.2. Obwui KOHOUIypaLMOHHbIM dann cueHapues YCTaHOBKM

config/vars/_vars.yml

KOHMrypaumnoHHbIM dann config/vars/ vars.yml ABAAETCA obWMM ANA BCEX
noacuctem n moaynen MMO M coaep)UT MONHbIA NepevyeHb OOWMX MNapameTpos,
OTHOCALLMXCA K noacuctemam m moaynam [1M10.

KoHourypaumoHHble ¢annbl  vars.yml WCNOAb3YIOTCA TO/MbKO B npoLecce
YCTAaHOBKM, MNPU 3TOM KOHPUrypauuoHHble ¢alnbl config.yml (config.yml.j2)

MCNOb3YIOTCA KaK B MpoLecce YCTaHOBKM, TaK M B npolecce akcnayaTaumm MMNO.
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13.2.3. KoHpuUrypaumoHHble pannbl cLeHapueB yCTaHOBKKM ana noacuctem MMO

(dannbl: config/subsystems/<Ha3BaHuWe noacuctembr>/vars/ vars.yml)

KoHPUrypaumMOHHble ¢annbl _vars.yml MNOACUCTEM COAEPXKAT NapameTpsl,
OTHOCALLMECS K KOHKPEeTHOW noacucteme. TakKe AaHHble Ganibl MOTYT ObiTb A40MNO/HEHDI
napameTpamm 13 obulero KOHPUrypaumMoHHOro gannia, 3Ha4eHMA KOTOPbIX HEODXOANMMO
nepeonpeaennTb ANA 3a4aHHON NOACUCTEMDI.

KoHdurypaumoHHble ¢alnbl  vars.yml B OCHOBHOM COAEpaT HACTPOMKM
B3aMMOAENCTBMA MNOACUCTEM C KOMMOHEeHTaMu cpeabl  QYHKUMOHMPOBAHMA U

pacnosiaratoTCA B KaTasiore Co CueHapmammn yCtaHOBKKM NO caedyrowemy nytu:

config/subsystems/<nHazBaHue nomcucreMmer>/vars/ vars.yml

Hanpumep, KOHOUIYpPaUMOHHbIN daln vars. yml ans Mb:

config/subsystems/auth/vars/ vars.yml

13.2.4. lWabnoHbl KOHPUTYpaumoHHbIX darnos MNMO 1 noacuctem MMO

Ha ocHoBe paHHbIX ¢dannoB B npouecce yctaHoBku [MO  dopmupyroTca
KoHPUrypaumoHHble ¢annbl MMNO 1 noacuctem MMO. 3HayeHNA NapameTpoB B WabaoHax
KOHOUIypaumoHHbIx dannax noacuctem MO 3a4at0TcA agMUHUCTPATOPOM, a TaKXkKe
CUEHapMAMM YCTAaHOBKM Ha OCHOBE 3HA4YeHWM, 3adaHHbIX aAMMHUCTPATOPOM B
KOHQUIYPaUMOHHbIX dainax vars.yml.

[aHHble KOHGUTYpaLUMOHHble danabl pacnonaratoTca No caeayolemy nyTu:

config/config.yml.j2
config/subsystems/<uasBanue nomcuctemu>/config/services/config.yml.j2

Hanpumep, wWabnoH KoHPUrypaumoHHoro ¢arna Mb:

config/subsystems/auth/config/services/config.yml.j2
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13.2.5. KoHouMrypaumoHHbii dalin ¢ naponsmm M TOKEHaMM KOMMOHEHTOB cpeapbl

dyHKUMoHnpoBaHus MMO config/secret.yml

B NaHHOM KOHPUrypaumoHHOM ¢alne 3a4atoTcA Napoan M TOoKeHbl Redpanda,
Consul, CYb/[ Redis, CYB/, PostgreSQL, a Tak»Ke CeKpeTHbIN KAtoY KAMEHTOB (CepBMCOB) U
KNtod  WwWndpoBaHMA CekpeToB, XxpaHAawmxca B bBJ. Mpu ycrtaHoske [1MO AgaHHble

KOHPUTypaLUMOHHble Galabl KONMMPYIOTCA Ha CEPBEPbLI MPUAOKEHNIN.
13.2.6. KoHopurypaumoHHble ¢parnnbl noacuctem MMoO

B AaHHbIX KOHOUIYpaUMOHHbLIX dalnax 3a4atoTcA  3HAYEHMs NapameTpoB
noacuctem MMO. B oTanyme oT wabnoHOB KOHOUTYPaLMOHHbIX Gannos noacmctem MMO
3HaYeHMA NapaMeTPOB 33aKTCA TONbKO aAMUHNUCTPATOPOM.

[laHHble KOHOUTYPaLMOHHbIe Galibl pacnonaratoTca No caeayroWwemy nyTm:

config/subsystems/<uaspanme nomcucrTemer>/config/services/config.yml

Hanpumep, wabnoH KoHPUrypaumoHHoro ¢arna MNM:

config/subsystems/appstore/config/services/config.yml.j2

13.2.7. KoHourypaumoHHble ¢pamnbl cepsucos MMO

KoHdurypaumnoHHble daliibl CepBMCOB pacnoaraloTcs B KaTanore co CLueHapusamm

YCTAHOBKM MO CaeaytoWemy nyTu:

config/subsystems/<uasBaHme nomcucrtemu>/applications/<HazBahue
cepsuca>/

Hanpumep, KoHOUTrypauMOHHble dalnbl cepBMca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs—-auth-adminconsole-ui/

OnncaHmMe napameTpoB KOHOUIYpPaLMOHHbLIX $annoB CEPBMCOB MNPMBEAEHO B
CaMMX KOHOUTYPALMOHHbBIX Gaiinax B BUAE KOMMEHTAPMUEB.
BHUMAHWUE! PepakTnpoBaHue KoHobUrypaumoHHbix darnos cepsucos MO He

npeanonaraeTcAa.
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13.2.8. KoHpuUrypaumoHHble pansibl OKPYKReHMUM

B KOHQUrypauMOHHbIX darnax OKPYXEHMA MNepeonpeaenarTca napameTpbl

KOHOQUIypaLUMOHHbIX dannos, onmcaHHbix B N. 13.2.1 - 13.2.7 AnA 3a4aHHOTO OKPYKEHMUA.

PacnonaratoTcs [NlaHHble KOHGUIYpaLMOHHbIE dainbl B KaTanorax
config/environments/<HazsBaHue OKpPYyXeHns>/ 7 inventories/<HasBaHue
OKPYXeHUs>/.

BHUMAHUE! B KOHOUrypauuoHHbIX dalnax OKPYKEHMM He [AonycKaeTcA
MCNONb30BaTb WABAOHbI KOHPUTYPALMOHHbIX GannoB (GaraoB C pacUMPEHNEM « .j2»).

Onsa nepeonpegeneHna napameTpa HeobBXOAMMO BbINONHUTL Caeaytoulme
nencTenAa:

— C03[4aTb B KaTanore inventories/<HasBaHue OKpPyxeHMA>/ WMHBEHTAPHbIN
dann hosts.yml No aHanornm c danom inventories/hosts.yml M 334aTb B CO34aHHOM
danne Tpebyemble 3HaYEHNSA NAPAMETPOB;

— C034aTb B KaTanore config/environments/<HasBaHue OKpYyXeHnsa>/
Tpebyemblit KOHPUTYPALMOHHbIA Al C yY4eTOM ero pacnosioKeHus B KaTanore config.

Hanpumep, anAa nepeonpeaeneHusa napamMeTpoB KoHOUrypaumoHHoro danna
config/vars/ vars.yml ON1A OKPY)EHWA release A0/KeH ObiTb CO34aH CredytoLmi
KOHQUIYpPaUMOHHbIA Gann: config/environments/release/config/vars/ vars.yml;

— CcKonmpoBaTb Tpebyemblh MapameTp (BKAKOYAA CEKUWIO, B KOTOPYK BXOAMT
napameTp) 13 obuwero KoHpurypaumoHHoro darna cueHapumes yctaHoBku MO nau
KOHPUTrypaumnmoHHoro ¢arna cueHapmes ycTaHoBKM noacuctem MMO;

— BCTaBMTb CKOMMPOBAHHOE 3HAYeHMEe B aHA/IOTMYHbIN KOHOUIYPALMOHHbIA Gain
NNA 3a@HHOTO OKPYKEHUS;

— 334aTb Tpebyemoe 3HauYeHMe napameTpa.
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13.2.9. MNopsaaok paboTbl ¢ KOHPUTYPALMOHHbIMM PanaMmM CLLEHAPUEB YCTAHOBKM

Mno

MapameTpbl KOHPUTYPALMOHHbIX GaNoB CLEHAPUEB YCTAHOBKM MPUMEHSIOTCA

COrnacHo npuopmuTeTam, 3agaHHbiM B Tabanue (Tabanua 32).

Tabnnua 32

Tunbl KOHGUTYPAUMOHHBIX
bannos

KaTtanor (vnma ¢panna)

MNopAagoK NnpuMeHeHuA
napameTpos (npuopuTeT

napameTpoB)
O6wwe (ana scex noacuctem |config/vars/ vars.yml 1 (CaMblt HU3KIUM
n moaynewn NMoO) npuopuTeT)

KOHQUIYpPaLUMOHHble Ganbl
(WabnoHbl
KOHOUIYpaLUMOHHbIX Gannos)
cueHapues ycTtaHoBkM 110

config/config.yml.j2

KoHdurypaumoHHble daibl config/subsystems/<uasBaH |[)
>

CLEHAPUEB YCTaHOBKM ve nomcucTeMe>/vars/

noacuctem Mo
Hanpumep,
config/subsystems/auth/va
rs/

Obuwue (o8 Bcex noacmucTem config/environments/<uHass |3

n moaynein NMO)

KOHQUTYPaALMOHHbIE Ganbl
cueHapues yctaHoBkM 110
NNA 331aHHOTO OKPYKEHMS

aHue
OKpyXeHusa>/vars/ vars.yml

config/environments/<HazB
aHue
okpyxenus>/config.yml

KoHdurypaumoHHble Gpannbl
CLleHapWeB YCTAaHOBKM
noacuctem MNMNO ana
33/1aHHOI0 OKPYXKeHMA

config/environments/<okpy
XeHne>/<Has3BaHMue
rnoIcucTeMe>/vars/

4 (camMbli1 BbICOKUM
npuopuTeT)
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Mpwn yctaHoske MMO napameTpbl KOHOUIYpPaALMOHHbLIX $alnaoB NPUMEHAIOTCA B
COOTBETCTBUM C MNOPAAKOM, MNpuBedeHHbIM B Tabnuue (Tabnuua 32), T.e. cueHapui
yCTaHOBKM  0b6pabaTbiBaeT CHa4vana  KOHPUrypauWOHHble  Galnbl B KaTanore
config/vars/, 3aTeEM B KaTanore config/subsystems/<uHazBaHue
nomcucTemer>/vars/ W T.4. Ecav, Hanpumep, Kakon-nnbo napameTp OAHOBPEMEHHO
33flaH M B config/vars/ Mconfig/subsystems/<uasBanme noncuctems>/vars/, [0
byaet YCTQHOB/IEHO co 3HaYeHneM napameTpa, 33aHHbIM B
config/subsystems/<uaszBaHue nomcucTemer>/vars/

Huxxe onucaHbl npaBuaa 06paboTkM cueHapuammn yctaHoBku MMO napameTpos,
MaCCMBOB 1 CMUCKOB, €C/IM OHWM OAHOBPEMEHHO 3a4aHbl B HECKObKNX KOHOUIYPALMOHHbIX
dannax.

MpaBuno obpaboTKM NapameTpOoB: 3HAYEHME NapameTpa B KOHOUTypPaLMOHHOM
danne c Honee BbLICOKMM MNPUOPUTETOM Mepeonpenenset 3HayeHWe napameTpa B
KOHPUTypaunMoHHOM dpanne c 6onee HU3KUM NPUOPUTETOM.

[Tpmep napameTpa:

redis password: "example redis password"

MpaBnno 0bpaboTKM MaACCMBOB: MACcCUB B KOHOUrypaumoHHOM danne ¢ bonee
BbICOKMM MPUOPUTETOM NepeonpeaenieT MaccMB B KOHPUIypaumoHHoM paine ¢ bonee
HU3KMM NPUOPUTETOM.

[Mprmep maccmBa:

pg hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
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method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: mdb

MpaBnio 06paboTKM CMMCKOB: €C/IN CMUCOK B KOHOUIypaLUMoHHOM daiine c bonee
HU3KMM  NMPUOPUTETOM  COAEPXKMT HOBble 3/71eMeHTbl  (KOTopbix He 6bi10 B
KoHduUrypaumoHHom ¢aine c 6onee BbICOKMM MNPUOPUTETOM), OHWM A00aBAsAOTCA K
MCXOAHOMY  CMWUCKY.  3HayeHWe napameTpa B  CAWCKe, COAep’Kallemcsa B
KOHPUTypaLUMOHHOM daiie ¢ Bosee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3Ha4yeHne
napameTpa M3 CNUCKa, COAEPKallerocs B KOHPUrypaumMoHHOM daine ¢ bonee HU3KUM
NPMOPUTETOM.

[Npumep cnucka:

postgresqgl:
dbname: example db name # database name
port: 5432 # port
user: example user # user
password: ocs # password
extensions: ["pg partman bgw", "pg trgm", "pg stat statements",

"pgcrypto"] # necessary extensions
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NMEPEYEHb TEPMWUHOB M COKPALLIEHUI

Micnonb3yemble B HAaCTOALWEM AOKYMEHTE TEPMMHbI M COKpaLLeHWs NpuBeaeHbl B

Tabanue (Tabnamua 33).

Tabnnua 33
Coﬁ)r;lvcle:/me PacwundposKa

b/, basa AaHHbIX

nC [ocyaapcTBEHHAA MHGOPMALLMOHHAA CMCTEMA

nNC NHGOPMALIMOHHbIE CUCTEMBI

HC/A, HecaHKUMOHMPOBAHHbLIN A0CTYN

OoC OnepauyoHHasa cucTema

N6 MNoacuctema 6e3onacHoOCTH

WY Moacuctema «MapKkeT»

no [MporpammHoe obecnevyeHune

NnoocC Moacuctema obHoBneHMs OC

rncy Moacuctema CepBUC yBEAOMIEHWUI

rny Moacuctema MNMnatdopma ynpasneHna

nyT [loacmncTema ynpaBaeHMA TEHAaHTaMM

rnro MprKnagHoe nporpammHoe obecneyeHne «Aspopa LleHTp»

MNpeanpuatune- ObuwecTBo C OrpaHMYeHHON OTBETCTBEHHOCTbIO « OTKPbITaA

M3roTOBUTEIb, MmobunbHaa nnatpopma» (000 «OTKpbITad MOOUIbHAS

npeanpuaTmne- nnatTpopma»)

pa3paboTymk

MMpunoxkeHue [MpunoxxeHnem ABNAETCA MobunbHoe npuaoXKeHune,
dyHKLUMOHMpPYtoLee nop ynpasneHem OC Aspopa

C3K CpeacTso 3aWmTbl MHPOPMaLMHK

Crno CneupanbHoe nporpaMmmHoe obecneyeHme

CYb/, Cuctema ynpaBneHus 6azamm AaHHbIX

TokeH TOKeH - ayTEHTUDMKALUMOHHbIE AaHHbIE, KOTOPbIE BblAAIOTCA
NONb30BATENO MOC/AE YyCNELWHOMW aBTOPM3aLMM U ABNAIOTCA
KAKOYOM A8 A0CTyNna K cay>kbam
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Tepmun/
CoKpaleHue

PacwundpoBKa

Tunbl nopToB

1. BHeWwHmin - 4OCTyN K A@aHHOMY TNy NOPTOB OCYLLECTBAAETCA U3-
3a NpefesioB KOHTPOIMPYEeMOW 30HbI. Hanpumep, 3anpochl oT
nonb3oBaTenen ¢ posbto Monb3oBaTens ABpopa MapkeT. [JocTyn K
AAHHbIM MOPTaM MMEET HapyLNTEIb;

2. BHyTpeHHWM - 4OCTYN K AaHHOMY TUMY NOPTOB MOXKET
OCYLLECTBAATLCA TONbKO M3 KOHTPO/IMPYEMOW 30HbI. [laHHbIe
NOPTbl MCNONB3YIOTCA ANA B3aUMOAENCTBUA: MEXKAY CEPBUCAMM
MNO, cepsucos MNMO ¢c KOMNOHeEHTaMM cpeabl PYHKLMOHNPOBAHMA
MMNO, komnoHeHTamu cpeabl GyHKUMOHMpPoBaHua MMI10,
NPUBUAErMPOBaAHHbLIX Nosib3oBaTener ¢ MNMO

YCcTponcTBo

[MoA yCTpOMCTBOM NoApa3yMeBaeTcs MobMAbHOE YCTPOMCTBO, Ha
KOTOpPOM GYHKLUMOHMPYOT COOTBETCTBYHOLWME KOMNOHEHTbI MO

LOA

LleHTp 06paboTKM AaHHbIX

3BM

3J'IeKTpOHHO-BbIL|l/IC}'Il/ITeJ'I bHaA MmallMNHa

34

JKcnayaTauMoHHaA AOKYMeHTalumn

API

Application Programming Interface — onuncaHue cnocobos (Habop
Knaccos, npoueayp, GyHKLUNM, CTPYKTYP MU KOHCTAHT),
KOTOPbIMM OZlHA KOMMbIOTEPHAA NPOrpamma MoXKeT
B3aMMOJENCTBOBATL C APYron Nporpammon

CD-ROM

Compact Disc Read-Only Memory — pa3HOBMAHOCTb KOMMaKT-
NMCKOB C 3aMMCaAHHbIMW HA HUX A@HHbIMM, AOCTYMHbIMU TONBKO
NNA YTeHUs

CDN

Content Delivery Network

Cookie

Hebonblwon pparmeHT AaHHbIX, OTNPaBAEHHbI BeH-cepBeEPOM U
XpaHUMbIM Ha 9BM nonb3oBaTens. Beb-kaneHT (06blyHO
Beb6-6pay3ep) BCAKUI pa3 NpM NOMbITKE OTKPbITb CTPAHULLY
COOTBETCTBYHOLLErO Beb-caiTa nepechbinaeT 3ToT dparmeHT
NaHHbIX Beb-cepBepy B cocTase http-3anpoca

CSS3

Cascading Style Sheets 3 — cneuundunkauma CSS. Mpeactasnaet
coboit dopmanbHbI A3blK, PEaNIM30BAHHbIM C MOMOLLbIO A3bIKA
pPa3MeTKM

DHCP

Dynamic Host Configuration Protocol - ceTeBoi npoTokon,
NO3BONAOLLMN CETEBLIM YCTPONCTBAM aBTOMATUYECKMN NOYyYaTb
IP-anpec n apyrve napameTpbl, Heobxoanmble Ana paboTbl B
cetn TCP/IP

DNS

Domain Name System - KOMNblOTEPHAA pacnpeneeHHada
cMcTema Ans nonyvyeHns MHGopmMaLmm o JoOMeHaXx




177
AOMI.20134-0191 01

Tepmun/
CoKpaleHue

PacwundpoBKa

DVD

Digital Video Disc - onTnyeckum Hocutenb MHGoOpmMaLmnm,
BbINO/IHEHHbIN B GOpPMe AMCKA, ANA XPAHEHMA PA3NNYHOM
MHGOPMaLMKM B LMPPOBOM BUAE

ECMAScript 5

BcTpavBaeMblt paclUMpPAEMbIN HE MMEKOLWMIA CPeACTB
BBOJA-BbIBOAA A3bIK NPOrPaMMMUPOBAHUA, NCNONb3YEMbIN B
KayeCTBe OCHOBbI 418 NOCTPOEHMA APYTMX CKPUNTOBbLIX A3bIKOB

HTML5

HyperText Markup Language, version 5 — A3bIK A1
CTPYKTYPUPOBAHMA M NpeacTaBAeHMA COAEPHKMMOro Beb-
CTPaHMLbI

HTTP

HyperText Transfer Protocol — npoTokon npuKkaaaHoro ypoBHs
nepeaayn aaHHbix. OcHoBon HTTP ABnsieTca TEXHONOIMSA
«KNMEeHT-cepBep», TO eCTb NpeanoaraeTca CyL,ecTBoBaHMe
notpebuTenen (KAMEeHTOB), KOTOPbIE MHULIMMPYIOT COeanHEHNE U
MOCbINIAKOT 3aMpPOoC, U NOCTaBLINKOB (CeEpBEPOB), KOTOPbLIE
OXXMAOQT coegmnHeHnA ANA NoayvYeHna 3anpoca, Npom3BoOaAT
HeobxoaAMMble AeNCTBMA M BO3BpaLLatoT 0b6paTHO cooblueHme ¢
pe3y/ibTaTOM

HTTPS

Hypertext Transfer Protocol Secure - pacwmpeHne NpoToKoNa
HTTP ana noaaepkun WndpoBaHMA B LEenax NoBbllLIEHWA
6e3onacHocTK. [laHHble B npoTokone HTTPS nepeaatoTca nosepx
KpunTorpaduyeckmnx npotokonos SSL mam TLS

Internet Protocol - 0CHOBHOM NPOTOKO/ CETEBOrO YPOBHS,
MCNonb3yoLlwmica B VIHTepHeTe n obecnedynBatomin e AnHYO
CXEeMY IOTMYEeCKOM agpecaumm yCTPOMCTB B CETU U
MapLLpyTU3aLMIO AaHHbIX

ISO-06pa3

Ob6pa3 oNTMYECKOro AMCKa, coaepKallmin GannoByto cucTemy
ctaHaapTa I1ISO 9660

JSON

JavaScript Object Notation — TekcToBbIN dpopmaT obmeHa
AAHHbIMM, OCHOBAHHbIM Ha JavaScript

MTP

Media Transfer Protocol - annapaTHO-He3aBMCKUMbI NPOTOKON,
OCHOBaHHbIN Ha PTP

NFS

Network File System — npoTokon ceTeBoro gocTyna K ¢anaoBbiM
cMcTeEMam, NO3BOAKOLMIA MOHTUPOBATL (MOAKAOYATD)
yAanéHHble dannosBble CMCTEMbI Yepe3 CeTb. 33 OCHOBY B3AT
NPOTOKO/ BbI30Ba yAanéHHbIx npoueayp (ONC RPC)

Nginx

Beb-cepBep 1 NOYTOBLIM NPOKCU-CepBep, paboTatolwnii Ha
Unix-nogo6Hbix OC



https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BA%D1%81%D0%B8-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/Unix
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Tepmun/
CoKpaleHue

PacwundpoBKa

OIDC

OpenlD Connect — ypoBeHb ayTeHTUdMKaumm OAuth 2.0,
MHOPACTPYKTYpbl aBTopm3aumn. KoHtpoanpyetca OpenlD
Foundation

RPM-nakeT

daitn popmaTa .rpm, NO3BONALWMIA YCTaHABANBATD, YAANATb U
06HOBNATL MPUNONKEHNA Ha YCTPOMCTBAX

SMTP

Simple Mail Transfer Protocol - ceTeBoi npoTokon,
npefHa3Ha4YeHHbIN ANA nepesaym SN1eKTPOHHOM NOYTbl B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHS,
NO3BONAOLWMN NPOU3BOANTL YaaneHHoe ynpasaeHne OC n
TyHHenmposaHue TCP-coeaMHeHUI (Hanpumep, ANa Nepenaym
dannos)

TCP

Transmission Control Protocol - npoToKoA TPaHCNOPTHOIO YPOBHS,
rapaHTUPYIOLWMIA LEeNOCTHOCTb NepeaaBaeMblX AaHHbIX U
yBeOMAEHWE OTNPABUTENA O pe3y/ibTaTax nepeaaymn

TLS

Transport Layer Security — Kpuntorpapuyeckmin NpoToKON,
obecneynBaloLWMM 3aLUMLLEHHYIO Nepeaady AaHHbIX MeXay
y3/1aMun B ceTu MIHTepHeT

URL

Uniform Resource Locator — eanHoob6pa3Hbin 1O0KATOP
(onpenennTenb MeCTOHAXoKAeHWs) pecypca
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