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1. ObWWAA NHPOPMALINA

1.1. Ha3HayeHuMe u coctas MO

MMNO ABnseTcA NPMKNAAHbIM MNPOrpPammHbIM obecneyeHMem CO BCTPOEHHbIMM
MexaHM3MaMn  3alWuTbl MHGOPMALMKM OT HeCaHKUMOHMpOoBaHHOro aoctyna (HCA),
npeAHa3HaYeHHbIM ANA:

— ynpasneHusa  ycTpoictBamm®,  GYHKUMOHMPYIOWMMM  MOA,  ynpasBieHnem
onepaunoHHom cuctemsbl (OC) ABpopa, OC Android n OC cemelicta Linux;

— YNPaBAEHMUA KU3HEHHbIM LIMKIOM MPUNOKEHWNA?;

— OTNpaBKM push-yBeAOMNEHUIN HA YCTPOMCTBA;

— obHoBneHna OC nyTem MNOAyYeHMA M3 AOBEPEHHOrO XPaHWMAMLLA MAKeTOB C
nameHeHmamm OC (obpasa OC) M umx yCTaHOBKM. [lpM 3TOM YyKasaHHble MNPOLECChHI
BbINMONHAKOTCA WTaTHbIMKM cpeactBamm camonm OC, a [MMNO yuyacTByeT AvWb B WX
MHMUManm3aumm 8 OC 1 He rapaHTUPYET MX YCNEeLIHOro 3aBepLleHuns;

— aBTOMATM3MPOBAHHOW 06PabOTKM cneayoWmMX BUAOB MHGOPMALINM:

e 006LWenoCTYNHOM MHPOpMaLUK;

e NHOOPMAUMM OrpaHUYEHHOro AOCTyMa, He coAepKallen CcBeaeHU,
COCTaBAAKWMX TOCYAAPCTBEHHYIO TalHy, MoANexallen 3almuTe B COOTBETCTBUMWU C
TpeboBaHMAMM AENCTBYIOLLErO 3aKoHOA4ATeNbCTBa Poccuinckon depepaumm B obnactu

MHGOPMALIMOHHOM Be30MacHOCTM.

! OnpepeneHne TepmuHa «YCTponcTBo» NnpuseaeHo B Tabanue (Tabauua 34).
2 Onpegenexune TepMmuHa «Ipunoxerune» npuseaeHo 8 Tabauue (Tabavua 34).
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MMNO moxeT 6bITb MCNOAb30BAHO, HO HE OrPaHMYMBATLCA, B CAeAyHOLWMX CUCTEMAX
M obbeKTax:

— B TOCYOapCTBEHHbIX MHPOpPMaLMOHHbLIX cucTemax (MTMC), He coaeprkaumx
nHGopPMaLMM, COCTaBAAOLIEN FOCYAaPCTBEHHOM TalHbl, A0 1 Knacca 3aWMUEeHHOCTH
BK/HOYMTE/IbHO B COOTBETCTBUM C AOKYMEHTOM « TpeboBaHMA 0 3almnTe MHGOPMALLMK, HE
COCTaBMAKOWEN TOCYAAPCTBEHHYIO TaMHy, COAepXKallemca B  TOCYAapCTBEHHbIX
MHOOPMALMOHHbBIX CUCTEMAXY, YTBEPKAEHHbIM NpuKazom PCTIK Poccum oT 11 dpeBpans
2013 r.Ne 17;

— B MHOOPMALMOHHbIX CUCTEMAX NepcoHanbHbiX AaHHbIX (MCMAH) Ao 1 ypoBHS
3aWMLULEHHOCTWN BKAOYUTENIBHO B COOTBETCTBUMU C AOKYMEHTOM «COCTaB U CoAepKaHue
OpPraHM3auUMOHHbIX M TEXHUYECKMX Mmep No obecneyeHnto 6e30nacHOCTN NePCOHaNbHbIX
AaHHbIX NpKn Ux 06paboTke B MHPOPMALMOHHbBIX CUCTEMAX MEPCOHANbHbIX AAHHbLIXY,
yTBEPXKAEHHbIM NpuKazom PCTIK Poccum ot 18 dpeBpans 2013 r. Ne 21;

— B aBTOMAaTM3MPOBAHHbIX CMCTEeMax ynpasaeHma A0 1 Kaacca 3aWMULEHHOCTH
BKOYMTENIbHO B COOTBETCTBUM C AOKYMEHTOM «TpeboBaHMA K obecnevyeHuto 3aLmuThl
nHGopMaLyMM B aBTOMATM3MPOBAHHbIX CUCTEMAX YNpPaBAEHMA NPOM3BOACTBEHHLIMWN U
TEXHONIOTMYECKMMIN MPOLLECCAMM HA KPUTMYECKM BaXKHbIX 0OBbEKTaX, MOTEHLMaNbHO
OMNacHbIX 0OBEKTAX, a TakKe 0ObeKTax, NpeAcTaBAAOLWMX MOBbILWLEHHYO ONACHOCTbL A/A
W3HW U 340POBbA NOAEN M ANA OKPYXKatoWeM NpUPOLAHOM cpeabl», YTBEPHKAEH HbIM
npunkasom ®CTIK Poccum ot 14 asrycta 2014 r. Ne 31;

— Ha 3HaYMMbIX 0OBEKTAX KPUTMUYECKON MHPOPMALMOHHOM MHPPACTPYKTYpPbI A0 1
KaTeropuMm BKAKOYMTENbHO B COOTBETCTBMM C AOKyYMeHTOM «TpeboBaHuA no
obecneyeHnto 6e30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTUYECKOM WMHPOPMALMOHHO
MHOPaCTPyKTypbl Poccuiickon Pepepaummy, yTeepKRaeHHbIM Npukazom OCTIK Poccum

oT 25 aekabps 2017 r. Ne 239;
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— B WMHPOPMaUMOHHbIX cuctemax (MC) obuiero nonb3oBaHMA A0 2 Knacca
BK/IIOYMTENBHO B COOTBETCTBMU C AOKYMEHTOM «TpeboBaHMA O 3awmTe MHopmaumm,
cozepallenca B MUHGOPMALLMOHHbBIX CUCTEMAxX 0OLLEro NONb30BaAHMNAY, YTBEPKAEHHbBIM
npunkaszom ®Chb Poccun n PCTIK Poccmm oT 31 aBrycta 2010 r. Ne 416/489.

MMO cocTOMT U3 CaeayoLMX NOACUCTEM?:

— noacuctema besonacHoct (MB);

— noacuctema «Mapket» (MM);

— noacuctema Mnatdopma ynpasnenua (MY);

— noAcucTema ynpasneHua TeHaHTamm (MYT);

— noacuctema Cepsuc ysegomneHuin (MNCY);

— noacuctema obHosneHns OC (MOOC);

— noacucTema AoctaBKkM KoHTeHTa (CDN).

MPUMEYAHUE. TMMNO cocTouT Takke M3 MHPPACTPYKTYPHbIX KOMMOHEHTOB,
npuseseHHbix B n. 1.1.2.

Bsamopencresme mexay NoACUCTEMAaMM M KOMMOOHEHTaMM  MOACUCTEM
OCYLLECTB/IAETCA C MCNO/Ib30BaHMeM npoTokona HTTP craHgapt RFC 2616, npu sTom
obmeH AgaHHbIMM ocyllecTsaseTca B popmaTe RFC 8259 (JSON).

[na nonyyeHua push-yBegomneHuin Ha yCTPOMCTBaxX MCNONb3yeTca push-AeMoH,
BxoasaWwmin B coctaB OC ABpopa. Push-aemoH, B cBOto o4yepesb, B3aumoaenctayeT ¢ MNCY
no 3awuueHHomy npotokony TLS (RFC 5246, RFC 8446) ¢ npotokonom TCP (RFC 793) Ha
TPAHCMNOPTHOM YPOBHeE.

B KayecTBe cepsepa 6a3bl gaHHbIX (B[) Mcnonb3yeTca cepBep C YCTaHOBAEHHOWM
cucTtemor ynpasneHms 6asamum aanHHbix (CYB/) Postgres Pro nam PostgreSQL, B KoTopo
XpaHATcA aaHHble 1110, ana yero npu passBepTbiBaHWUM co3gaeTca cneumanoHaa b. [na

XpaHeHna nHdopmaumm o ceccnax ncnonsayetca CYB/ Valkey.

3 Cocras noacucrem MO 3aBUCUT OT KOMNAEKTHOCTH BAPMAHTOB MOCTaBKK, KOTOPbIE OnpeaenAarTca yC10BUAMMN
JIMLLEH3MOHHOrO Aorosopa.
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MoacucTtemsl, Bxoaauwme B coctas [1MO, NO3BONAT BbINOAHATL NOTMPOBaHME
MHOOPMALMOHHBIX CcoobleHnn, coobueHnn 06 owmnbkax, npeaynpexaeHuin wu

0TNaA04YHON MHGOPMALMM B CUCTEMHbIN XKypHan OC (systemd-journald).
1.1.1. OnuncaHue noacmucTem

1.1.1.1. NMoacuctema 6e30nNacHOCTM

b npeaHa3sHavyeHa Ana peannsaummn cneayrowmx dyHkumnm 6esonacHoctum MMO:

— NAEHTUPUKALUM M ayTEHTUOUKALMN NONb30BATENEN U YCTPONCTB;

— ynpaBAeHnAa NAeHTUPUMKATOPaMM NoNb30BaATENEN N YCTPOWCTB;

— ynNpaBAeHWA cpeaCcTBaMM ayTEHTUPUKALNK;

— YNpPaBAeHMA YYETHbIMM 3aNMUCAMM NONb30BATENEN N YCTPOMCTB;

— yNpaBAeHMA AOCTYNOM CybbeKkTOB A0CTyNa K 06beKkTam A0CTyNa;

— perucrTpaumm cobbiTnim besonacHoCTy;

— NpeaocTaBneHMA NONb30BaTENAM A0CTyNa K MHTepdency Mb.

b cocTOUT 13 CreAyroWmMX KOMMNOHEHTOB:

— KoHconb BXxoaa Nonb3oBaTenem;

— KoHconb agmuHucTpatopa [16;

— Cepsep npunoxeHuni M.

KoHconb Bxoaa nosb3oBaTesielt no3sondeT nonb3osatenam MO ocyuwlecTsnatb
BBOA MAEHTUOUKAUMOHHOM 1N ayTEHTUOMKALMOHHON MHDOPMaUMK.

KoHconb agmuHuctpatopa [16 no3sonseT ynpaBaATb YYeTHbIMM  3aMMCAMM
nonb3oBaTenen n paboTtaTb C *KYPHANOM PerncTpaLmm codbITUiA.

Cepsep npunoxeHuni MNb npeacrtasnaer coboin COBOKYMHOCTb BED-NPUNOKEHUN,
peanusyowmx QOyHKUMM HE30NacHOCTM, a TaKKe M03BONAKWMX XpaHUTb B B ©
nNpeaocTaBnATb nonb3osatenam MMO AocTyn K AaHHbIM 06 YYETHbIX 3aMUCAX U XKYpHany

permcTpaumm cobbITni.
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1.1.1.2. Noacuctema «MapkeT»

MM npeaHa3HayeHa Ana obecneyeHums:

— YNPaBAEHMA XKM3HEHHbIM LMKAOM MNPUAOKEHUN (3arpy3ka, COriacoBaHMe,
yaaneHue n nybamkauma);

— ynpaBneHna AncTpubyumen onybAMKOBAHHbIX NPUNOKEHUI (CKauMBaHMe,
yCTaHOBKa, 06HOBNEHWE U yaaneHune);

— NpeaocTaBAeHMA NOAb30BATENSAM A0CTyNa K nHTepdeicy MNMM.

MM cocTouT 13 cneayrowmx KOMMNOHEHTOB:

— KoHconb agmunHucTpaTtopa [NM;

— KoHconb pa3zpabotynka MMM

— [MpunoxeHne «ABpopa MapKeT»;

— Cepsep npunoxeHuit NM.

KoHconb aamuuHuctpatopa [IM  nos3BondeT OCyWwecTBAATb B3aMMOAENCTBUE
AamumHucTpatopa Aspopa MapkeTa ¢ [TM B 4acTh paboTbl C NPUNOKEHUAMM.

KoHconb paspabotyunka MM nossondeT A06aBnATb HOBble M OBHOBAATL paHee
3arpy’keHHble MNPUIOXKEHMA, a TaKXKe MNoayyaTb AO0CTyN K XPaHMMOM MHPOopmauum o
NPUIOXKEHUNAX.

MpunoxxeHwne «ABpopa MapkeT» BbIMNOJIHAETCA Ha YCTPOWNCTBAX,
OYHKUMOHMPYLOWMX noa, ynpasneHnem OC, M CAYXUT ANa OTODParKeHWs AaHHbIX O
NPUNOXKEHMAX, @ TaKXKe A1A UX 3arpy3KM, YCTAHOBKM, OOHOBAEHMA N yAaNEHNSA.

Cepsep npunoxenHuit MM npeactaBnaeT cobo COBOKYNMHOCTb BEO-NPUNOIKEHUN,
No3BONAKOWNX XpaHUTb B B[l 1 npesoctasnaTb nonb3osatenam MO nHPopmaumto o
npunoXKeHnAax. [pn 3TOM CaMu MPUNOXKEHMA, UX 3HAYKM M CKPUHLIOTbI XPaHATCA B
daNoBOM XpaHUAMLLE.

1.1.1.3. Moacuctema Mnatdopma ynpaBnaeHma

MY npeaHasHaveHa ana obecneyeHms:

— ynpaBneHua OTAeNbHbIMW YCTPOMCTBAMW (onepaTMBHOE ynpasaeHue) w

rpynnamm yCTPOWCTB;
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— YyNpaBAeHMA NOAUTUKAMU, OPNaNH-CLEHAPUAMMY;

— ynpaBAeHKnA 3anncamm 0b yCTPOMCTBAX M NOJIb30BATENAX YCTPOMCTB;

— YMpPaB/eHNA NPUNOKEHUAMM HA YCTPOMUCTBAX;

— KOHTPO/A COCTOAHMSA YCTPOMCTB;

— KOHTPO/A NPUMEHEHMA NOIUTUK Ha YCTPOMCTBAX;

— MOHMWTOpPMHIa cobbITUIM M NPeaoCTaBAEHMA OTYETHOCTH;

— NpeaocTaBAeHMA NONb30BATENSAM A0CTyNa K nHTepdeicy Y.

MY cocTonT 13 creayowmx KOMNOHEHTOB:

— KoHcosb agmunHucTpatopa [1Y;

— [MpunoxeHne «Apopa LeHTp»;

— Cepsep npunoxkeHuin Y.

KoHconb agmuHuctpatopa [1Y no3BOASET OCYyWEecTBAATb B3aMMOAENCTBME
AamuHuctpaTtopa MNaatdopmbl ynpasaeHus c MY.

MpunoxeHune «ABpopa LleHTp» BbINOAHAETCA Ha YCTPOMCTBAX, QYHKLNOHMPYHOLLMX
noa ynpasneHnem OC, n N03BONAET OCYLLECTBAATL B3anmoaencrtame MY c yCTPOMCTBOM, a
TaK)Ke B 3aBMCMMOCTM OT YynpaBaawowero coobuleHMs MAM Ha3HayeHHoro odnamH-
cueHapus, nonydyeHHoro ot Cepsepa npunoxeHui MY, nMmeeT BO3IMOXKHOCTb yMNpPaBasaTb
Pa3NNYHBbIMK QYHKLMAMM YCTPOMCTBA.

Cepsep npunoxenuin MY npeactasnaet cobolt COBOKYNHOCTb BEDO-NPUNOKEHMUN,
NO3BONALWMX XPaHUTb B B/l M npeaocTaBnATb Nonb3osaTenam MMO gaHHble O HACTPOMKaX
n KoHpurypaumm OC, a Takke GOpmMMPOBaTb ynpasaatolmne coodbueHna n opaamH-
CUEeHapuun ana npunoxeHna «Aspopa LleHTp».

1.1.1.4. Noacuctema ynpasaeHna TeHaHTamm

MYT npeaHa3HaveHa ans obecneyerHus:

— YNPaBAEHMA KU3HEHHbIM LMKIOM TEHAHTOB (CO3aaHue, peAakTMpoBaHMe u
yaaneHune TEHaAHTOB);

— yMpaB/ieHMA OpraHM3auMAMM;

— YynpaBaeHnAa KOHTaKTHbIMN LMK Opl'8HVI38LI,VII?I.
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MYT cocTonT 13 cneaytowmx KOMNOHEHTOB:

— KoHco/ib agmnHucTpatopa MYT;

— Cepsep npunoxeHuin MyT.

KoHconb agmuHuctpatopa [YT nNO3BOAAET OCYWECTBIATb B3aMMOAENCTBUE
AAMMHUCTPaATOpa TeHaHTOB C [TYT.

Cepsep npunoxeHnn MNYT npeactaBnaetr cobo COBOKYNMHOCTb BED-NPUNOKEHUN,
NO3BOJIAKOWMX XpaHUTb B BJ] n npegoctasnAaTtb nosnb3osatesiam 1110 gaHHbie O TeHaHTax,
a TaKXe OCyLeCTBAATb yNpaBAeHMEe TEHAHTAMMU.

1.1.1.5. NMoacnctema CepBUC yBEAOMAEHNM

MNCY npeaHa3HayeHa Ana obecneyeHums:

— [0CTaBKM push-yBeJOMAEHNI A0 YCTPOMCTB;

— YNpPaBAeHUA KM3HEHHbIM LMKAOM NpoekToB (Aob6aBneHWe, HACTpOMKa MU
yaaneHue);

— NpeaocTaBAeHMA NONb30BATENAM A0CTyNa K MHTepdency MCY.

MNCY cocTouT 13 cneayroLmx KOMNOHEHTOB:

— KoHconb agmunHucTpatopa MNCy;

— Cepsep npunoxkerHuin MNCy.

KoHconb aamuHucTpatopa [1CY no3BonAeT OCyLWEeCTBAATb B3aMMOAENCTBUE
AamnHuctpatopa Cepsuca ysegomneHun ¢ MNCY B 4acTu ynpaBAeHUA KU3HEHHBIM LMKI0M
NpoeKToB. [1pn 3TOM NPOEKTbI COAEPKAT CAeayoLLyto MHPOPMaLMIO:

— HacTponKku B3ammoaenctemna MNCY n cepsepa BHELIHETO NPUIOKEHMUA,;

— MHOOPMALMIO O BHELIHUX MNPUAOXKEHMAX, pPush-yBeAOMNEHUSA OT KOTOPbIX
nepeaatoTcA Ha YCTPOMCTBa;

— MHPOPMALMIO O KOHTAKTHbIX AMLIAX.

Cepsep npunoxeHuit MCY npeacrasnaetr coboil COBOKYNMHOCTb BEB-NPUNOKEHUIA,
No3BONAOWMX XPaHUTb B B[] 1 npenoctaBnatb cybvektam goctyna MNMO nHdopmaumo o
NPOEKTax, a TaKKe peannsyeT QYHKLUMOHAN AOCTaBKM push-yBeaoOMIEHW A0 YCTPOWCTB

nocpeacTBOM tcp-cepsepa.
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1.1.1.6. NMoacunctema obHoBNeHMUA OC

MOOC npeaHasHavyeHa Ana obecneyeHms:

— npeaocTasneHua nHeopmaumm o naketax OC;

— ynpasBneHua auctpmnbyumeit naketos OC.

MOOC coCcTonUT 13 cneayouwero KOMMNoHeHTa:

— Cepsep npunoxeHuin NOOC.

Cepsep NPUNOXKEHNI MOOC npeacrasndaeT cobom COBOKYMHOCTb
BEO-NPUNOKEHNIM, NO3BONAOLWMX XPaHUTb B B/] 1 npeaocTaBnaTb MHPOPMALLMIO M agpeca
XpaHeHMA nakeTos 3arpysovyHoro moayna OC.

Ona xpaHeHua n anctpmbyumm naketoB OC npumeHseTca ¢alinoBbIM cepsep,
Pa3BepPHYTbIM C UCNOIb30BaHMeM Nginx.

1.1.1.7. lNoacmncrtema AOCTaBKM KOHTEHTA

CDN saBnaetcA onumoHanbHon noacuctemon (MO wm npegHa3HayeHa A1
ONTUMM3ALUMM A0CTaBKM KOHTeHTa MO (ycTaHOBOYHbIE dalnbl NPUNOKEHWI, 3HAYKM,
CKPUHLLOTbI, NakeTbl 06HOBNeHMA OC) nyTem UX pasmelleHns (KelwmpoBaHma) Ha KOHTEHT-
cepBepax TakMm o06pa3om, 4YTOoObl Bpemsa OXWAaHMAa Ana nonb3osaTena 6bino
MUHUMANbHbIM.

CDN coctouT 13 cneaytowero KOMNoHeHTa:

— KOHTEHT-cepBepa (KOHTEHT-CepBepoB).

KoHTeHT-cepBep npeactaBndaer cobon  BebH-NpuAOKeHWe, No3BoAAOLLEE
KewmnpoBaTb B GanNoBOM xpaHuauile KoHTeHT MMNO n npenoctaBnAaTb K HEMY A0CTYnN

npunoxeHnam «Aspopa LeHTp» 1 «ABpopa MapkeT», a Takxke OC ABpopa.



17
AOMI.20134-0191 01

1.1.2. OnncaHmne MHOPaCTPYKTYPHbIX KomnoHeHToB M0

K nHOPaCTpyKTYPHbIM KOMMOHEHTAM OTHOCATCA KOMMOHEHTbI, KOTOpble He
peanunsytoT ueneson dyHkumoHan MMO m BbINOAHAOT CepBUCHbIE QYHKLMN: yNpaBaeHme
cepBMCamuM, TPaAHCMOPTMPOBKA 3aMpoOCOB, XpaHeHWe WHOOPMaALMKN, CUHXPOHM3ALMA
dannoB B pacnpeaeneHHoOM GanmA0BOM XpaHWAMLLE, 3aMyCK 33aay MO pPacnmcaHuio,
napTUuUMoHnpoBaHue Tabanu B b/,

MMNO cocTtonT 13 cneayowmx MHGPACTPYKTYPHbBIX KOMMOHEHTOB:

— BHYTPEHHMN 6aNaHCMPOBLUMK;

— cuctema obHapykeHus cepsmncos Consul;

— CpeacTBO ynpaBaeHma KoOHOUrypaumamm cepsmcos Consul Template;

— CepBMC rapaHTMPOBaAHHOM A0CTaBKM cooblleHnin Redpanda;

— CYbB[ Valkey (fork CYB/ Redis);

— pacwupeHune PG Partition Manager (pg_partman) ansa CYB[ PostgreSQL wu
Postgres Pro;

— MAAHUPOBLUMK 3aaad pg_cron ana CYb/ PostgreSQL n Postgres Pro;

— NPUNOXKEHME ANA CUHXPOHM3aUMKN Ppannos Syncthing.

bonee noapobHoe onmcaHMe MHPPACTPYKTYPHbIX KOMMNOHEHTOB MNPMBEAEHO B

noapasaene 2.1.
1.2. Cy6bekTbl 4OCTYNA M NpaBa Ha AOCTyn K nHtepdencam MMNO

1.2.1. CybbekTbl goctyna (poaun) MNMo

CybbekTamum A0CTyna MOryT ABAATLCA:
— nonb3oBatenu MMO;

— npoueccobl bes y4acTumA nonb3oBaTenem.
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CybbekTam [ocTyna MoxeT 6biTb Ha3HayeHa OfHa WM HEeCKoAbKo ponei?,
NO3BONAIOLMX BbIMONHATL CAeaytolime AeNCTBUA:

— AOMMHUCTPATOP Y4YEeTHbIX 3anuMcerm — YyApPaBAATb YYETHbIMWU  3aMNUCAMM
nonb3oBaTenen (Hanndme ponun obszatensHo B MM10);

— AamuHucTpatop AsBpopa MapkeTa —ynpasnate [TM yepes3 nHtepdenc MNMo;

— AamunHuctpatop Mnatdopmbl ynpasneHmnsa — ynpasnatb MY yepes nHTepdenc
Mro;

— AOMUHUCTPATOP YCTpOMCTB [lMnaTdopmbl ynpasBneHns — ynpasnsatb (1Y yepes

nHTepdeic NMO 6e3 gocTyna K U3MEHEHUAM KPUTUYECKMX HACTPOEK;

— AAMUHUCTPATOP TEHAHTOB — ynpaBaATh MYT yepes nHtepdeic MMo;

— AamunHuctpatop CepBuca yBeAOMAEHUMN — yNPaBAATb KM3HEHHbIM LMKIOM
NPOEKTOB;

— CneumanncT TEXHMYECKOrO 0OCAYKMBAHUA YCTPOMCTB NnaTdopMbl ynpaBaeHms
—ynpasnaTb Y yepes nHtepderic MMO 6e3 gocTyna ynpaBaeHMEM NapKOM YCTPOMNCTB;

— Cneumannct  TexHW4yeckorm  noadepxkm  [MnaTtdopmbl  ynpasneHus  —
OCYLLECTBAATb YAa/eHHYIO NOAAEPKKY NOb30BATENEMN;

— OnepaTop ayamTa — paboTaTb C }KYPHANOM PErncTpaLmm cobbiTmi;

— Pa3paboTumk — 0o6aBNATL HOBblE, 0OHOBAATL PaHee 3arpyKeHHble NPUAOKEHMA
M NONy4aTb MHPOPMALIMIO O HUX;

— PepaKktop npunoxeHuin — 0BHOBAATL M Moayd4aTb MHOOpPMaAUMIO O paHee
3arpy*KeHHbIX MPUIOKEHUAX;

— [lonb3oBatesnb ABpopa MapKeTa — 3arpy*aTb MNPUIOKEHMA W NoJay4YaTb
MHDOPMALMIO O HUX;

— MobunbHoe npunoxeHue (npouecc 6e3 yyactTua nonb3osaTenen) — noayyaTb

push-yBegomneHns;

* Bonee noopobHOE ONWCaHWe HEKOTOPbIX PoNei MNPUBEAEHO B MNPUNOKEHUM [OKYMeHTa «PyKOBOACTBO
nosb3oBaTens. Yactb 1. Moacucrema 6esonacHocTn» AAMI.20134-01 90 01-1.
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— MpunoxeHne «Aspopa LleHTp» (npouecc 6e3 yyacTus nosb3osBaTenen) —
Ha3Ha4yaeTca y4eTHbIM 3aMnCAM NPUIOXKEHUA «ABpopa LieHTp»;
— CepBep BHelIHero NpuAoXKeHusa (npouecc Ha cepsepe 6He3 yyacTma MAM C
yyacTMem nosb3oBaTenei) — Ha3HaAYaeTcs CcepBepam  BHELWHWUX  MPUIOKEHWN,
oTnpasaaoumx push-ysegomnenuns Ha Cepsep npunoxkexHuin NCY, ana nx nocneayroulei

nepeaayvn B COOTBETCTBYHOLLEE MOBUNBbHOE NPUNOKEHMNE,
1.2.2. MpaBa Ha AocTyn K nHtepdercam MMO

MpaBa Ha AOCTYN K COOTBETCTBYIOLIMM pa3aenam uHTepdeiica MNMO npuseneHbl B

Tabnnue (Tabnnua 1).



Tabnnua 1
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WUHTepdeiic NMNO

MNpasa Ha gocTyn

Paspen

MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

MynbTUTEHAHT

TeHaHTbI

MnyT

KoHconb agmuHucTpaTopa MNyT

A,EI,N\I/IHI/ICTpaTOp TEHAHTOB

OpraHmsaumm

MnyT

KoHconb agmmHucTpaTopa MNyT

A,EI,N\I/IHI/ICTpaTOp TEHAHTOB

MOHWUTOPUHT

NHAWKaTOpP®I

ry

KoHconb agmuHucTpaTopa My

— AamuHuctpaTop MNnaatdopmbl ynpasaeHus;
— AAMUHUCTPATOP yCcTpomcTs MNnatdopmbl
ynpaBneHus;

— Cneuynannct TexHM4YecKoro obcay»KMBaHMs
YCTPOWCTB;

— Cneumannct TEXHNYECKOM NoAAEPKKN
MnatdopMbl ynpasaeHns

Ayant

b

KoHcosb agmuHunctpatopa b

OnepaTop ayauTa

YnpasneHue

YcTponcTea

rny

KoHconb agmnHucTpaTopa My

— AamuHuctpaTtop Mnatdopmbl ynpaBaeHus;
— AAMUHUCTPATOP yCTpoMcTB MNnatdopmbl
ynpasneHus;

— Cneuyannct TexHM4YecKkoro obcayKnBaHMs
YCTPOWCTB;

— Cneuyannuct TeXHMYECKON NoaAepHKKM
Mnatdopmbl ynpasaeHna
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NHTepdenc MNMO

MNpaea Ha gocTyn

Paspen

MNoapasaen

MNoacucrema

KoHconb

CybbeKT gocTyna

[Tonb3oBaTeun

rny

KoHconb agmuHucTpaTopa My

— AamuHuctpaTtop Mnatdopmbl ynpaBaeHus;
— AAMMHKUCTPATOpP YyCTPOoMNCTB MNaaThopmbl
ynpas/ieHus;

— Cneuynannct TexHM4YecKoro obcay>KMBaHNMA
YCTPOMCTB;

— Cneunannct TEXHNYECKOM NoAAEPHKKM
MnaTdopmbl ynpaBaeHua

[MOANTUKK

rny

KoHconb aamuHmuctpatopa 1Y

— AamuHuctpaTop MNaatdopmbl ynpasaeHus;
— AamuHucTpaTop ycTpoicTs Mnatdopmsl
ynpasneHus;

— Cneumannct TEXHNYECKOro obCnyKneaHmA
YCTPOMWCTB;

— Cneunannct TEXHNYECKOM Noaaep KM
Mnatdopmbl ynpaBaeHua

CueHapum

[y

KoHconb agmmnHucTpaTopa My

— AamunHuctpatop MNnatdopmbl ynpaBneHus;
— AAMMHKUCTPATOpP YCTPOMCTB MNaaTdopmbl
ynpaBneHus;

— Cneunannct TEXHNUYECKOro 0BCNYKMBaAHMA
YCTPOWCTB;

— Cneumannct TEXHNMYECKOM Noaaep KM
Mnatdopmbl ynpasBieHua
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna

dannsbl rny KoHconb agmuHucTpatopa Y  [— AamuHuctpaTtop MNaatdopmbl ynpaBaeHms;
— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpaBneHuna;
— Cneunannct TEXHNUYECKOro 0bCNyKMBaHMA
YCTPOMCTB;
— CneumanncT TeXHUYECKOM NoAAEPHKKN
MnaTdopmbl ynpaBaeHua

NMpunoxeHua |[1M KoHconb agmuHuctpatopa MM |AammnHucTtpatop Aspopa MapkeTta

BUTpPUHBI WY KoHconb agmuHuctpatopa MM |AammnHucTpatop Aspopa MapkeTta

CBA3KM LY KoHconb agmuHuctpatopa MM | AammnHucTpatop Aspopa MapkeTta

KAtouen

AOMUHUCTPUPOBAHME |YYeTHble MNb KoHconb aammHucTpaTopa MNb  |AAMUHUCTPATOP YYETHbBIX 3aNnCEN

3anumcu

HacTponkn rny KoHconb agmuHncTpatopa MY |- AnmuHucrtpatop Maathpopmbl ynpasaeHus;
— AAMWHUCTPATOP YCTPOMCTB MNaaThopmbl
ynpaBaeHus;
— Cneuynannct TexHMYecKoro obcnyKnBaHMs
YCTPOWCTB;
— Cneumannct TeXHUYECKOM NoAAEPHKKN
Mnatdopmbl ynpaBaeHuna
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NHTepdenc MNMNO MpaBa Ha gocTyn
Pasnen MNoapaspoen |loacucrtema KoHconb CybbeKT gocTyna
Opr. cTpykTypa | MY KoHconb agmuHuctpatopa MY |- Agmunuctpatop MaaTdopmbl ynpasneHus;

— AOMUHKUCTPATOpP YCTPOMCTB MNaaThopmbl
ynpas/ieHus;

— Cneuynannct TexHM4YecKoro obcay>KMBaHNMA
YCTPOMCTB;

— Cneunannct TeXHNYECKOM NoAAEPHKKN
MnaTdopmbl ynpaBaeHua

Bepcuun OC LY KoHconb agmuHuctpatopa MM |AammnHuctpatop Aspopa MapkeTa
KoHconb pa3paboTtumka MM LY KoHconb pa3paboTtumka MM Pa3paboTumk, PefakTop NpUAOKEHN
[NpoeKThbl rncy KoHconb agmuumctpaTopa MNCY |AamunHmnctpatop CepBuca yBeaoMIeHUIN
NpunnoxeHne «Aspopa Mapket» ana 1M [lonb3oBaTesib ABpopa MapkeTa
OC Aspopa
MpunoxeHune «Aspopa LleHTp» gna OC |TY [Mpouecc npunoxeHna «Aspopa LleHTp»

Aspopa
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1.3. OnucaHue npuHumMnos 6e3onacHoi paboTbl cpeacTea

1.3.1. Obuwan nHpopmaums

MMNO peanusyeT cneaytouime GyHKLUMM Be3onacHOCTH:

— MAEHTUDUKaAUMA N ayTeHTUDMKaLMA CyObeKTOB A0CTyNa M 0OBEKTOB AOCTYNa;

— ynpaBaeHune AocTynom cybbeKToB A40CTyNa K 06beKTam A0CTyNa;

— perucrTpaums codbbiTMin 6e30nacHoOCTMH.

Mpn ncnonbzosaHmm MMO HeobxoAMMO BbINOSHEHME CAEAYIOWMX Mep MO 3aliuTe
MHPopmaumm ot HCA:

— cobatoaeHne NapoibHOM NONUTUKK;

— cobnoaeHne TpeboBaHMA, COrNACHO KOTOPOMY Napoab HE A0/IKEH BKAOYATL B
cebA Nerko BblYMCAAEMbIE COMETAHNA CUMBO/IOB;

— OTCYTCTBME Y MONb30BATENA NPaBa Nepeaayn AMYHOro Napond TPETbUM INLAM;

— 06A3aHHOCTb NO/Mb30BaTENs MPU BBOAE MAPONA UCKAOYUTb BO3MOXKHOCTb €ro
nepexsaTta TPETbUMM ANLAMMN N TEXHUYECKMMM CPEACTBAMM.

Mpw akcnnyataumm MMO 3anpelwtaeTca:

— 0CTaB/ATb Oe3 KOHTPOA He3ab/0KMPOBaHHbIE MPOrpaMmHble cpeacTBa U/ mam
Mnno;

— pasrnawartb Naponu, BbIBOAWUTb MApPOAW Ha AWCMAEN, NPUHTEP WAW MHble

cpeAcTBa oTobparkeHns MHGopMaLUK.
1.3.2. KomnpomeTauma naponemn

Moa KomnpomeTaumen naposien HeobXoAMMO NOHKUMATL caeaytoLlee:

— QU3NYECKYIO YTPaATy HOCUTENSA C NAPOSbHON MHPOPMaLMEN;

— nepegayvy NAEHTUPUKALMOHHON MHGOPMALMM NO OTKPLITbIM KaHaNam CBA3N;
— nepexBaT Napoas Npu pacnpeaeneHnm MaeHTMPUKaTopOoB.;

— CO3HaTesbHYylo Nepeaadyy MHGoOPMaLMM TPETbUM INLLAM.
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MPUMEYAHUE. Tpu  KOmMNpomeTaumm  MNaponAa  nonb3oBaTenb  06A3aH

He3amea/IMTeIbHO ONOBECTUTb AAMUHUCTPATOPA YYETHbIX 3aNnCeN.

1.3.3. OnucaHmMe napameTpoB (HacTpoek) 6e30macHOCTM CpeacTBa, AOCTYMHbIX

KaH,ﬂ,OVI pPon I'IO/'Ib3OBaTeJ'IeVI, N nx 6e3onacHble 3Ha4YeHUs

HacTponkun napametpos 6e3onacHocT MMNO AOCTYNHbI TOIbKO NONb30BATENAM C
PONb0 AOMUHUCTPATOP YYETHbIX 3aMMUCEN M 3aKAH0YAOTCA B BO3MOXKHOCTM YNpaBaeHuA
ponamm nonbzosatenen MMMO.

Monb3osatenam [1MO AOMKHBI HA3HAYATLCA MUHMMAJIbHbIE NPaBa W NPUBUAETUN,

HeobxoaMMble A9 BbINOAHEHMUA UMUK CBOUX AONKHOCTHbIX 06A3aHHOCTEN (DYHKLMNA).

1.4. Ycnosusa BbINONHEHUA

Ona  dyHKuMoHMpoBaHuA [IMNO  HeobxoAMMbl  OMNMCaHHbIE B HACTOALLEM
noapasaene NPorpaMMHO-TEXHMYECKMe CpeaCcTBa.

1.4.1. AnnapaTHble XapaKTEPUCTUKN

AnnapaTHble XapaKTePUCTUKM NpUBELEHbI B pa3aene 2.

1.4.2. lNporpammHble XapaKTepuCTMKn

B Tabnnue (Tabnuua 2) npmeaeHbl NPOrpammHble XapaKTePUCTUKU INEKTPOHHO-

BbIYUCAUTENBHOM MaLLMHbI (OBM), Ha KOTopoW pacnonaraetca cepsep npuaoxkenuin MMo.

Tabnunua 2
MNapameTp 3Ha4vyeHue NHPopmaums 0 nnLeH3nn
OnepaunoHHasd CentOS Bepcun 7 GNU General Public License,
cucTtema version 2
Ubuntu Bepcumn 22.04 Free software, plus some
proprietary device drivers
Ubuntu Bepcumn 24.04 Free software, plus some
proprietary device drivers
Debian Bepcun 11 DFSG-compatible licenses, plus

proprietary firmware files
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MapameTp 3HayeHue NHbopmaups o nmueHsnm
Debian Bepcun 12 DFSG-compatible licenses, plus
proprietary firmware files
AnbT 8 CM° peans 10 KommepyecKasn

Anbt Cepsep 10

PEZ OC 7.3°
(cepTMdULUMPOBaHHbIN)
PEA OC 7.3

PEJ OC 8.0

Astra Linux Special Edition
1.7’ (CmoneHck)

Astra Linux Special Edition
1.8% (CmoneHck)

Platform V SberLinux OS

Server®
[NpuknagHoe Mro «Aspopa LeHTp» KommepuecKasn
nporpammHoe
obecneyeHune

NHPpacTpyKTypHbIe KOMNOoHeHTbl MNMNO
BanaHcMpoBLMK Nginx Web Server sepcum 2-clause BSD-like license
CepBMCOB 1.27.4 vnn Bblwe
BanaHcMpoBLUMK Platform V SynGX Kommepyeckas
CepBMNCOB

Cuctema obHapykeHua |Consul Bepcun 1.20.5 nnm Mozilla Public License, version 2.0
CepBuCoB BbilLE

Cpeactso ynpasneHua |Consul Template Bepcum Mozilla Public License, version 2.0
KoHGUrypaumamm 0.40.0 nnu Bblwe

CepBMCOB

Cepsuc Redpanda Bepcumn 24.3.9 Redpanda Business Source
rapaHTUPOBAHHOM WU BbllLe License 1.1 (BSL 1.1)

[0CTaBKM COOBLLEHWI

Cepsuc Platform V Corax KommepuecKasn
rapaHTMPOBAHHOM

NOCTaBKN COODLLEHWNI

°> Ceptudmkat cootsetctauna PCTIK Poccun Ne 3866, aelcteutener ao 10 asrycta 2028 .

® Ceptudmkar cootsetcrtana ®CTIK Poccum Ne 4060, pencrtsmteneH no 12 aHsapa 2024 r. (OKOHYaHWe Cpoka
TeXHUYecKon noaaepxkm 31.12.2030 r.).

" CepTtudmkat cootsetctaua ®CTIK Poccun Ne 2557, aercteutesneH 4o 27 aHsapa 2026 T.

8 Ceptudukat cootsetctaua PCTIK Poccum Ne 2557, aeitcteuteneH oo 27 aHsapsa 2026 1.

% Ceptudurar cootsetctBua PCTIK Poccum Ne 4884, nelictemtenen o 04 nekabpa 2029 r.
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MapameTp 3HayeHue NHPopmaums 0 anueHsun
MpunoxkeHne ana Syncthing sepcun 1.25.0 nam |Mozilla Public License, version 2.0
CUHXPOHM3AL MM Bblle
dannos
Cuctema ynpasnernus | Platform V DropApp?® KommepyecKas
KOHTEeMHepamm

MPUMEYAHME. OC ponkHa b6biTb yCTaHOBMEHA B MUHUMANbHOM KOHPUIypaLmnm bes
rpadpuyeckoro nHTepdenca.

BHUMAHWE! B oaHo 13 cneaytowmx sepcumn MMNO naaHuMpyeTca npeKkpalleHue
noaaepkm OC CentOS Bepcun 7.

B Tabnuue (Tabnuua 3) npuBeaeHbl NPOrpaMMHble XapaKTepucTukn IBM, Ha

KOTOpOW pacnonaraetca cepsep b/.

Tabanua 3
[NapameTp 3HayYeHue NHpopmauma o anueHsmnm
OnepaumoHHan CentOS Bepcumn 7 GNU General Public License,
cucTema version 2

Ubuntu Bepcumn 22.04 Free software, plus some
proprietary device drivers

Ubuntu Bepcun 24.04 Free software, plus some
proprietary device drivers

Debian Bepcun 11 DFSG-compatible licenses, plus
proprietary firmware files

Debian Bepcuu 12 DFSG-compatible licenses, plus
proprietary firmware files

Anbt 8 CIl penns 10 KommepuecKasn

AnbT Cepsep 10

PEA OC 7.3

(cepTMPULMPOBAHHbIN)

PEQ OC 7.3

PEA OC 8.0

Astra Linux Special Edition

1.7 (CMoneHcK)

10 Ceptudurat cootsetcTma PCTIK Poccum Ne 4883, pevicteuteneH o 04 nekabpa 2029 r.
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1

MNapameTp

3HayeHue

MHbopMaLMA O NNLIEH3UK

Astra Linux Special Edition
1.8 (CMoneHcK)

Platform V SberLinux OS
Server

CYB/

Postgres Pro Certified
14.17.1* vau Bbiwe

Postgres Pro Certified
15.12.1 vav Bbiwe

Postgres Pro Certified 16.8.1
AW Bblille

Postgres Pro Standard
14.17.1 vav Bbllwe

Postgres Pro Standard
15.12.1 nan BbiWwe

Postgres Pro Standard 16.8.1
UAN BblLLIE

Platform V Pangolin DB*?

KommepyecKas

PostgreSQL 14.18 nau sbiwe

PostgreSQL 15.13 nau soiwe

PostgreSQL 16.9 nnun Bolwe

PostgreSQL License

NHPpacTpyKTypHbIE KOMMOHEe

HTbI MMO

CYB/l ana xpaHeHus
ceccumn

Valkey Bepcumn 7.2.8 nnm
Bbllle

BSD-3-Clause License

PacwupeHune CYB/,
PostgreSQL ana
NapTULMOHMPOBAHMA
Tabnmy, b1

PG Partition Manager
(pg_partman) Bepcun 5.1.0
VNN BblLle

PostgreSQL License

MNaHMPOBLLMK 3a4au
nnsa PostgreSQL

pg_cron Bepcun 1.6.2 nau
BblLle

PostgreSQL License

Cepsuc ans
ynpaBAeHMA KNacTepom
Postgresql

Patroni Bepcumn 3.3.0 nnn
BbllLE

The MIT License (MIT)

Cepsuc ans
HanaHCMPOBKM
Harpy3Kku u
obecneyeHus
OTKa30yCTOMYMBOCTM

Keepalived

GNU General Public License,
version 2

11 Ceptudukat cootsetctana ®CTIK Poccun Ne 3637, pericteuteneH o 05 oktabpsa 2029 r.
12 Ceptndukat cootsetctauna ®CTIK Poccum Ne 4704, neicteutenen Ao 22 asrycta 2028 .
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[MapameTp 3HavyeHue NHOopMauua o anueHsmnm
Cuctema ynpasnenuma  |Platform V DropApp Kommepueckas
KOHTEMHEepamm

MPUMEYAHME. OC ponkHa b6biTb yCTaHOBEHA B MUHUMANbHOM KOHPUIypaLmnm bes

rpaduryeckoro nHTepdemca.

B tabnnue (Tabnumua 4) npuseaeHbl NPOrpPaMMHbIe XapaKTEPUCTUKM YCTPOMCTB.

Tabnuua 4
MNapameTp 3HayeHue
OnepaumoHHaa cuctema OC ABpopa, OC Android, OC cemelrictBa Linux
[prKnagHoe NnporpammHoe — npuaoxeHue «Aspopa LleHTp»;
obecneyeHmne — npunoxkeHne «Aspopa MapkeT»

1.4.3. TpeboBaHMA K pabouynm mecTam Nob30BaTeIEN

MPUMEYAHUE. [ins paboTbl nonv3osaTenen ¢ nHrepdeicom MMO HeobxoaMmo
BbIMO/IHEHME CeAYOLLMX YCA0BUNA:

— Beb-bOpay3ep AomKeH noaaep»KuBaTb cneaytowme TexHonormm: TLS, CSS3,
HTML5, ECMAScript 5 n Cookie. PekomeHayeTca ncnonb3osaTb Beb-b6paysep Chrome
Bepcun 90 nnu BblwWwe;

— Beb-bpay3ep B MHbOPMaUMOHHLIX cuctemax (MC), obpabaTbiBatoLmx
MHPOPMALMIO OFrpPaHUYEeHHOro A0CTyna, Tpebylouwyt 3alMTbl B COOTBETCTBUMU C
3aKoHoAaTenbcTBOM P® Heobxoammo umcnonb3oBatb M3 coctaBa OC, mmetowen
ceptudumrat cootetctBua PCTIK Poccun. PekomeHayeTcs WCNONb30BaTb Beb-
bpay3epsbl: Firefox ESR Bepcun 91.4 nnu Boiwe, Chromium sepcun 87 nnu Bollle;

— paspeLlleHne aKpaHa MOHUTOPA A0/KHO ObITb He MmeHee 1280x960 px.
1.4.4. BapmaHTbl KOHOUIypauUyMi, ANA KOTOPbIX MPOBOAMIOCH TECTUPOBAHME

BapuaHTbl KOHOUrypauum cpedbl GYHKLUMOHMPOBAHMUA, B KOTOPbLIX MPOBOANNOCH

TecTnposaHue MMNO, npuseaeHsbl B Tabauvue (Tabanua 5).
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Tabnuua 5
OoC CYB/,
CentOS-7.6 PostgreSQL 14.18
Cent0S-7.6 PostgreSQL 15.13
Cent0S-7.6 Postgres Pro Standard 14.17.1

AnbT Cepsep 10

PostgreSQL 14.18

AnbT Cepsep 10

PostgreSQL 15.13

AnbT Cepsep 10

PostgreSQL 16.9

Anbt 8 Cl1 penns 10

PostgreSQL 15.13

Anbt 8 Cl1 penns 10

PostgreSQL 16.9

AnbT 8 CI1 penns 10

Postgres Pro Standard 16.8.1

AnbT 8 CI1 penns 10

Postgres Pro Certified (Bepcus agpa postgres: 15.12.1)

PEAOC7.3 Postgres Pro Certified (Bepcua agpa postgres: 14.17.1)
(cepTndmuUMpOBaHHbIN)

PEANOC7.3 Postgres Pro Certified (Bepcus agpa postgres: 15.12.1)
(cepTMdmUMpPOBaHHbIN)

PEAOC7.3.5 PostgreSQL 14.18

PEL OC7.3.5 PostgreSQL 15.13

PEO OC7.3.5 PostgreSQL 16.9

PEO OC7.3.5 Postgres Pro Standard 15.12.1

PEN OC7.3.5 Postgres Pro Standard 16.8.1

PEO OC8.0 PostgreSQL 16.9

PEO OC8.0 Postgres Pro Standard 16.8.1

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 14.18

Astra Linux Special Edition
1.7 (CMoneHcK)

PostgreSQL 15.13

Astra Linux Special Edition
1.7 (CmoneHcK)

PostgreSQL 16.9

Astra Linux Special Edition
1.7 (CMoneHcK)

Postgres Pro Certified (Bepcus agpa postgres: 14.17.1)

Astra Linux Special Edition
1.7 (CmoneHcK)

Postgres Pro Certified (Bepcua aapa postgres: 15.12.1)

Astra Linux Special Edition
1.8 (CMoneHcK)

PostgreSQL 16.9

Astra Linux Special Edition
1.8 (CmoneHcK)

Postgres Pro Certified (Bepcusa aapa postgres: 16.8.1)

Ubuntu 22.04

PostgreSQL 14.18

Ubuntu 22.04

PostgreSQL 15.13

Ubuntu 22.04

PostgreSQL 16.9
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OC

Cyb/[,

Ubuntu 22.04

Postgres Pro Standard 16.8.1

Ubuntu 24.04

PostgreSQL 16.9

Debian 11.9 PostgreSQL 14.18

Debian 11.9 PostgreSQL 15.13

Debian 11.9 PostgreSQL 16.9

Debian 12.5 PostgreSQL 14.18

Debian 12.5 PostgreSQL 15.13

Debian 12.5 PostgreSQL 16.9

Debian 12.5 Postgres Pro Standard 16.8.1

Platform V SberLinux OS
Server

Platform V Pangolin DB
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2. APXUTEKTYPATIMNO N BAPUAHTbBI YCTAHOBKKM MMO

2.1. OnucaHue KOMMOHEeHTOoB

Ha pucyHkax (PucyHok 1, PucyHok 2) npeactaBneHa du3nyecKas apxuTekTypa w

Anarpamma passepTbiBaHma MM10.

®uanyeckan apxutekTypa Aepopa LleHTp - 1 cepeep npunoxeHuin n 1 cepeep b

| /" CermeHT ¢ cepemcamn “.I r CermeHT cepBrcoB 06lLero HasHauYeHWA L

3 Aspopa LleHTp H

i Ynpasnreman 53/TCP (DNS) E .
HTTPS 443 \,\ | Pabouan mawmha ! UDP123(NTP) : i

: Microsoft Micros

TCP 999 Linux Port mapping | TCP 25465 (SMTP) |
443 -> :8009 | TCP 389,636 (MS AD)!

! ~ 2 | 999 > :8025 ] © Active Directory ~_Active Directory
VnpasnAemoe Internet { © HTTPS 443 2 & HTTP 8008 M): Certificate Services
MOGUNLHOE ) £ TCPgozs  Aspopallewtp !
yeTpoiicTBo A 8 § -'Oﬂ Cepaep npunoxerni 1 E :
AspopalAndroid /) | 0 ~ | : :
! g H ] = =
' Jo ~ TCP 5432 ] E
HTTPS 443 | & g/ BrewHwA : ! g‘. @ ®
HTTPS 443 TCPOgg | £ = 6anaHCHpOBLLMK 1 [ .
/ |::: % ' . Cepsep DNS  [louTtoBwidi cepsep Cepsep NTP
= ! :
ﬂz HTTPS 443
’ N
Pabouee mecTo o Postgres - primary Nerenpa
paapaboTumka Mexceresoii 3 Cepeep B 1 ]
NPUNOXEHNIA oKpan

Cepauckl 06L1ero HasHaueHuA

Cepsucel ABpopa LieHTp

|
f Paboyee MecTo
,_aaMuHUcTpaTtopa

PucyHok 1
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[unarpamma passeprbisaHua Aspopa LieHTp

X X [He=

ﬂDunoxeuuu Mo5 "
| Be6-6paysep | ae6-6payaep (WQT;N:NA:&::&I erl:l)em
/
HTTPHTTPS
HTTPHTTPS HTTPHTTPS bbbl
/ /
N T — —
M v P / Mpokcu cepeep
oo F—
GanaHCHpoBUMK e
\ 1 o ') Consul HTTP!
HTTP 10000-10500 Template 8500

TCP 10500-11000

Cepsep NpUoKeHuit

- = )
ns M [ nooc TCP 26379, 6379
ny {I'IC‘V][CDN [HYT TCP 9092
L Y
TCP 5432
Cepsep 51 LLina cooBLieHNi
e ) fes=—
cepencos
[PUaﬂmaﬂ ][ pg_cron ] Cepaucel

PUCYHOK 2
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2.1.1. CepBep NpUIOKEHWNI
2.1.1.1. TNO «Aspopa LeHTp»

MMNO coctout M3 cneaytouwmx noacuctem: b (auth), MM (appstore), MOOC
(pkgrepo), MY (emm), NYT (mt), CDN (cdn), MCY (push). Kaxpas noacuctema
npeacTasnaeT cobom Habop cepBMCOB.

CepBUCbI Pa3HbIX NOACMCTEM MOTYT ObITb PAa3BEPHYTbI KaK Ha OAHUX U TEX Ke HoAax
cepBepa NPUNOXKEHMI, TaK U Ha oTAeNbHbIX. Kaxabih cepBuc paboTaeT TOIbKO CO CBOMMM
NAHHbIMK, KOTOPbIE NEXKAT B OTAENbHbIX cxemax B B/]. Cxembl MOTYT ObITb Pa3BepHYTbI KaK
B 0buwern bJ], TaK 1 B pa3HbIX.

CepBUCblI B3aMMOAENCTBYIOT Mexay cobon nocpeactsom HTTP 3anpocos u
obmeHa coobueHnamn 4yepes wuHy Redpanda. Bce meKcepBMCHbIE 3amnpochl
ayTEHTUPULMPOBAHDI.

[ns KoppekTHOM paboTbl cepBucoB noacuctem MM, MY n NMOOC B Knactepe K
HOZaM cepBepa MNPUIOKEHUN HeobxoAMMO MNPUMOHTMPOBATb (GalN0BOE XpPaHWUAWLLE

cornacHo n. 3.9.2.
2.1.1.2. BHYTpeHHMIN BaNaHCUPOBLLMK

Ha Kaxkaom cepBepe NpUIoKeHn ycTaHaBAMBAETCA BHYTPEHHWIN 6aNaHCMPOBLIMK
Nginx. OH BbINONHAET PYHKUMIO reverse proxy, CAYXUT A8 6aNaHCUMPOBKM M Nepeaaym
TpaduKa Kk cepsucam lMMO, a Takke obecnevynBaeT MeKcepBMCcHoe B3anmoaerctene. Ana
HEKOTOPbIX KOHEYHbIX TOYEK HAaCTPOEHO K3LLMPOBaHME 3aNpPOCOB K CEPBMCAM.

Nginx HacTpanBaeTcAa aBTOMATMYECKM Ha OCHOBE MHGOPMaALIMKM O CTaTyCe CEepPBMCOB
N3 cucTembl obHapyxeHuna cepsmcos Consul.

C uenbto 3aLMTbl CEPBEPOB NPUNOKEHNN OT NPEBbILEHWA NPeaeNbHOM Harpy3KM Ha
nHTepdeicax, obpabaTbiBatOWMX BHELIHWE 3aNpoCchbl C MpuaoxKeHua «ABpopa LleHTp»,

HaCTPOEHHO OrpaHn4yeHmne ogHoBpemMeHHO O6pa6aTb|BaeI\/\b|X 3arnpocos (TpOTT/’II/IHI').
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2.1.1.3. Cnuctema obHapyeHusa cepsmncos Consul

Cuctema oOHapyXeHMa CEepBMCOB WMCMONb3YETCA ANA MOHUTOPUHIA COCTOSAHMSA

cepsucos [MO. Consul gonkeH ycTaHaBAMBATbCA HAa HEYETHOM KONMYECTBE CEPBEPOB.
2.1.1.4. CpeactBo ynpasneHuns KoHourypaumamm cepsmncos Consul Template

CpeAcTBO ynpaBaeHna KOHOUIypaLUMAaMM CAYKUT A1 aBTOMATUYECKOM HAaCTPOMKM
pacnpeaeneHns 3anpocoB MEXKAy 3SK3eMnaapamu CepBMCOB 3a CYeT M3MeHeHusA
KoHoUrypaumm Nginx Ha ocHoBe MHbopmaumm o cTaTyce cepsucos MMO, nonydyaemomn 13

cnmcTembl obHapyxeHua cepsmcos Consul.
2.1.1.5. CepBuC rapaHTMpOBaHHOWM A0CTaBKM coobuleHnin Redpanda

CepBUC rapaHTMPOBAHHOM [A0CTaBKM COOOLIEHMA WMCMONb3yeTca Ana obmeHa
coobueHnamm mexay cepsmcamm MNMO. Cepsuc RedPanda gonxeH ycTaHaBIMBaATbLCA Ha

HEeYEeTHOM KO/IMYeCcTBe CEPBEPOB.
2.1.1.6. Cyb/ Valkey

CYbA Valkey (fork CYB/ Redis) ncnonbayetca Ana xpaHeHUs BebH-ceccui.
[na ynpaBneHna oTkasoycTonymBomn KoHpurypaumen Valkey ncnonb3yetca cepsuc

Sentinel, KOTOPbIN AONKEH YCTaHABAMBATHCA HA HEYETHOM KOJIMYECTBE CEPBEPOB.
2.1.2. Cepsep b/]

B kauectBse cepsepa b/, ucnonbsyetrca CYB/, PostgreSQL wan PostgresPro. [na
paboTbl Takke TpebyeTcA yCTaHOBKA PaCLUMPEHWN pg partman ANA aBTOMATUYECKOTO
MapTULMOHMPOBAHUA M OYUCTKM HAKAMIMBAOLWMXCA AAHHbBIX, U pg cron ANA BbIMOJIHEHWNA

dyHKUmMn B B/l no pacnucaHuto.
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B HeHarpyXeHHbIX KOHOUIypauMax BCe [AaHHble pa3MelLaloTca B  O4HOM
dun3myeckom nHctaHce b, BHyTpu cosgatotca nornveckmne b ana Kaxxaom ns noacmctem
MMNO. laHHble CeEPBUCOB BHYTPM NOrMYeckmx 6a3 pasmeLllatoTcs B OTAENbHbIX CXEMAX, YTO
MCKOYAET BO3MOMKHOCTb 0DpalleHMAa OAHWUX CEPBMCOB K AAHHbIM APYTrMX CEPBUCOB.
OnuncaHHaA KOHPUIypaLUMA CHMKAET CBA3HOCTb MeXay CeEPBUCAMM 1 NPU HEOBXOAMMOCTH
NO3BOJIAET BbIHECTU [AaHHble MOACUCTEM WU OTAE/IbHbIX CEPBMCOB Ha BblAENEHHble
cepsepbl B.

B BbICOKOHArpy»eHHbIX KOHPUIypaumax PEeKOMeHAYeTca BblAEAUTb AaHHble
Hanbonee HarpyeHHbix noacuctem b (auth) n MY (emm) B oTAeNbHblE PU3MYECKMNE
6a3bl 4158 MUHUMM3ALMM B3AUMHOIO BAMAHMA APYT Ha ApYra.

BO MCY (push) cneayeT BbIHOCUTb B OTAENbHbIA MHCTAHC MPU  BbICOKOM
MHTEHCMBHOCTM 3anpocos, bonee 500rps.

Cepsep B/ MOXKeT ObITb YCTAaHOBAEH Kak C MOMOLLbIO cleHapueB ycTaHoBKK (110,
TaK U CamMOCTOATE/IbHO. B cueHapuu yCTaHOBKM BKAKOYEHbI MUHMMA/IbHblE BO3MOXHOCTH
MO YCTAaHOBKe primary M replica CEPBEPOB, a TaKXKe HACTPOMKa penaunkaumm. B cnyyae
OTKa3a OCHOBHOro cepsepa b/l, nepekntoyeHWe Ha pPe3epBHbIN CepBep BbINOAHAETCA

aBTOMATUYECKN.
2.1.3. BHewHmn 6anaHCMpPOoBLMK

BHEWHWIN BanaHCMPOBLUMK MCNONb3YETCA ANA pacnpefeneHua Tpapuka mexay
HOZlAMM CepBepa NPUNOKEHMN. ITO NO3BONAET cOaNaHCMPOBATL HArPy3Ky MeXay HoAaMM
cepBepa NPUNOKEHMN N NepeHanpaBUTb TPaPUK Ha AOCTYMNHbIE HOAbI B C1y4Yae Bbixoaa 13
CTPOA O4HOrO U3 CEPBEPOB NPUNOKEHNN.

BHewHnn ©GanaHcMpoBLWKMK He BxoAMT B coctas [1MO, onpeaendetca U
pPa3BOpaYMBaeTCA MO/b30BATENAMMU CAMOCTOATENbHO. B AMpeKTopuMM samples B
ANCTPUDOYTMBE MMeeTcAa Npumep KoHdUrypaumnoHHoro ¢arna ana banaHcumposLwmka Nginx

ANA 3-X HOA0BOW KOHGUTYPaLUMKN cepBepa NPUIOKEHUN.
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Ha BHewHem 6anaHCMpoBLUMKE MOXKeT OblTb HACTpOeHa 3alMTa KaHana CBA3M
(npoTtokon HTTPS), noanepxmeatotcs B Tom yncne FOCT anropuTmbl. TakKe cyllecTByeT
BO3MOXHOCTb OTAENNTb KOHCO/Ab aAMMHUCTPATOPa OT APYrMx MHTepdelncos, BblAeNNB

OTAENbHbIN IOMEH (NOAAOMEH) UK NOPT.
2.1.4. BHewHwMe cnyobbl

B 4aHHOM nNyHKTE nMpuBedeHbl OMNMCAaHMA BHELIHUX C/'Iy>K6, KOTOpble He

YCTAHABAMBAKOTCA BMECTE C OCHOBHbIMW KOMMOHEHTAMMW.
2.1.4.1. Cepsep DNS

Cepsep DNS ncnonbayetcs ana nonydeHuma nHbopmaumm o gomeHax (IP-agpeca no

MMeHM xocTa IBM nnum yctponcTaa).

2.1.4.2. Cepsep NTP
Cepsep NTP ncnonb3yeTca Ans aBTOMaTUYECKOM CUHXPOHM3aLMM BPEMEHMW Ha BCEX

cepBepax.

2.1.4.3. To4TOBbIN CcepBEP
[MoYTOBbLIN CepBEpP WMCMNONb3YeTCA ANA PACCbIIKM KOAOB aKTMBALMM YCTPOMCTSB,

NoNly4eHMA AMArHOCTUYECKMX OTYETOB C YCTPONCTB U T. A.

2.1.4.4. Microsoft Active Directory
NuTerpauma MMO ¢ Microsoft Active Directory ncnonbsyercs a8 aBTOMaTUYECKOM
CMHXPOHM3aUMM CNMCKA MOoNb30OBaTesie ycTpomcTs B 1Y cO CNMCKOM MNoJsib3oBaTesnen

OopraHn3aunn, a TakxXe anA aBTOMaTMYeCKoM NMPUBA3KA yCTpOl‘/JICTBa K NO/1b30BaATEHO.

2.1.4.5. Cnyx6bl cepTudpmratoB Active Directory (Active Directory Certificate
Services)

Cny»bbl cepTnudmrato Active Directory MCnosb3ytoTca ANs yNpaBAeHU A KAH0YeBOM
MHOOpPMaLMen (3aKpbITbl KAKOY, OTKPbITbIA KAKOY, CepTUOMKAT OTKPbLITOro K/kuya)

NoNb30BaTeNEeN YCTPOMCTB.
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2.1.5. CepBep BHELIHEro NPUIOXKEHMUA

CepBep BHELWHEro MNPUIOXKEHNA ABAAETCA CEPBEPHOM YaCTbl MPOM3BO/IbHOIO
BHewHero (no oTHoweHuto K MMNO) npunoxeHuns, kKotopoe ¢ nomoulsto MCY ocyulecTsnaeT

nepeaadyy push-yBeaomMIeHNN Ha COOTBETCTBYOLLLEE MODUIbHOE MPUAOKEHME.
2.2. BHewHue nHTepdelicol cepsepa npunoxeHuit MNMo

Mepen HoAaMu cepBepa MNPUAOXKEHWIM MOryT pacnonaratbCAa pasndHble
KOMMOHEHTbI CEeTeBOM MHOPACTPYKTYPbl (HanpuUMep, MEXKCeTeBOW 3KPaH, BHELHUA
6anaHCUPOBLIMK, CPeACTBO KpUNTOrpapuyeckon 3awmtbl MHGOPMaLMKM 1 Ap.), KOTopble
06pabaTbiBAOT NOCTYNatoLLME K CEPBEPY NPUIONKEHMIA 3aNPOChHI.

Mo YMONYaHUIO HOAZbl cepBepa NPUAOKEHUI Ana 06paboTKM BHELIHUX 3aNpoCcoB
MCMOMb3YIOT CreuManbHble BblAeNeHHble MOopPTbl, B3aMMOAENCTBME C  KOTOPbIMU
OCYLLECTBASETCA N0 He 3aLMLEHHOMY NPOTOKOAY.

[ns Toro ytobbl MMO 6bIN0 AOCTYNHO M3 BHELIHEN CeTU, Ha KOMMOHEHTaxX CeTeBOM
MHPPACTPYKTYPbl HEOBXOAMMO HAaCTPOUTL Nepeaapecalmto NopPToB..

Mpumep Tabnuupl nepeagpecaumMm nopToB (port mapping) npuBedeH Ha

PU3NYECKOM apXxXMTEKTYpe, a TakKe B Tabaunue (Tabanua 6).

Tabnuua 6
Ha3sHaveHue nopTa ropr cepBep“a MNopt CK3U
NPUNOKEHUM
ObpaboTKa 3anpocoB KOHCONEN 8009 (http) 443 (HTTPS)
no/ib3oBaTenei/aAMMHNCTPATOPOB, a TaKKe
3anpocoB NpuaoxkeHnn «Aspopa LeHTp» n «MapkeT»
Ob6paboTKa 3anpoCoOB KOHTEHT-CEPBEPOB 8024 (http) 8443 (HTTPS)
ObpaboTka 3anpocoB OT ycTponcTs K MNCY ans 8025 (tcp) 999 (tls)
nony4yeHua push-ysegomneHni

[Ons obpauweHma K MNMO nmeeT cmbicn 3aBecTU oTAeNbHbIM gomeH <AC_DOMAIN>
M HA3HAYMTb €ro Ha CaMblil NepBbl KOMMOHEHT ceTeBOM MHOPACTPYKTYPbI, KOTOPbIM

NPUHUMAET 3anpockl OT Nosb3osaTenen MMNO 1 yCcTPonCTs.
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OomeH <AC_DOMAIN> u BHelHMe NOPTbl AO0MKHbI ObiTb YKa3aHbl B

COOTBETCTBYHOLLMX KOHOUTYPALMOHHbBIX painax MMNO B npouecce ero HaCTPOMKM.

2.3. BapuaHTbl yctaHoBku 10

B 3aBucMmocTn OT TpeboBaHWUIM K KONMYECTBY MNOAAEPKMBAEMbIX YCTPOMCTB
NPUMEHAIOTCA Pa3/INYHble BapmnaHTbl ycTaHoBKK [1M10.

[Ona 3anycka MMNO n CYB/[ Ha 1 cepsepe TpebytoTca cneayowime MUHUMaAbHbIE
annapaTHble XapPaKTEPUCTUKM:

— 3 aapa npoueccopa;

— 5B onepaTnMBHOM NamaATw;

— 50 b cBOOOAHOIrO MecTa Ha KeCTKOM AUCKe.

[aHHYO KOHPUIypaumo pPekoMeHAyeTCA MCMOAb30BaTb A1 O3HAKOMAEHMA C
dyHKUMOHanom [IMNO M MHbIX CcAy4vasax, rae He npeabasaawTca TpeboBaHMA K
NPON3BOANTENBHOCTM.

BHUMAHWE! Tpoueccopbl cepBepoB C CEPBMCOM FAapPaHTUPOBAHHOW A0CTaBKM
coobuweHnin RedPanda go/iKHbI Noaaep»nsatb Habop nHcTpykumin SSE 4.2 (Streaming
SIMD Extensions 4.2).

MPUMEYAHUE. B Tabanuax HUMKe yKasaHbl annapaTHble TpeboBaHua K IBM B
3aBUCMMOCTM OT MaKCMMANbHOIO KOAMYECTBa NOAAEPKUBAEMbIX YCTPOMNCTB.

B Tabnuue (Tabnuua 7) npuBedeHbl annapaTHble XapakKTepucTukm 3IBM, Ha

KOTOpPbIX pacnonaratotca cepsepbl npuaoxkexuin Mro.

Tabnnua 7
MapameTp Konunyectso ycTponcrs
10 000 50000 | 100000 | 200000 | 500 000
[Mpoueccop, KONMYeCTBO AAep 3 4 10 16 12
O6bem onepaTMBHOM NamaTn, I'b 6 10 12 14 16
Obbem xecTtkoro amcka HDD, I'b 50 50 110 130 160
iops 100 100 100 100 100
CkopocTb ceTn, MbanT/c 50 50 90 200 220
KonunyecTtso cepBepos 3 3 3 3 6
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Ha

NMPUMEYAHUE. Tlpu pasmelleHn  GaMoBOroO  XPaHMANLIA cepBepe

MPUNOMKEHNA, ODBEM KECTKOTO [AMCKA HEeobXoAMMO YBEWYWUTb Ha pasmep [AaHHOro

XpaHWanila.

B Tabnnue (Tabnnua 8) npnBeaeHbl annapaTHble XapaKTePUCTMKM IBM, Ha KOTOPbIX

pacnonaratoTca cepsepsl b/,

Tabnunua 8
KonnyecTso ycTponcrs
200 000 500 000
MNapameTp MM, Y, MM, ncy
10 000 {50 000|100 000 e MyT, e ny,
MOOC, MyT,
ncy NOOC
[Mpoueccop, KONMYEeCTBO 4 6 8 4 12 6 22 12
a4ep
Ob6bem onepaTMBHOM 4 6 8 12 12 16 24 32
namatn, I'b
Ob6beMm KeCcTKoro AncKa 700 | 3200 | 6300 |7200| 6300 |18300|16800| 2800
SSD, b
iops 200 200 200 | 200 | 800 200 | 2000 | 5000
CkopocTb ceTn, MbanT/c 20 50 80 90 120 90 150 150
KonunyecTtso cepBepos 2 2 2 2 2 2 2 2

B Tabnnue (Tabnnua 9) npneeaeHbl annapaTHble XapaKTepuCTMKn IBM, Ha KOTOPbIX

pacnosaratoTca cepBepbl C MHGPACTPYKTYPHbBIMKU KOMNOHeHTamu MI10.

Tabnnua 9
Napamerp Konunuyectso yctpoucTs
10 000 50000 | 100000 | 200000 | 500 000
[Npoueccop, KONNMYecTBo A4ep NHPPaCTPYKTYPHblE 2 4 5
O6bem onepaTMBHOM NamaTn, I'b KomnoHeHTbI MNM10 8 10 12
Obbem kectkoro amcka SSD, I'b pacno/iaratoTcA Ha 50 50 70
iops cepBepe NpUAoXKeHn | 2000 2000 3000
CropocTb ceTn, M6aiT/c nno 80 80 50
KonunyecTtso cepBepos 3 3 3




41

AOMI.20134-0191 01

B Ttabnunue (Tabnuua 10) npusBeaeHbl annapaTHbie XapaKTepucTuku IBM, Ha

KOTOPbIX pacno/siaratoTcad CcepBepbl C  BHEWHWMM DHanaHCMpPOBLMKOM (B Cayyae
ncnonb3oBaHma Nginx).
Tabnnua 10
Nabamer Konunuectso ycTpomcts
P P 10 000 50000 | 100000 | 200000 | 500 000
[Npoueccop, KONMYECTBO A4EpP 2 4 4 4 6
Ob6bem onepaTMBHOM NamaTn, I'b 2 4 4 6 6
O6bem xectkoro gmcka HDD, b 90 90 50 30 50
iops 30 30 30 30 50
CKkopocTb ceTu, MbainT/c 20 60 60 70 140
KonunyecTtso cepBepos 2 2 4 6 6
B Ttabnunue (Tabnuua 11) npuBeaeHbl annapaTHbie XapaKTepucTuku IBM, Ha
KOTOPbIX PacnoaaratdTCa KOHTEHT-CepBepbI.
Tabnumua 11
Nabamer Konnuectso ycTponcts
PAMETP 10000 | 50000 | 100000 | 200 000 | 500 000
[Mpoueccop, KONMYEeCTBO A4ep - 2 2 2 4
O6bem onepaTMBHOM NamaTn, I'b - 4 4 6 8
Obbem xecTtkoro amcka HDD, I'b - 150 150 200 200
iops - 100 100 200 200
CkopocTb ceTn, MbainT/c - 1100 1100 2200 3000
KonunyecTtso cepBepos - 2 4 4 6
B Ttabnunue (Tabnuua 12) npuBeaeHbl annapaTHbie XapakTepucTuku IBM, Ha
KOTOPbIX pacnosaratoTcs BHellHWe 6anaHCUMPOBLLMKM A1A KOHTEHT-CepBepoB (B caydae
ncnosb3oBaHma Nginx).
Tabnunua 12
Nabamer Konnuectso yctponcrs
PameTp 10000 | 50000 | 100000 | 200 000 | 500 000
[Npoueccop, KONMYEeCTBO A4ep - 4 2 4 4
Obbem onepaTtMBHOM NamaTn, I'b - 12 6 6 4
Obbem xecTtkoro amcka HDD, I'b - 20 20 20 50
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NapameTp KosinyecTso yCTponcTs
10 000 50000 100 000 | 200 000 | 500 000
iops - 30 30 30 50
CkopocTb ceTn, MbainT/c - 1100 1100 1500 3000
KonunyecTtso cepBepos - 2 4 6 6

[anee npusefeHbl cxembl ycTaHoBKM [1110.
2.3.1. KoHourypaumsa sce B ogHom (MMNO n CYB/[ Ha oaHOM cepepe)

Cepsucbl MO, MHOpPaACTPYKTypHble KOMMOHeHTbl [0, KOMNOHEeHTbI cpeabl
dyHKuMoHmnposaHua TMNO, a Takxke cepsep b/l yctaHOBAEHbl Ha OAHOM cepBepe

(PucyHoK 3).

dusnyeckan apxutektypa Aspopa LleHTp
KoHdurypauus - Bce B ogHOM

TP 8005 - 1 Ynpasnaemas
/ —~ Pabovas MalLuHa
TCP 8025 —> \I ; Linux

Ynpasnsemoe \, Intenet ¢
{ \: HTTP
MoBMMLHOE { )i g - 2
YCTPOUCTBO A
Aspopa/Android A

BHYTpeHHUI nepumeTp

8025

¥

-

/

TCP://<AC_DOMAIN>

HTTP 8009 !

HTTP 8009 TCP 8025

Aspopa LleHtp
Cepsep npunoxexni 1

HTTP://<AC_DOMAIN>:8009

PaGouee mecTo
pa3paboTtumka
NPUNOXEHNIA

MexcereBon
3KpaH

Paboyee mecto
agMUHUCTpaTopa

PucyHok 3
MPUMEYAHMUE. BHewHMn 6anaHcuposwmk n CK3 He ncnonb3ytoTcs.
[laHHY0 KOHOUIypaLmio pPeKOMeHAyeTCA MCMNO/b30BaTb AN O3HAKOMJEHWA C
dyHKuMoHanom MMNO M MHBIX CAyvasx, rae He npeabaBnaloTcA TpeboBaHMA K

NPOM3BOANTENBHOCTH, 6E30MAaCHOCTM U HaAeKHOCTU (PUCYHOK 4).
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[uarpamma paseepThiBaH1A Aspopa LleHTp
KoHdurypaumn - Bce B 04HOM

PaapaboTtunk
NpUNoXeHUIA
Ynp: oe
MOGWUNbHOE YCTPOWCTBO

Browser

ApmnHucTpatop Aspopa/Android
Ynpaenaeman
/ Paboyan mawwHa
HTTP 8000 Linux
TCP 8025
HTTP 8009 HTTP FOOB HTTP 8008
r
\ l // Cepsep Aspopa LleHTp
\ HITP  mecoocoos N
BHyTpeHHMiA m € 8500 . G:-= )
6anaHCUpPOBLLMK : = ] :
Nginx '\ Consul |
Consul o
HTTP 10000-10500 Template 3 @ 1
TCP |10500-11000 q '
.| Sentinel ).
¥ g @ ]
TCP 26379, 6379 | :
auth || appstore | | pkgrepo ‘ |\ valkey J!
T
: |
emm || push || cdn mt TCP 9002 3 E :
RedPanda Nerenpa
l TCP 5432 Baaa paHHbIX
/.r-""" o ~ LnHa coobweHmnin
~_ |
e = Kaw
T T 3
' E ' ' ﬂ @ ———
auth appstore || pkgrepo
N >/ Service Discovery
e Cepaucsi
PucyHoK 4

2.3.2. KoHdurypauma ns ogHoro cepsepa NpUIOKeHM n oaHoro cepsepa b/l

Cepsuchbl MMNO 1 MHPpaCTpyKTypHble KoMNoHeHTbl MMO ycTaHOBAEHbI Ha O4HOM
cepBepe, a cepsBep b/l ycTaHOBNEH Ha OTAE/IbHOM cepBepe. TaKk¥Ke HAaCTPOEHbl BHELLIHWI
H6anaHCMpPOBLLMK, HA KOTOPOM 3aaaH BHelwHU gomeH MM0, n CK3WN ans 3awmTbl KaHana

CBA3MN.

[laHHyt0 KOHOUrypauulo peKomeHayeTca MCNo/ab30BaTb B KayecTBe TECTOBOMW,
nmbo B cay4asx, Koraa He npeabasnatoTca TpeboBaHWMA K OTKA30yCTOMYMBOCTM M

NpPoM3BOAUTENBHOCTU (PUCYHOK 5, PUCYHOK 6).
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dusunyeckan apxmutekTypa Aspopa LleHTp - 1 cepBep npunoxeHnii u 1 cepeep B[]

Aspopa LieHTp

" CerMeHT ¢ cepaucamu

CermMeHT CepBuiCcOB 06LIero Ha3Ha4eHWA

Micrusk

. L vy 53/TCP (DNS) b
HTTPS443 | Paboyan MalWwwWHa - UDP 123 (NTP) Lo
TCP 999 ' Linux Port mapping 3 TCP 25,465 (SMTP) ! . Lo
) - :443 -> :8009 : | TCP 389,636 (MS AD)! AmM'CI[;J_SGht Active Directony Lo
[ 2 | 1999 -> :8025 3 | TCP 80 (MS AD : ive Directory L . o
Vrpasnremos Internet x | HTTPS 443 2 @ HTTP 8004 : CP 80 (MSADCS). Certificate Services P
MOBUnLHOB ! 2 TCPg0zs  Aspopallentp : E P
YOTRORCTEG ; E: "O:’ :Cepaep npUnoXeHni 1 3 : ;
Aspopa/Android ! 08 ~ 3 | : b
| Id : TCP 5432 1 : = P
3 3% BHeLwHuiA ] CP 543 ' @ ® :
HTTPS 443 ' & = fanaHcUPOBLIMK ] [ . Lo
E § ‘ | Cepaop DNS Moutoskit cepsep Cepeep NTP
| 43 3 3 |
PaGouee mecTo o Postgres - primary Nerexpa i
paspaBoTymka Me;:za'raaon Cepsep 61 1 :
MPUROKEHUIA pal ' ] C oblero '
3 - ; Cepeuckl ABpopa LieHTp
! Pa6oyee mecTo
\_aaMuHucTpartopa K
Hvarpamma passepTthiBaHuA Aspopa LieHtp
1 cepsep npunoxeHuii u 1 cepeep B,
PaspaboTunk | = ]
MPUNOXKEHWH
A | Browser | MoGUNbHOE YCTPORCTBO
P HWPA:F’OPB"A"dm‘d YnpaenAeman
HTTPS TCPLS, PaGoyan Mawwha
— S
HTTPS o SO
HTTPS://<AC_DOMAIN>
CPu//<AC_DOMAIN>:999
A Y K
4‘ BHeLwHwit
| 6anaHcupoBLIMK
HTTP 8009/TCP 8025
CepBep NpUNOXEHWA
BHyTpeHHUA
BanaHcpoB LMK
HTTP 10000-10500
TCP 10500-11000
v
auth appstore pkgrepol
@ e
---------- Nerexna
TCP 5432 Baza naHHbIx
3 Postgres - primary| S i
— ~—— CepeepBll Kaww
-
e - BanaHcnposuymik
C O o "
XpaHunuiie
appstore | pkgrepo G Cuctema ob6Hapy>XeHuA
CEpBUCOB
T - — Cepsuchbl

PucyHoK 6
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2.3.3. KnactepHaa koHourypauma (nogaepKka o 10000 ycTponcTs)

B oTanMumm oOT npeaplaywen KOHPurypauum B JAaHHOM KOHOUrypauum Aans
obecneyeHns oTKazoycTomumsoctTn cepsBuchbl MNMO M MHPPACTPYKTYPHbIE KOMMOHEHTHI
MMNO cobupatoTca B KNacTep M3 Tpex HoA, KaxKaad M3 KoTopbix obpabaTbiBaeT 3aMpochl.
TaK)Ke yCTaHaBAMBAETCA pe3epBHbI cepsep B/,

[aHHYytO CXemy YCTaHOBKM pPEeKOMEHAYeTCA MWCMNO/b30BaTb B  KayecTse

OTKa30yCTOMYMBON KOHOUrypaumn, nogaepmnsatouen no 10000 ycTporcts (PUcyHOK 7,

PucyHok 8).

duandeckan apxutexTypa Aspopa LleHTp (10K yCcTpoWCTB)

BHYTpeHHWA NepumeTp

CermeHT ¢ cepancama

1 Cerment CYB[ Postgres
: _ Agpopa LienTp | 0 Postres
! = . TCPUDP ! ]
| 8301,8302 1
3 Frmees L6 ‘q. CP 5432
3 TCP cluster Postgres - Leader -
: 5432 Virtual Cepaep B 1
| VnpaenAeman P =
i PaBoyan mawwHa
TTPS 443 ; Linux

Ny . 1 Posigres - Replica
TCPass : \ Port mapping: ... (CepsepBOn2

YnpaenAemoe P : HTTPS E E Aspopa LigHTp

moBunbHoe \ e N m\ 1999 -> :8025 Cepeep npunoxenni 1

YCTPOHCTBO
Aspopa/Android

CermeHT cepeucos 06ILEro HA3HAYEHWA
Internet ;

HTTP 8009

el > ]

28 -'O.-_' TCP 8025 : :
Y <4 ' i
S § Z H ]
| J3 I i |
HTTPS 443 2 Qo 53TCP (DNS) H - ;
/ » T *y o~ UDP 123 (NTP) ' Microsoft Microsoft i
<2 E = -‘O:; ~ HTTP 8009 o TGP 25,465 (SMTP) | Active Directory Active Directary :
S ES TCP 8025 popa Liextp TCP 389,636 (MSAD) | Certificate Services :
= - Cepaep npunosicerui 2 TCP80 (MSADGS) ]
BHewHwiA —_— :
GanaHCUpoBLUMK H |
Patoyee mecTo HTTPS 443 : E‘ :
paspaboTuMka ! H ® ‘
NPUNCHKEHAA ! CepeepDNS MouTosbli cepeep  Cepaep NTP :

MexceTesoi NN

3KpaH
Aspopa Lientp
Cepaep npunoxexui 3 Neranna

PaGoues mecto
anMuHMCTpaTopa

Cepauchi OBLLIEro HA3HAYEHUA

Cepewcsl Aspopa LieHtp

PncyHoK 7/
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HOuwarpamma passepTtbiBaHuA Aspopa LieHTp - 10K ycTpoicTs

f PaspacoTumk D
NpUAGKEHWA  Ynpasnaemoe

Browser Aepopa/Android
HTTPS Ynpasnaeman
B: HTTPS 'afoqan MalnHa
T L

HTTPS

BrewHiil Brewki
‘ 4& ‘ 6anaHCAPOBUMK 1 | le—p) 4& ) sanac POBLLMK 2|
I \ _
l l Aspopa LieHTp
[ TP s009rmoP 8025 HTTP 8009/TCP 8025 HTTP B009TCP 8025 |
I T
¥ Y Q?F,Bep T HTTP 8500 1.2 Cepeep
BHyTpeHHIA m e HTTP 8500 n%?uxeuun1 ' i N m BHYTDEHHMA NPUNOXKEHWiA 2
6anancupoaLLK Nain ] Consul cluster TCP/UDP 8301,8302 ] o GanaHCHPOBLIMK
Consul Coragl ™, ) | consu - T
Template . 1Y A s Template g
e }g:ﬂ;-;im ® Sentinel cluster TCP 26379 y : e o 0s0
Sentinel | || sentinel P S
: e : ( - ~ )
N . Redis replication TCP 6379 ; [ em—
e [ appstore pusn auth TOP 26379, 6378 1 \yeey . N | Valkey :TCP 26379.6379 auth push | appstore > ﬁi’m:;ﬂu?
focslemm { -
4’@ ; .. RedPanda cluster TCP 33145 . - ; —— e
pkgrepn mt \ cdn smm TCP 9092 X 4 ; emm  cdn | mt | pkgrepo >
Rodpanda | i | Redpanda | L
SN A RN Cepsep
Ly HTTP 8 =) m FA— NPUNOXeHMiA 3
; ; =4 e GanancuposLIK
g Consul
r@ Template HTTP 10000-10500
TCP 10500+ 11000
Sentinel

v
! locs/appstore
i Valkey. | TCP 263736373 oy push | |appstore| |—> mwf;fm

R
; TCF so82 emm | cdn | mt | pkarepo ‘ [
! AedPanda
Nisiuuion S I
\ 1
TCP 5432 TCP 5432
TCP 5432 TCP 5432 Jerenna
Postgres cluster Virtual [P ——
TCP 5432
P s TCP s432 ) Wina coobuieHiii
cepaep sm ¥ P -~ v Cepaep B2 Kauw
T o o @9 — o
Rosigrzs S leader TEF 008 mp auoa Pastgres - Replica Banancuposuk
Xpanunuue
CUCTeMa OBHapyXeHUA
emm |appstorefjpiarepo)|  mt P ‘ roni Pa"""‘ amm |appstors |pkgrepo| mt || pusn cepauncos
Ca, Gepauchl
Ednsulﬂgem Consu Agent
TCP 543

PucyHoK 8
2.3.4. KnactepHas KoHOUrypauma C KOHTeHT-cepBepamu (nogaepskka Ao 100000
YCTPOWCTB)

B oTanumm ot KoHduUrypaumum, nogaepknsatowlent Ao 10000 ycTponCTB, B AaHHOM
KOHOUIypaumm ans onTMMM3aLMM AOCTaBKM KOHTEHTA M CHUXEHMA HArpy3KM Ha cepsep

NPUNOXKEHNI MCNOJb3YOTCA KOHTEHT-CEPBEPDI.
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KOHPUTypaLMio pekomMeHayeTcs

MCNoJ/ib30BaTb,

Korga TpebyeTcs

nogaepskka Ao 100000 ycTpoicts u/mam B caydae 60/bLIOK TeppUTopUanbHoON

yOaNeHHOCTWN YCTPOMCTB OT cepBepa NpuaoxkeHnin (PucyHok 9, PucyHok 10).

]\nlrrns 443

]

Patoyee mecto
paapaboTuMKa
MIPANGHKEHUAR

MexceTesoR
aKpaH

duaunyeckan apxuTekTypa Aspopa LieHTp ¢ KoHTeHT cepeepamu (Ao 100K ycTpoicTs)

I

‘Ynpasnreman

i Pa6ouan MaWMHa

CermeHT ¢ cepencamm

+ NpunoxeHni Aspopa Lientp |

Aspopa LigHTp

Linux
ing: 1
PAT;:': Tﬂnﬂg + Cepaep npunoxeHnii 1
HTTPS 443 ‘989 > 8025 {
8443 > :8024

J/

Ynpaenaemoe ToP 898 >~
moBMnsHoE -
yoTpoficTao e

Aspopa/Android AN Internet

. __
HTTPS 443
HTTPS 443
TGP 939

Aspopa LlenTp
CIEDREIEITIE Cepeep DNS Mouroskid ceppep  Cepaep NTP
pasovee wecro L
aomaHucTpaTepa I
CermenT KOHTEHT Cepaepos
: Aspopa Llestp
HTI':PS;'kAc CONTENT_DOMAIN>
Cepeucel 06LWEro HasHaueHuA

HTTPS://<AC_DOMAIN>
TCP/<AC_DOMAIN>:999

N

HTTPS 443

'Su/l<AC_DOMAIN=>:8443

BHelWHUiA
BanaHCHpOBLUMK

Aspopa Lientp

~=HT TP 8003.- * Cepaep NPUNOXeHNH 2

TCP 8025 |

;)

BHYTPEHHMWA NepUMETD

Cerment CYE[ Posigres
TCP/UDP
8301,8302
Postgres = -
. TCP__ | cluster Postares - Leader
5432 Virtual Cepsep B[ 1
IP -
Postgres - Replica
Cepeep B0 2
GermeHT cepsicos 061Uero HasHa%YEeHHA ™
53/TCP (DNS)
UDP 123 (NTP) |
! TCP 25,465 (SMTP) |
i TCP 389,636 (MS AD) | Microsoft Microsoft

Active Directory
Certificate Services

lEi

E TCP 80 (MSADCS) | Active Directory

BHewHui
GanaHCMpoB LMK

Aapnpa Llentp

Aapnpa LexTp
KonTenT-cepaep 1 KouTenT-cepsep2 KowTewT-cepaep 3 KoHTeHT-cepaep 4:

Anpnpa Llem'p |

Aapnpa Llextp
Cepeucel Aepopa LienTp

PucyHok 9
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Iwnarpamma passeptbiBaHuA Aspopa LleHTp - 100K ycTpoiicts

HTTPS:AC_CONTENT DOMAM>

- - P e
‘,I' Brausaii ]4_. -(l:- Breuswit H
BANAHTHPOBUMK 1 BANAHCAPOBIIAK 2|
HTTP 8009
" ABpopa LeHTp |
] ; Aspopa LienTp KOHTEHT cepaep
HTTP B008/TCP 8025 HTTP 8008/TCP 8025 HTTP B00S/TCP 8025
Cepsep TP as00 x Cepeep
BryTpesst ® TP as00; oAt | S IS i =, @ f— npNOXeHWF 2
fanarcHpoBLIK =1 [ Consul cluster TCP/UDP 8301,8302 - = . GanaHeHpoBLIK
L] Consul | Corisul ‘ - R Consul | ooy or
TP " Template : . S | Templaie
T 1003 10500 ) Sentinel cluster TCP 26379 ® Tor om0 t1000
| Sentinel ‘ s:n@ﬁm\ A
> Valkey replication TCP 6379 - 5
9 1 TCP 263796379
piopeconiy appstore| | pusn | aum | TCREIRETE. g, { Valoy uth | push | |appstore E&:&?&
i [ . RodPanda cluster TCP 33145 | E‘: S —
pkgrepo || mt | cdn | emm | TCPo0a2 . - ; emm || cdn | mt || pkorep
| FedPands b FAsgPanaa |
f ¥
Gepeep
& Hmey J— a3
Consul Fotin Mo Gt
onsul
_@ Tomplate TP 1000010500
TGP | 10500 11000
Sentinel
B B IR—
Valkey. auth push  appstore ooy
cvomn
R
o emm || cdn | mi | porepo
wararca
] ) [ e ]
P s - P st .
Tersi o et SRLI
s01.8202 Eu
H Ceppep 612
s @3 T — —
TP anos
v Xpaeiniaue
.3 Cueroua ofkapyxeinn
patori oepewoos
é | Cepavces
Consul Agent - —
PennukaunA-Top ssaz

2.3.5. KnactepHasa KOHPUrypauma c KOHTEHT-CEPBEPOM M Pa3aebHbIMM CEPBEPAMM

B (noaaeprkka ao 500000 ycTpoiicTs)

B naHHOM KOHUIypauum A8 MUHUMM3ALUMKU B3AUMHOTO BAMAHMA APYr Ha Apyra

OCYyLLeCTBAsAETCA pa3genieHne Hambonee Harpyskenubix B MB (auth) n MY (emm) no

OTAeNbHbIM cepBepam. WNHPPACTPyKTypHble KomnoHeHTbl MO ycTaHaBAMBaAOTCA Ha

oTAeNbHbIX cepsepax, cepsuchl MMO cobupatoTca B Knactep M3 LWecTn HoA. KOHTeHT-

cepBepbl MOXHO Pa3MeCTUTb Ha OTAENbHbIX NAOWAAKaX (HaanN\ep, B Pa3HbIX peFMOHaX).

JaHHYO

KoHOUIypauuio pekomeHayeTcs

MCNO/1b30BaTb

Ans

NoAAepHKM

MaKCMManbHOTO KosindecTtsa ycTpoicts (40 500000 yctponcTs) (PrcyHok 11, PucyHok 12).
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ITTPS 443
TCP 999
YnpaenAemoe
MoBHLHOS
yeTpoiicTeo
Aspopa/Android

HTTPS 443

Pafouee mecTo
paapacoTumka
npUNOKEHNit

HTTPS 443
TCP 999

MesKceTeson'\

akpaH

duanueckan apxutekTypa Aspopa LieHTp ¢ KOHTEeHT cepaepamu (A0 500K yeTpoiicTs)

Vnpasnneman
PaboMan MalwmnHa
Linux

~
HTTPS 443

HTTPS:l<AC_DOMAIN>
TGP i<AG_DOMAIN>:999

HTTPS 443

Pafouee mecTo
apmuHIUCTpaTopa

HTTPS:i<cAC_CONTENT_DOMAIN_ 1>

HTTP:

BHyTpeHHW nepUMeTp

(CermeHT ¢ ceparcamin Cerwment CYB/ Postgres
npunoxesuii Aspopa LIeHTp
P 5432
Postgres - Leader
TCP Postgres (E=mE -
Aspopa LieHTp 5432 cluster Virtual IP
Cepaep npunoxetni 1 j =
Postgres - Replica
B2
P 5432
. Postgres - Leader -
| Tep res auth Cepaep B[l auth 1
Aspopa Lientp 5432 cluster Virtual IP
Cepeep NPUIOKEHNA 2 I =
Postgres - Replica
Cepsep B/l auth 2
b P 5432
Port mapping: H osigres - Leader -
443 > :B009 P Postgres push Cepeep B[ push 1
5432 cluster Virtual IP
Aspopa Liektp -
Cepaep NPUNOXEeHUA 3
P Postgres - Replica
TCP80zs Cepaep B[l push 2
,,,,,,,,,,,,,,,, [ SRR BB
TCPIUDP
83018302
_HITTP 80054 CermMeHT MHGPACTYKTYPHLIX KOMNOHEHTOB ABpopa LiexTp
TCP 8025 Aspopa LiekTp f
1 TCP/UDP 8301,8302
Brewsmit Cepaep NpUNOXeHnA 4 | on s
GanaHCHpOBLIMK H TCP 6379
TCP/UDP 8301 8302(Consul) | TCP 33145 > A
___TCP 26378(Santinal) i A
TCP 6379(Redis) - e b \ / o
J1<AC_DOMAIN> 8443 TCP 9092 (Redpanda) . Gepaep wHippacr, HEIX
bpaCTBTY D s
| KOMNOHEHTOE 1
Aspopa Liektp {
Gepaep npunoXeHWi 5 | =
P 1 Cepaep
H VHIPPACTPYKTYPHBIX
KoMnoHeHTOs 3
TGP 53 (DNS) ~ .
Pt Tﬁ’:% Zi:g‘{‘s;ﬁg i CerMeHT cepaucoB ObILErD HasHaueHHA
Cepactl panaaHsiE TCP 80 (MS ADCS)
,,,,,,,,,,,,,,,, o
Microsoft
Microsoft Active Directory
‘CermeHT KoHTEHT cepeepos 1 Active Directory Ceriificate Services
Aspopa LleHtp
=
P 8003 g E Cepaep DNS Mourosuii cepsep  Cepaep NTP
Aspopallentp  AspopalleHtp  Aspopa LieHTp .
KoHTeHT-cepBep  KOHTeHT-Cepeep  KoHTewT-cepeep B
1 2 3
Egl .
- 5 9
=
BrewHuA Aepopa LieHTp Aepopa LieHTp  Aepopa LieHtp
GaNEHCHPOBILMK K peep K peep K peep. Nerenpa
4 5

CepBiuce! GBULErD HasHAEHIHA

Cepevce: Aspopa LienTp

PucyHok 11




50
AOMI.20134-0191 01

Ouarpamma passepTbiBaHuA Aspopa LieHTp - 500K ycTpoicTs

P::manuwx
nNpUNOHEHIT
Vmasmam
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T R, S
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=1 /A ] ‘ [« .

kagmpﬂ| push | aun TR CJ\ HadPundac\uslerTCPﬂﬂldi , /@ -
[ ) i i \ ay Ayl H HTTP Consul
: . ! f e \ / |/ LY e

. ,: A . ’ TR

8500
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T‘ < I |

[
=/ a G

Content Gache _Consul
f— TCP §432 TP 542 ls‘"” ngl

.oy
Iocs/kgrepe
mm

/

Gepeep 613 s G
— c«-u agent - » » Consul agant Fearanca
Fusum Loader - i R | I [
: Sl L JEs
= o moe 3 Tor a0 e
" v __>= remaa.
i P a
ug Replicatior VRRP Replication vRRP g' Replication VARP Ba3a AaHkbX
£ ToP 5432 } L TCP 5432 ; L ToPsi -,
\fcssprnz [ Eta Y pe—— - g fommmrne | A v coobuenit
Posigres - Replica 1 ‘ .. Tceaus Kow
_ Fo & Tor.sue % mwm Remu | TeRgme | Fns‘nres Replen _‘} = |
) ax ! N = Banawcuposuc
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PucyHok 12

2.3.6. KatacTpodoycTonumBas KnactepHana KoHUrypaLumsa ¢ yCTAHOBKOM CepBepoOB

NPUNOXKEHN U cepBepos b/l B ABYX LEeHTpax 06paboTKM AaHHbIX

B 4aHHOM KOHOUIypaLMK C LEeNbo 3alWMTbl OT NPUPOAHbIX, TEXHOTEHHbIX KaTacTpod
MNK TepaKToB M obecnedyeHmna HeNpepbIBHOCTM BU3HEC-NPOLLECCOB YCTAaHOBKA CepBEPOB
NPpUAOXKEeHUn 1 cepsepoB bJ] ocyulecTsnseTca B ABYX LeHTpax 06paboTKM AaHHbIX

(LLOax) — ocHOBHOM 1 pe3epBHbIN (PrucyHok 13).
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Y I2]

Ynpaenaemoe
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PucyHok 13

NOMHbIM  Habop

OTKa30yCTOMYMBON KOHPUTrypaumm (n. 2.3.3 - 2.3.5).

OcHoBHOM LUO/ GpyHKLMOHUPYET B aKTUBHOM pexknme (Active), T.e. obpabaTbiBaeT
Becb noctynatowmin Tpaduk. Cepsepbl b/l ocHosHoro LO[da cobupatotca B Primary

knactep. OanH 13 cepsepoB b/l BbicTynaeT B ponn Leader, BTopoi cepBep B ponun Replica,

penanumpya AaHHble ¢ Leader cepsepa 13 Tekyuwero LO/a.

PesepsHbiit LLOJ PyHKUMOHMPYET B pexnme oxkuaaHus (StandBy) — Bce cepsucsl

aKTUBHHbI,

cepBncos

Mno

HO TpaduKk B AaHHbln LIOJ He nopaetca. Cepsepbl b/l pesepsHoro LUO/[a

cobupatoTca B StandBy knactep. OanH 13 cepsepos b/ BbicTynaeT B poan StandBy Leader,

penanumpya AaHHble ¢ cepBepa M3 ocHosHoro LIO/a. Btopon cepsep B/ BbicTynaeT B

ponu Replica, penanunpya gaHHble ¢ cepBepa M3 TeKkylero LIOa.
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CepBepbl NpuNOXeHUHn un3 pasHbix ULOJoB He CcBA3aHbl Mexay cobol.
CuHXpoHM3auma coctoanma mexay LOJdamum peannsyeTcA 3a CHET CXeMbl KacKaaHOW
penankaumm aaHHbix b1 n3 ocHosHoro LUO/la B pe3epBHbI.
MepekntoyeHne  Tpadumka Mexay LOdamn (failover/switchover)
ocyllecTsaseTcs B pydyHom pexkume (n. 3.10.21). MoTepa AaHHbIX Npu nepexkatodeHmnn b/,

byaeT paBHa 3aaepkKe (nary) penamkaumm.
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3. YCTAHOBKA MNO

BHUMAHMUE! Aamunuctpatopy/pa3paboTunmky npu KOMMPOBAHWM KOMaHA W3
HACToALLEro AOKYMeHTa B ¢opmaTte .pdf HEOBXOAMMO MPOABAATb BHMMATENbHOCTb M
AOMNONHUTENBHO NPOBEPATb pPe3y/ibTaTbl BbIMOJAHEHMA COOTBETCTBYHOWMX KOMaAHZA Ha

aKpaHe.
3.1. Obwan nHpopmauma

YcTtaHoBKa MNMO 1 KoMnoHeHTOB cpeabl PyHKLMOHMpPoBaHMA MNMMO ocyuwecTsaseTca
C NOMOUbIO cueHapueB ycTaHoBKM [0, BbiMOAHAEMbIX Ha ynpasaawowen IBM u
HaMMWCaHHbIX C WCMNOJIb30BAaHWEM [EeKNapaTUBHOIO A3blKka PasMeTKM A8 ONUCaHMUA
KoHdurypaumi Ansible. CueHapum yctaHoBKn MMO No3BONSAOT BbINONHUTL YCTAHOBKY Kak
NOKaNbHO (BCce KoMMNoHeHTbl Ha 1 3BM), Tak n c yaaneHHon 3BM (ynpasnsatowen 3BM)

(PucyHok 14).

Ynpasnsawowan N3B

| ,, |

CC?B EED npgﬁ g}izguﬁ ] KOHTEHT cepeep | 1
C | M6 | CON |
S

MM | i |
\H‘Tﬂ/ | — |
\"T’/ | nyT |
E | nooc |

= -

PucyHok 14
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NMPUMEYAHUE. Ynpasnsatowas 3BM Heobxogmma TONAbKO AN  YCTAHOBKM,
HaCTPOMKKN 1 ynpasaeHua MNMO n He TpebyeTca ana dpyHKUMoHnposaHuma MMO.

BHUMAHMWE! Ana yctaHosku MMNO HeobxoaMmMo Hannyme cTabuibHOro MHTEPHET-
CoeAMHEHNA Ha cepBepax MpuaoxeHun, cepsepax b, KOHTeHT-cepBepax, a TaKKe Ha
ynpasaatouwen 3BM.

[na yctaHosku MMNO HeEOHBXOAMMO BbIMOAHUTL CAeaytolwme 4eUCTBUA:

1) Yb6eautbca, yTo cobntoaeHbl TpeboBaHMA, NpuBeAeHHble B Noapasaene 1.4;

2) YcTaHoBUTb M HacTpouTb OC Ha cepBepbl NPUNOKEHWUIN, cepBepbl B 1 npu
HeobxoAMMOCTM Ha KOHTEHT-cepBepbl (noapasaen 3.2);

3) Pa3BepHyTb M HacTpPOUTb ynpasastoLllyto IBM (noapasgen 3.3);

4) HactpouTb WHOPACTPYKTYPHbIE KOMMOHEHTbl MMNO M KOMMOHEHTbl cpeapl
dyHKUMOHMPOBaHMA MMO (n. 3.5.1);

5) Hactpoutb MMO (n. 3.5.2);

6) YCTaHOBUTb WMHOPACTPYKTypHble KOMMOHeHTbl [MMO 1M KOMMNOHEHTblI cpeapl
dyHKUMOHMPOoBaHMA MMO (n. 3.6.1);

7) YctanosuTb MMNO (n. 3.6.2);

8) HacTtpoutb noacuctems MMNO (noapasaen 3.8);

9) Mpn HeobXxoAMMOCTM BbINOAHWUTL  AONOAHUTENbHbIE HacTpolku (MO,
MHOPACTPYKTYPHbIX  KomnoHeHToB  [MNO  ©  cpeabl  dyHKUMOHMPOBaAHMA [0
(noapasanen 3.10);

10) MpoBepUTb  KOPPEKTHOCTb  YCTAHOBKM U dYHKUMOHMPpOBaHMA  TMO

(noapasgen 3.11).
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3.2. MNopAnoK ycTaHoBKM U HacTpoMku OC Ha cepBepax NpuaoXeHnn, cepaepax bl n

KOHTEeHT-Cepaepax

3.2.1. YcTaHOBWTb Ha CepBepbl MPUAOKeHMI, cepaepbl B 1 npy HeobxoAMMOCTHM Ha

KOHTEHT-cepBepbl 0aHY 13 cneayrouwmx OC, npusedeHHbIx B n. 1.4.2.

BHUMAHMWE! Mepen yctaHoBKon OC HEOOXOAMMO 03HAKOMUTLCA C TpeboBaHNAMMY,
npuBeaAeHHbIMW B AOKYMeHTaumm Ha C3N HC/A.

OC gomKkHa bbITb YCTaHOBIEHA B MMHUMaNnbHON KoHbUrypaumm b6es rpadpumyeckoro
nHTepdenca. Hanpumep, npu yctaHoske OC AnbT HEODXOAMMO BblIOpPaTb KOHGUIYpaLIMIO

«Minimal Install» (PncyHok 15) npu yctaHoske OC.

SiEEMinimal Install -

PucyHok 15

3.2.2. ObecneynTb BbINOAHEHWE CAeayoWMX TpeboBaHMM

3.2.2.1. TpeboBaHuAa K npeaycTtaHoBAeHHbIM B OC nakeTam

Ha cepBepax npunoxeHuir, cepsepax bl M KOHTEHT-cepBepax AO/KHbl ObITb
YCTaHOBEHbI C/leaytoLme NakeTbl:

— sudo;

— python Bepcumn 3.6 nau Bbille.

3.2.2.2. TpeboBaHua K HacTpomke ceTn OC

Heobxoammo, 4tobbl HacTponkm cetm OC COOTBETCTBOBA/NMN  CAeAyOLIMM
TpeboBaHUAM:

1) [lnA  OCHOBHOrO  CeTeBOro  WHTepdenca  OO/KEH  MNPMCYTCTBOBATb
KOHOUTYPALMOHHbIN Gana(bl):

— OC CentOS 1 OC PE[l OC: /etc/sysconfig/network-scripts/ifcfg-<umsa

uHTepberca>
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— OC AnbrT:

/etc/net/ifaces/<umMma mHTepderica>/ipvdaddress
/etc/net/ifaces/<umsa uHTepberica>/ipvdroute
/etc/net/ifaces/<uma muHTepodeiica>/options

— OC Astra Linux, Debian: /etc/network/interfaces

— OCUbuntu: /etc/netplan/*.yml

2) CeTeBol UHTEpdEMC A0IKEH aBTOMATMYECKM 3anycKaTbea npu 3arpyske OC.

[na sToro HeobXxoaMMO:

— B KOH®UrypauMoHHOM ¢anne /etc/sysconfig/network-scripts/ifcfg-
<mmsa wmnrepoderica> (Ana OC CentOS mam OC PEJ OC) mnm /etc/net/ifaces/<umsa

mHTepderica>/options (AN OC AnbT) 3a4aTb caedytollee 3HavYeHMe napameTpa ONBOOT:

ONBOOT=yes

— B KOHOUIypaumoHHbI dain /etc/network/interfaces (ana OC Astra Linux

nnun Debian) BHeCTM cneaytoLLyto 3anmch:

auto <umsa mHTepdelrca>

— B OC Ubuntu aBT03anycK ceTeBoro MHTepdenca HacTPOeH No YMOAYAHMIO.
3) MpuoputeTbl B KOHPUIYPaALMOHHOM daline /etc/nsswitch.conf AONKHbI

BbIMAAETbL CAeAyoWMM 06pa3om (MNP MCNONb30BaHUM dnsmasq):

hosts: files dns

rae ... —OCTa/ibHble ONuMKM, eI OHN UCNONb3YIOTCS;

4) Ha ceTeBblx MHTepdencax cepBepoB NMPUIOKeHUN, cepBepoB B 1 KOHTEHT-
CepBEPOB AO0/KHbl  OblTb  HACTPOEHbl CTAaTU4Yeckme ip-agpeca (MCnNosb3oBaHMe
AMHaMMYECKUX aapecos, Bbliaasaembix no DHCP, He gonyckaeTca).

5) B cnydae, korga cepsepa npuaoxkeHunin MMNO HaxoaAaTca 3@ MPOKCU-CEPBEPOM,
HeOOX0AMMO OTKAKUYNTL MPOKCMPOBAHME 3aNpocoB K cepamcam [MM0.

[na 3Toro B MNepemMeHHOMW no proxy  KOHQUrypaumoHHoro  damna
/etc/environment HEOOXOAMMO YKas3aTb CMUCOK AOMEHHbIX MMeH uan |IP-appecos

cepBepos I—IpMﬂO)-KeHI/IlZ, ANA KOTOPbIX HE CheayeT MCNOo/1b30BaTb MPOKCUPOBaAHUNE!
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NO PROXY=localhost,127.0.0.0/8, .local,<pmoMeH cepBepa IPUIOXKEHUI>

Hanpumep:

NO PROXY=localhost,127.0.0.0/8, .local,omp.acenter.example

3.2.3. MepenTn B y4ETHYO 3aMMnCb Cynepnoaib3oBaTe ia C MOMOLLLbIO KOMaHbI:

— OC CentOS, OC AnbTt n PELL OC:

su -

— OC Astra Linux, OC Debian n OC Ubuntu:

sudo -1

3.2.4. HacTpouTb peno3ntopuu:

— OC Astra Linux SE Bepcumn 1.7:

B KOHPUrypaunoHHOM danne /etc/apt/sources.list HEODXOANMO UCKNOUNTD
CD-ROM u3 cnuncka AOCTYMNHbIX PENO3NTOPMEB, @ TaKKe HAaCTPOUTb AOCTYN K OCHOBHOMY

(main) 1 6a3oBoMy (base) penosutopuam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-
extended/ 1.7 x86-64 main contrib non-free

— OC CentOS:
[ns HAcTPOMKM AOCTyNa K Peno3nTopmam HeobXoAMMO BbINOAHWUTL CleaytoLimne

KOMaH/dbl:

sed -1 's/mirrorlist/#mirrorlist/g' /etc/yum.repos.d/CentOS-*

sed -i
's|#baseurl=http://mirror.centos.org|baseurl=http://vault.centos.orglg
' /etc/yum.repos.d/Cent0OS-*
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3.2.5. HazHaunTb nonb3osatenam OC npaBa Ha BbIMNOJIHEHME KOMaHA OT MMEHM

cynepnosib3oBaTenAd bes BBOJa Napod C NOMOLBbKO KOMaHAbI:

echo '<umMmg noJsb3o0oBaTesig> ALL= (ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -
a' visudo -f /etc/sudoers.d/<mMsa OOJB30BaATEJIA>

Hanpumep:

echo 'omp ALL=(ALL:ALL) NOPASSWD: ALL' | EDITOR='tee -a' visudo -f
/etc/sudoers.d/omp

BHUMAHMUE! TMpasa Ha BbiNOAHEHME KOMaHA OT MMEHW Cynepnosib30BaTens
[O/KHbI ObITb Ha3HaYeHbl BCeEM MOJb30BaTeNnAM (Ha ynpasaatouwen IBM, cepsepax
NPUNOXKeHWI, cepeepax bl N KOHTEHT-cepBepax), KOTOPbIMK OCYLLECTBAAETCA YCTAHOBKA
KOMNOHEHTOB cpeabl yHKUMoHMpoBaHua, CYB n MNMO. B npoTMBHOM Cayyae B npolecce
YCTaHOBKM BO3HMKHYT OLWINOKM.

3.2.6. OTKAOYMTL  HAcTpoMKy 6esonacHocTn «astra-sudo-control» (B caydae

ncnonb3osaHuma OC Astra Linux):

sudo astra-sudo-control disable

3.2.7. 334aTb MMs XOCTa C MOMOLLbI KOMaHAbI:

hostnamectl set-hostname "wmMa xocTa.umMa momMeHa"

BHUMAHME! Mpn 3agaHnM MMeHM xocTa 06A3aTe/IbHO A0MKHO ObITb 334aHO UMS

[lOMEeHa, KOTopoe OTAenseTca ToYKon. Hanpumep:

hostnamectl set-hostname ocs-app.local

3.2.8. B HacTpoikax DNS-cepsepa nnm ¢pannax /etc/hosts yKaszaTb MMEHA XOCTOB

(hostname) M NOAHbIE MMEHA IOMEHOB (FQDN) BCEX CEPBEPOB KnacTepa:

"ip-agpec" "umMmAa xocTa.umMA pgoMmeHa'

Hanpumep (B danne /etc/hosts):

192.168.0.108 ocs-app.local
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3.2.9. 3apaTb agpeca DNS-cepsepos:

Appeca DNS-cepBepoB 3agatotca B daine /etc/resolv.conf B cneaytouem

dopmarTe:

nameserver "ip-anpec"

Hanpumep:

nameserver 192.168.0.1

MPUMEYAHUE. B cnyyae oTcyTcTBMA palnia /etc/resolv.conf HeobxoaMmo ero
co3aaTb.

3.2.10. HacTpouTb MapLlpyT No ymMonyaHuto (default gateway) 4yepe3 lan
MHTepdENC B COOTBETCTBMN C AOKyMeHTaumen Ha OC.,

3.2.11. 3apaTb TekyLwime AaTy U BPEMA C MOMOLLbIO KOMaHAb!:

date -s 'YYYY-MM-DD HH:MI:SS'

Hanpumep:

date -s '2021-03-31 12:34:56"

3.2.12. Nepe3sarpy3unTtb ynpasaatowyto IBM n cepsepbl C MOMOLLbIO KOMaHAb!:

reboot

3.3. MNopsapok pa3BepTbiBaHUA U HACTPOMKKM ynpasastowen IBM

BHUMAHWE! TMMepen pa3BepTbiBAHMEM W HACTPOMKOM ynpasaawowen 3SBM
HeobxoaMMOo NPON3BECTM YCTaHOBKY, HacTpoinKy OC Ha cepBepax NPUAOKEHWI, cepBepax
B4, v npu HeobX0AMMOCTM Ha KOHTEHT-CEpBEpPax B COOTBETCTBUM C NoApa3aenom 3.2.

[lnAa pa3BepTbiBaHWA M HACTPOMKK ynpasadaowen 3BM HeobxoaMMOo BbINOAHUTb
cnepyrouwme AeNCTBUA:

3.3.1. YcTaHoBUTb Ha ynpasadatouyto 3BM oaHy 13 cneaytowmx OC: OC Anbt 8 CI1,
OC PEA OC, OC Ubuntu 22.04, OC Ubuntu 24.04, OCAstra Linux SE Bepcum 1.8,
OC Debian 11.9 nan OC Debian 12.5.
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MPUMEYAHUE. B kauvectBe ynpasndatowen IBM MOXKeT MCNOAb30BaTbCA Kak
oTaenbHaa DBM, Tak n cepsep npuaoxkenunn Mo.

3.3.2. HacTpouTb ceTeBoe B3ammogencTsme ynpasaawouwen IBM c cepsepamu
NPUNOXEHUN, cepBepamm b N KOHTEHT-CepBEPaMM.

HacTpolika cetn Ha ynpasaatowen IBM ocywectsnaetca B COOTBETCTBMM € I/ Ha
OC.

3.3.3. Hactpoutb penosutopum (B caydae umcnonbzoBaHma OC Astra Linux SE

Bepcun 1.7)

[inAa sToro B KOHPUrypaumMoHHOM dalne /etc/apt/sources.list HeobxoaMMO

nckMounTs CD-ROM M3 cnmcka AOCTYMHbIX PENO3UTOPMEB, @ TaKKe HacTpOoUTb AOCTyn K

OCHOBHOMY (main) 1 6a30BoMy (base) peno3utopuam OC:

# deb cdrom: [0S Astra Linux 1.7.0 1.7 x86-64 contrib main non-free
deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/
1.7 x86-64 main contrib non-free

deb http://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-
extended/ 1.7 x86-64 main contrib non-free

3.3.4. Co3paTtb Ha ynpasaawouwern 3BM oTaenbHbIM KaTanor, CKONMPOoBaTb B HErO

copepxmmoe DVD c MMO v nepenTn B CO34aHHbIN KaTanor ¢ MOMOLLbIO KOMaHAbI:

cd <nyThk K KaTaJloTy>

3.3.5. [lepenT B KaTanor /server C MOMOLLbI KOMaHAbI:

cd <nyThk K KaTaJIoT'y server>

3.3.6. 3anyctTuTb installer-ac.sh (MM installer-ac-mt.sh WAM installer-

ac-mt-spr.sh®3) c NOMOLLbIO KOMaHAb!:

bash installer-ac.sh

jZRpeZi

bash installer-ac-mt.sh

I

bash installer-ac-mt-spr.sh

13 HassaHue dalina 3aBMcKUT OT BapuaHTa noctasku MMO.
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3.3.7. O3HaKoMUTbCA C «JINLUEH3MOHHbIM COrlalleHnem» 1 NPUHATL ero.
[Onsa Toro, 4tobbl MNPUHATL «JIMLUEH3MOHHOe cornaweHney (PucyHok 16),
HeobxoAMMO noc/sie Bonpoca «Bbl NpMHUMaeTe yCaoBMA NULLEH3MM (y/N)?» BBECTU «y», B
pe3ynbTaTe 4yero B Katanore c dalnom installer-ac.sh OyaeT co3gaH KaTanor

install-<Bepcua MNIO>. Hanpumep, /install-release-v5.3.0.

[ompéocs—app ~]% ./installer_ac.sh
JIMUEH3WMOHHOE COr NAWEHWE C KOHEYHBIM NONBE30BATENEM

BAXHO! NMEPEL WCNOMb30BAHWEM NPOrPAMMHOIO OBECMEYEHWMA, K KOTOPOMY MPWNAMAETCA OAHHOE NWLUEH3WOHHOE COMJAWE
HWE C KOHEYHbIM MOMb30BATENEM ([OANEE MO TEKCTY — «JWUEH3WOHHOE COTNAWEHWE» ), MOXANYWCTA, BHUMATESbHO NPOY
WTAWTE HWXECNEOYWIWME YCNOBWA. ECNW Bbl HE COMNAWAETECH C YCNOBWAMM HACTOALWErO NWUEH3WOHHOMO COrNMAWEHWA, T
0 Bbl HE WMEETE NMPABA WCMONb20BATE NPOTPAMMHOE OBECMEHEHWE B KAKWX-NWED UENAX.

1. ONPEOENEHWA

«[lpaecobnapaTtens» — ofWecTBO C OrpaHW4eHHOl OTEeTCTBEHHOCTbH «0TKpuTaA MoOWNbHaA nnaToopMa» (000 «0TKpwT

an MobunbHaa nnatgopmas ), 420500, Pecnybnuka TaTapcTaH, BepxHeycnoHckuid paiioH, r. WHHomonue, yn. YHueepc

uretckana, 4. 7, opuc 39, OMPH 1161690087020.

«M0» — NpWKnagHoe nporpaMMHoe obecnedveHue «Aspopa UeHTp» (MN0 «Aspopa UeHTp»), COCTOAWES W2 CRefyluwWx no

OCUCTEM: NpUKNagHoro nporpaMdHoro obecnedeHua «Aspopa UeHTp: MnatoopMa ynpaeneduax (MN0 «Aspopa UenTtp: N

natTgopMa ynpaeBfeHWA» ), NpUKNagHoro nporpaMmHoro obecnededna «Aepopa UeHTp: MapkeT» (MN0 «Aeppopa UenTp: M

apkeT») W CepBuca yeEepoMneHuid Aepopa, nogpobHoe onUCaHWe OYHKUMOHENbHLBIX BO3MOMHOCTEN KOTOpOro COAEPMaTCA
B JokyMmeHTauuu. [OaHHoe JIMUSH3IWMOHHOE COrNaweHWe nNpuMeHAeTcA Kak K NNO0 «Aepopa LUeHTp», BKMOYawweMmy B ceba
BCE MepeyucleHHLe Bhille NOACHCTEMbl, Tak W K Kakaod nopcucTeMe B OTASNbLHOCTH BHE 33BMCUMOCTH OT KOMMAEKTH

OCTH.

«[JOKyMeHTaunAa» — oTHocAwMecAa K MO conpoBofguTenbHele MaTepuans, B ToM 4ucne PyKoBOOCTBO MO YCTaAHOBKE W Hac

Tpoike, PykoeopgcTeo [onbzoBaTtensa, PykKoBOOCTEC AQMAHMCTpaTopa, KOToOphe npuHagnemat [lpaeoobnapaTtenw.

«YcTpolicTEO®» — 3TO annapaTHad cucTeMa (QU3MHEecKad WNW BUPTYanbHad ) co BCTPOEHHBM 3anoMUHa0WLWM ycTpolicTEo

M, Ha KOTOpbiXx MoMeT DTk 3anyweHo NO.

«[lpaéa Ha MHTeNNeKTyanbHyw COBCTEBEHHOCTb» — BCE MpPEBa Ha WMHTeNNeKTyanbHYW M NpPOoMblLNeHHYw coOCTEEeHHOCTh,
BEKMW4aEA NMpaga Ha U3obpeTeHMA, OTKPHITUA W NaTeHTH Ha W3oBpeTeHWA, BKMWYaA 33ABKW Ha B34y NaTeHTOBE W nep
eM3[jaHHble NaTeHTel, NOBTOPHHE 33ABKW WAM 3349BKW B mponOHMEHme M 43CTU4HBIE NPOOONKEHWA; aBTOpPCKME MNpaea; o
B6pasusl M NpoMblneHHble ofpasubl; TOBapHLe 3HaKW, 3HaKW OOGCNYMWBEHUA, ODOPMNEeHWe TOBapa W NPaEa Ha aHanorudy
Hele 06bLeKThl; CekpeThl NPOW3BOACTEA (HOy-Xay), KOMMep4ecKyw TalHy M KoHOMOeHUWanbHyw MHOOPMauWKw; npaBa Ha
TONOACTMW MHTErpankHeX MUKPOCXEM W NMpaBa Ha 0oTowabnoHu; W gpyrue WMCKAKHYWUTENbHLEIE NpaBa.

«JIILEHIMOHHOE COrNaweHue» — npefocTaEnAeMoe Bam MpaecobnafaTeneM OrpaHU4eHHOE NPEBO Ha WCMOML30BaHWE QYH
KUnoHansHoc T M0 Ha ycnoBUAX NPocTod (HEeWCKMW4uTenbHol ) NUUeH3MM B COOTBETCTEMWM € YCNOBUAMU HacToawero J
MUEH3WOHHOT O COornaweHna.

«KOoHe4HHl nonkzoEaTens» — nwboe wpUAWYECKoe NUUO (OpraHMzauuAa), KoTopoe npuobpeno MO AnA coBCTEEHHOrO WC
NonL30BaHKA U He [O14 NPofasu.

«llone20BaTeNb» — QU3M4eCcKoe MIMUO, HenocpefqCcTEEHHO ocyuwecTBNAwues zkcnnyaTauww MO B uenax W nopagke, onpe
fenAeMoM KOHeYHbIM MoNk20BaTeNeM.

Hactoauwee fNUeH3MOHHOE cOrnaleHWe ABNAETCA WPMOWYECKWUM cornaweHueM MexAy Bamu (panee no TekcTy — KoHeYH:l
A nonezoeaTent) w MpaecobnapaTteneM.

PucyHok 16
TaKk¥e BO3MOMHO aBTOMATMYECKOEe MNPUHATUE JULEH3MOHHOMO CornalleHmn
(6e3 BNOKNPOBKK NpoLecca YCTaHOBKK). B gaHHOM cayyae HEOOXOAMMO O3HAKOMMUTLCA C
NMUEH3NOHHbIM cornaweHnem (dahn «J/InueHsmoHHoe cornawenune.pdf» BxoanT B
Komnaekt 3[) M NpuHATL ero. [1na aBTOMATMYECKOro MPUHATMA JIMLEH3NOHHOTO

cornauweHmna HeobxoaAMMo MCNoNb30BaTh Gaar ——accept-license:

bash installer-ac.sh —--accept-license

VI

bash installer-ac-mt.sh --accept-license

W

bash installer-ac-mt-spr.sh --accept-license
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BHUMAHWE! B cnyyae HecornacMa C  AMUEH3WMOHHbLIM  COMNalIeHMeM
ncnonbsosaHue MNMNM0O 3anpeuaeTca.

3.3.8. [epenTu B KaTanor Co CLUeHaAPMAMM YCTAHOBKM C MOMOLLbIO KOMaHAbI:

cd install-<Bepcwusa MIO>/install-ac/

NI

cd install-<Bepcwusa MIO>/install-ac-mt/

W

cd install-<Bepcus IIO>/install-ac-mt-spr/

Hanpumep:

cd install-release-v5.3.0/install-ac/

MPUMEYAHMUE. NanbHelwe AeNCTBMA NO YCTaHOBKE M HACTPOMKE KOMMOHEHTOB
cpeabl GpyHKUMoHMpoBaHua MO, a Takxke MO, HeobXxoAMMO BbINOAHATL M3 AAHHOTO
KaTanora.

3.3.9. YcTaHOBUTbL Ha ynpasBastowen IBM nakeTbl, Heobxoammble ANA 3anycka

cueHapmeB YCTaHOBKK, C MOMOLLbHO KOMaHAbI:

sudo bash control-node-prerequisites.sh

MPUMEYAHMUE. Ecnmn TpebyeTca Mcnonb30BaTb COOCTBEHHLIN peno3utopuin PyPl-
nakeToB (PyPI registry), TO NpeaBapmTebHO HeEO6X0AMMO CO34aTb KOHOUIYPALMOHHbIN

dann /etc/pip.conf coaepKalini cneayrolme HacTPOMKMN:

[global]

index-url = <ampec penoz3uropmusa PyPI>

trusted-host = <gomMeH xocCTa C penosuTopmem>
Hanpumep:

[globall

index-url = https://example.com/repository/pypi-pypi.org/simple
trusted-host = example.com

3.3.10. Hactpoutb SSH poctyn ynpasnatwouwen 3BM K cepBepam MNpUAOKEHMUNA,
cepBepam B[l 1 KOHTEHT-cepBepam (aaxe B caydae, Korga ynpasaatowana 9BM m cepsepbl

yCTaHOBAEHbI Ha 1 9BM):
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— chopMMPOBaTb KAKOUYEBYIO Napy Ha yNpPaBAAIOLLEM CEpPBEpE:

ssh-keygen -t rsa -b 4096

— CKOMMPOBATb OTKPbITbIM KAOY Ha cepBepbl MNPUAOKEHUNH, cepsBepbl B u

KOHTEHT-CEPBEPDLI:

ssh-copy-id <umsa nosib30BaTelNa>(d<cepBep NPUIIOXESHMII>
ssh-copy-id <mmsa nojbszoBaTensa>@<cepsep B>
ssh-copy-id <umsa nosbz0oBaTessa>d<KOHTEHT CepBep>

— NpPOBEPUTb AOCTYN C YNPaBAAKOWEN MalUMHbI Ha CepBEPbl MPUIOKEHUN,
cepBepbl B/l 1 KOHTEHT-cepBepbl N0 SSH Katouy (MNP BbINOAHEHUM KOMAHA, HUXKe BBOS,

napons He AoKeH TpeboBaTbCA):

ssh <umsa nosb30oBaTeNna>@<cepBep NPUIIOXEHMI>
ssh <wmmsa nosb30BaTensa>@<cepsep BI>
ssh <uMmsa nonb30BaTENS>@<KOHTEHT CEepBep>

MPUMEYAHMUE. Ynpasnatouime KomaHabl, PopMMpyemble CLEHAPUAMM YCTaHOBKM

MNro, nepegatoTca C UCNOMb30BAHNEM NPOTOKO1a SSH.

3.4. O3HakomuTenbHas yctaHoBKa [0

O3HaKoMUTeNbHAA YCTAaHOBKA MCMOb3yeTca Ana bbicTpon ycTaHoBKK M0 6e3 ero
HAaCTPOMKN. [aHHbIA BapMaHT YCTAaHOBKM PEKOMEeHAyeTCcA MCNOo/Ab30BaTb TOJIbKO B
03HAKOMUTENbHbIX Lenax ¢ 6a3oBbiMK BO3MOXKHOCTAMM [0, B OCTaNbHbIX CayYasnx
cnenyeT NPonyCcTUTb AaHHbIN MYHKT.

MPUMEYAHMUE. B npouecce 03HaKOMUTENbHON YCTAHOBKM ByayT cHOPMMPOBAHbI
MHBEHTAPHbIN bann OKPYEHNS (bamn: inventories/<uaspanue
oKkpyxeHUsa>/hosts.yml), a Tak¥e KOHOUrypauMoHHble dalnbl OKpyxeHus (KaTanor:
config/environments/<uazBaHue oxpyxenus>/). [logpobHaa uWHPopmauus o
KOHPUIYpPaLMOHHbIX Painax oKpy*KeHui npueegeHa B n. 13.2.8. Mpn HeobxoamMmocTm

M3MEHEHWS B AaHHble Ganaibl MOXHO BHECTU BPYYHYIO.
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[AnAa o3HakomuTenbHoM ycTaHoOBKM MO HeobxoAMMO BbINONAHUTL Creaytouime
nencTeuA:

3.4.1. 3anyCTUTb CLUEHAPMN YCTAHOBKM C MOMOLLLbKO KOMaHAbI:

ANSIBLE USER="<mma nosbz3oBaTensa>" ./deploy.sh -e <HasBaHMe OKPyXeHMI>

MPUMEYAHWUE. Ha3BaHMe OKPYKEHNA MOXKET MMeTb NtoHoe 3HaYeHKe.

Hanpumep:

ANSIBLE USER="omp" ./deploy.sh -e test env

3.4.2. B npouecc BbIMNONHEHUS CKPUNTA HEODXOAMMO B MHTEPAKTUBHOM peXxume

3a/1aTb CAeaytoLLMe NnapameTpbi:

— MMA XocTa cepBepa npunoxeHui MNMO (Set Aurora Center APP host), Hanpumep:

Set Aurora Center APP host: ocs-app.local

— MMA XOCTa cepBepa Hasbl AaHHbIX, HaNpUMep:

Set Aurora Center DB host: ocs—-app.local

— URL-agpec BHelwHero 6anaHcnpoBLimMKa (NpKn ero Haanuum), Hanpumep:

Use external balancer [n]: vy
Set Aurora Center external URL(example - http(s)://mydomain.com) :
http://mydomain.com

BHUMAHME! URL-agpec yKkasbiBaeTca 6€3 CMMBO/IA «/» B KOHLE.

— Bepcuto CYB/ PostgreSQL, Hanpumep:

PostgreSQL version [15]: 15

3.4.3. loatTBepAnTb KOPPEKTHOCTb 3a4aHHbIX MAapaMeTpPOoB, Hanpumep:

Ansible deployment user = omp

Aurora Center APP host = ocs-app.local
Aurora Center DB host = ocs-app.local
Aurora Center external URL = http://mydomain.com
PostgreSQL version = 15

is this ok [y/n]? ¥y
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B cnyyae noatsepxkaeHunsa (y), HauHeTcs ycTaHoBka MMMO. B cayyae oTkasa (n),

byaeT BbINONHEHO 3aBEpPLUEHME CLEHAPMA YCTAHOBKM.
3.5. MNopAaaoK HaCTPOMKM KOMNOHEHTOB cpeabl dyHKUMoHMposaHua MNMNO m MMNO

MPUMEYAHUE. CueHapum yCTAaHOBKM MO3BOMAKT BbINOJHUTL HACTPOMKY U
ycTaHoBKy [MMM0O, a TakKe KOMMNOHEHTOB cpebl GYyHKUMOHMPOBaHMA MIMNO ANA HECKONbKMX
PA3/IMYHbIX OKPYXKeHU. MopAaaoK KOHOUTYpUpoBaHUa 1 ycTaHoBKM MMO ANa HECKONbKUX

OKpY*KeHun npmueeaeH 8 n. 3.10.15.

3.5.1. HacTtpolika KOMMOHEHTOB cpeapbl GYHKUMOHNPOBAHMA Mnro n

MHPPACTPYKTYPHbIX KOMNoHeHToB MMMO

NMPUMEYAHWUE. Maponu, cekpeTbl, TOKEHbI A0NKHbI ObITb HE MeHee 8 CMMBOJIOB, a
TaKXe CoAepXaTb 3arnaBHble U CTPOYHbIe BYKBbI (KMpUAAMLE He gonyckaeTcs), umdpsl,
npobenbl W cneumanbHble CUMMBOAbLI.  [OoNycKaeTcs MUCNOAb30BATb  Caeayloline

cneynanbHble CUMBOJIbI!

S&*()-—=_;.

Ona  HAcTPOMKM  KOMMOHEHTOB  cpeabl  QYHKUMOHMpoBaHMa MO u
MHOPACTPYKTYPHbIX KOMNOHEHTOB MO HeobXxoAMMO BbIMONHUTL CleaytoLLmMe AeNCTBUA:

3.5.1.1. MNepenTn B KaTanor CoO CLEHAPUAMM YCTAHOBKW (KaTanor: /install-
<Bepcusa IIO>/install-ac/ WAN /install-<Bepcua MIO>/install-ac-mt/ WU
/install-<Bepcus IIO>/install-ac-mt-spr/).

3.5.1.2. B unHBeHTapHOM ¢anne inventories/hosts.yml 3adaTb aJpeca
cepBepoB (MMeHa XOCTOB), Ha KOTOpble OyayT YCTAHOBAEHbl KOMMOHEHTbI cpespbl
dyHKUMOHMpoBaHMA MMO 1 HbpaCTPYKTypHbIe KoMNoHeHTbI MTM0.

OnuncaHune nopAzakKa 3a4aHunA aapecos B NHBEHTAPHOM darne
inventories/hosts.yml npusedeHo 8 n. 3.10.13.

[Onsa otobpaxkeHus agpeca IBM HeobxoaMMO BbINOSIHUTL KOMaHAY:

hostname
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Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM M KNACTEPHOM KOHOUrypaLmm
npuBeeHbl B KaTanore samples/ac/inventories/.

OnncaHme napameTpoB  MHBEHTApHOro @darna inventories/hosts.yml
npuseaneHo s n. 12.1.1.

3.5.1.3. B KoHdurypaumoHHom o¢anne config/vars/ vars.yml HeobxoAnmo
3a4aTb MO0 NOMEHATb NPeayCTaHOB/EHHbIE 3HAYEHMA CAeayOLLMX NapaMeTPOB:

— napameTpbl nogkatodeHua noacucrtem M0 K B/

postgresqgl:
port: 5432

Mpy uncnonb3oBaHMM banaHcupoBWMKa B HeobxoaMmo 3a4aTb afpec XocTa

6anaHCMPOBLLMKA, Hanpumep:

postgresqgl:
host: "10.189.221.57"

— naponb cynepnonb3oBatena "postgres" CYB/ Postgresgl, ecan yctaHoBKa

CYB/] ocyuwecTBnaeTcA C MOMOLLbIO CLLleHapueB YCTaHOBKM:

Pg_superuser password: "postgres"

— Bepcuto CYB/:

pg _version: 15

MepeyeHb AONYCTUMbIX 3Ha4YeHUM napameTpa npmseaeH B Tabauue (Tabanua 13).

Tabnunua 13
3Ha4YeHMe napameTpa Bepcua CYbB/]
14 PostgreSQL 14
15 PostgreSQL 15
16 PostgreSQL 16
12-pro Postgres Pro Standard 12
13-pro Postgres Pro Standard 13
ld-pro Postgres Pro Standard 14
l4-stdcert Postgres Pro Certified 14
15-pro Postgres Pro Standard 15
15-stdcert Postgres Pro Certified 15
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— 1mAa 1 naponb nonb3osatena CYB/ Postgresql c ponbto «replication»:

pPg replication user:
name: replication
password: 123FD5648ert**h

— MMA 1 Naponb cynepnonb3oBatena CYB/[ Postgresql, oT umeHn KoToporo byaet

OCYLLEeCTBNATbLCA YcTaHoBKa [110:

pPg_custom superuser:
username: OCS_ superuser
password: ClacVob*TwesOLs6

— agpeca DNS-cepsepos (obszatensHo ana OC Ubuntu 22.04 n PEA OC 8.0),

Hanpumep:

dnsmasq upstream servers: "192.168.137.1,10.189.211.10"

MPUMEYAHUE. OnuncaHne napameTpoB KOHOUIYPaUMOHHbIX $anaoB cleHapues
YCTAaHOBKWM cpeabl PyHKUMOHMpoBaHMa [0, cueHapues yctaHoBku MO um MMO
NpMBeAEHO B CAMMUX KOHPUTYPALMOHHbIX Galifax B BMAE KOMMEHTApPMEB.

3.5.1.4. B KoHoUrypaumoHHOM ¢alne config/secret.yml 3a4aTb Napoau,
CeKpeTbl 1 TOKEHbI:

— Maponb goctyna K bAl:

database:
password: CHANGEME-ocs

— naponb goctyna k CYB/[, Valkey B napameTpe valkey password:

valkey:
password: "CHANGEME-@rTT9089087fslk"

— CEKPEeTHbIN KAtoY ANs ayTeHTUdMKaLMM 3anpocoB K cepauncam MMO:

hmac:
key: "CHANGEME-DEFAULT-F1IWpOt5dY51YJrm7H-DEFAULT"

— TOKEeH AO0CTYyMNa K CMcteme o6Hapy>+<eHv1ﬂ cepBncoB Consul:

consul:
token: "CHANGEME-ae9f5abb-6b8f-9252-59¢c5-53bcb651£f182"
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— CEKPETHbIN KAoY KAMEHTOB (CepBMCOB):

defaultOidcClientSecret: "CHANGEME-HWfwehfoIOHwfe233WEfvwewe"

— K04 WKdPOBAHNA CEKPETOB, XpaHaLLmMxca B B

encrypt:
keys:
- "CHANGEME-master-key"

BHUMAHWE! Mpun obHoBneHnun MIMO yaanaTb cTapblie KAO4YM 3anpellaetca. HoBble
KNto4uM Heobxoammo A06aBAATb B HA4aN0 CMMCKa;
— Napoau, UCNONb3yeEMblE ANS 3aWMTbl KPUTUYHOW MHPOPMaLMK (Hanpumep,

cookie ceccum):

oidcpSecrets:
system:
- kdj%93cxk+57nMa4
cookie:
- 9v _wer8*&r= hY8u

BHUMAHWE! dnnHa napona gonkHa bbiTb He MeHee 16 cumBo10B. [pn 06HOBNAEHNN
MMNO ypanATb CTapble Napoau 3anpeuwiaetca. Hosble naponn Heobxoammo A06aBNATbL B
Ha4a/i0 CMMCKa;

— Mapo/ib AOCTYNa K CEPBUCY rAapaHTMPOBAHHON AOCTaBKM COObLLEHWI Redpanda:

redpanda:
password: 'CHANGEME-%GJJ690t5-0"

— Napo/b CyNepnoab30BaTea CepBMca rapaHTMPOBAHHOM A0CTaBKM COODLLEHMN

Redpanda:

redpanda_ superuser:
name: admin
password: CHANGEME-Tes%3@@poi

— Mapo/ib AOCTYNa K CepBUCY yNpaBaeHua knactepom b/l Patroni:

patroni:
api password: "CHANGEME-VV4445@@@3kJ5"

— Mapo/ib AOCTYNa K cepBmUcy BanaHCMPOBKM HArpy3kn Keepalived:

keepalived auth pass: "CHANGEME-ravJulis*Im5"
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3.5.2. Hactpowka MMNO (noacuctem MMO)

BHUMAHME! Mepen BbiNOAHEHMEM HACTPOEK HeobBXOAMMO M3Yy4MTb MOPALOK
paboTbl C KOHOUIYpaLMOHHbIMMK datnamm, NnpnueeaeHHbIN B n. 13.2.9.

MPUMEYAHMUE. Maponu, cekpeTbl, TOKEHbI AO0NXKHbI OblTb HE MeHee 8 CMMBOOB, a
TaKKe codep)KaTb 3arnaBHble W CTPOYHble DYKBbI (KMpUAAMLA He AonycKaeTca), umdpsl,
npobenbl W cneumanbHble CUMMBOAbI. [loMycKaeTcA MCNO/Ab30BaTb Caedytolime

crneunanbHble CUMBOJIbI:

Sex()-=_;.

[Ona HacTponkn MMNO HeobxoaMMO BbINONHUTL CAeayrolne AencTBuA:

3.5.2.1. B wnHBeHTapHOM ¢aine inventories/hosts.yml 3a4aTb ajdpeca
cepBepoB (MMeHa XOCTOB), Ha KOTopble ByayT ycTaHoBAEeHbI noacucTemsl MMO.

OnuncaHue nopsaKa 3a4aHuA aapecos B MHBEHTAPHOM darne
inventories/hosts.yml npmusegeHo 8 n. 3.10.13.

3.5.2.2. BbinonHUTL HACTPOMKY nopTa Ana aAMMHUCTPATMBHbIX
(npuBmMnernpoBaHHbIX) MHTEpdercos MNMO (npn HeobxoAMMOCTH).

MO YMONYaHWIO MNPUBMAETMPOBAHHbIE M HEMNPUBUAETMPOBAHHbIE WHTEPDENCDI
NPUHMUMAIOT 3anpocsl Ha nopTy 8009.

B T[IMNO npeaycmoTpeHa  BO3MOXHOCTb  Ha3HayMTb  AAMMHUCTPATUBHbLIM
(npuBMnernpoBaHHbIM) MHTEepdencam MMNO oTaeNbHbIM NOPT. ITO NO3BOASET OFPAHUYNTD
[ocTyn HENPUBUAETMPOBAHHbIX nonb3oBaTenem K aAMNHUCTPATUBHbIM
(npuBMnernpoBaHHbIM) nHTepdencam MMO.

[lna HasHayeHMA oOTAeNbHOro nopTa ANA aAMWHUCTPATMBHOIO MHTepdeica
HeobXxoAMMO B KOHOUTypaLMOHHOM daline config/vars/ vars.yml yKa3aTb NOPTbl ANA
HENPMBUAErMPOBaHHbIX WHTepdencoB (NapameTp: nginx vhost external port) W
aAMUHUCTPATUBHBbIX (NpuBMAErMPOBaAHHBbIX) nHTepdencos (napameTp:

nginx_vhost_external_admin_port), Hanpunmep:
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nginx vhost external port: 8009
nginx vhost external admin port: 8010

N3meHeHne nopTa HeobXOAMMO Y4MTbIBATb B HacTponKax URI B nn. 3.5.2.3.

3.5.2.3. BbinonHnTbL HacTporky tls ana BHewHuUx wuHTepdencos MMO  (npwm
HeobxoaMMoCTH).

Mo yMON4YaHMIO cepBep MPUHMMAET 3anpocbl No NpoTtokony HTTP. [1as HacTpoMKM
cepBepa Ha 00pPabOTKy 3anpocoB MO 3alMWEHHOMY MNpoToKoay TLS Heobxoammo B
KOHPUIYPaLUMOHHOM danne config/vars/ vars.yml BKIKOUMNTb onuuto
nginx vhost external tls W YyKa3aTb 3aKPbITbIM KAOY W LENOYKy cepTudukata

3aKpbITOro kKAto4a 8 PEM popmate, Hanpumep:

nginx vhost external tls:
enabled: true
private key: |
————— BEGIN PRIVATE KEY-----

BHUMAHWUE! TMpu wncnonb3oBaHum TLS B  KOHPUrypaumoHHOM  daline
config/vars/ vars.yml HeobxoAMMO OTAENUTb MOPT 1A BHEWHWX BbI3OBOB
(napameTp: nginx_vhost_external_port) oT BHyTpeHHero nopTa 414 MeXNOACUCTEMHOrO
B3aMmmoaencTema (napameTp: nginx_vhost_system_port). Hanpumep, ykasaTb cneaytouine

nopTbl:

nginx vhost external port: 8009
nginx vhost system port: 8007

MPUMEYAHUE. CepTuduKaT 3aKpbITOrO KAYa [AO/IKEH COOTBETCTBOBATH
cnepyowmm TpeboBaHMAM:

— B Nojsie Common Name (CN)ﬂanﬂﬂ)6uTbyKa3aﬂDAOMGHHoeMNm;

— B cepTudMKaTe AO0/KHO MPUCYTCTBOBATb MOSEe subjectAltName, 3HaYeHMe

KOTOPOTo AO0/KHO COBMNaAaTb CO 3Ha4YeHNEM B None Common Name (CN),
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— cepTMdMKAT [OMKEH BXOAUTb B LLEMOYKYy [0BepuAa CepTUPUKATOB Ha
YCTPOMCTBAX;
— Gann  cepTudmKata  3aKPLITOrO  KAOYA  AO/KEH  BKAKOYATb  LEMOuKy
cepTMPMKaToB.
MpuMmep co34aHMA 3aKPLITOrO KAKOYA U cepTUPMKATa 3aKPLITOro KAtoYa NpueeaeH
B nn. 3.8.1.2.
3.5.2.4. BoinonHutb HacTpourky URL-agpecos TMMO.
URL-aapeca MMNO 3apatoTcs B CEKUMM publicUris B KOHPUrypaumoHHom darine
config/config.yml.j2.
BHUMAHMUE! URL-agpeca yka3biBatoTCcs 63 CMMBO/IA «/» B KOHLLE.
Mo ymonyaHuto URL-agpeca MNMO HacTpoeHbl cneayrowmm obpas3om:
— MPOTOKOA: HTTP;

— hostname: COOTBETCTBYET NePBOM 3aNMCK B Tpynne app B UHBEHTapHOM daline
inventories/hosts.yml;

— MOpPT: COOTBETCTBYET NEPEMEHHON nginx vhost external port, 33aZaHHOW
B KOHQUIypaunMoHHOM danne config/vars/ vars.yml.

[laHHble HACTPOWKM COOTBETCTBYIOT OAHOHOAOBOM KOHOUIypauum CUCTEMbI C
He3aWMLUEHHbIM  COeAMHEHNEM, OOWMM MNOPTOM  AAS8  NPUBUAETMPOBAHHbLIX U
HenpPUBUAETMPOBAHHbIX MHTEPdENCOB 1 Be3 MCNoNb30BaHMA BHeLLHero banaHCMpoBLIMKa.

Bo3MoOXHbI cneaytowe BapnuaHTbl HACTPOMKM:

3.5.2.4.1 URL-agpeca MMO ucnonb3ytoT 1 gomeH, 6e3 BHelHero 6anaHCMpPOoBLLMKA.

[laHHble HACTPOMKM MPUMEHMMbI TONbKO K OAHOHOAOBOM KOHQUrypaumm. B
napameTpe publicUris.ac.commonAddress — NO YMOJYaHMIO YKa3aH hostname,

COOTBETCTBYIOLWMIA MNepBOM 3anucM B rpynne app B MHBEHTApHOM  danne

inventories/hosts.yml

ac:
commonAddress:
"http://{{groups['app']|first}}:${nginxVhostExternalPort}"
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Echm 8 nn. 3.5.2.2 6bln Ha3Ha4YeH OTAENbHbIM MOPT ANA aAMWHUCTPATMBHbIX
(NnpuBMAernpoBaHHbIX) MHTepdeincos, To HeobXoaAMMO B NepeMeHHOM publicUris.ac.
adminAddress VYKa3aTb 3TOT nNopT. [na yKasaHMA nNopTa MOXKHO WCMO/b30BaThb

nepemMeHHy nginxvVhostExternalAdminPort UM HENOCPEACTBEHHO 3a4aTb 3HAYEHME:!

ac:
adminAddress:
"http://{{groups|['app']|first}}:${nginxVhostExternalAdminPort}"

3.5.2.4.2 Hactporka URL-agpecos [MNO npm MCNONb30BAHWUM 33LUMLLIEHHOrO
coeiMHEeHMA.

HesawmueHHoe (npotokon HTTP) coeanHeHune ¢ cepBepom npunoxkeHuit MMO
NOMNYCTUMO  MCMONb30BaTb B MUIOTHbIX MPOEKTax, rAae oTcyTcTByeT 06paboTKa
KOHPMAEHUMANbHOM WMHPOPMALMKU. B OCTanbHbIX Cayd4asax A0MKHA obecnevymBaTbCs
3allMTa KaHa/I0B CBA3MW.

MO noaaep*mMBaeT BO3IMOXKHOCTb MCMO/b30BAaHMA 3aWMUEHHOIO COeANHEHUA
TO/IbKO C UCMO/MIb30BAHMEM BHELLIHErO KPMATOWAK3a UAM HACTPOMKM TLS Ha BHewHem
HanaHCcUMpOoBLIMKE.

Mpn  MCNONb30BaHMA  3allMuleHHoro coeamHeHma B URL-agpecax [0

HeobxoaMMOo yKasbiBaTb NpoTokon HTTPS:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.3 URL-agpeca MMO ncnonb3ytoT 1 AOMEH Ha BHelHeM 6anaHCMPOBLUMKE.
B aaHHOM cnydyae B napameTpe commonAddress HeOOXO0AMMO 3a4aTb MPOTOKON
(http nan https), uma pomeHa <AC_DOMAIN> 1 nopT, HAaCTPOEHHble Ha BHELIHEM

6anaHCMPOBLUMKE, HAaNpPUMeEp:

ac:
commonAddress: "https://acenter.example.ru"

3.5.2.4.4 URL-agpeca MMNO pa3geneHbl Ha BHELWHWA M BHYTPEHHMN AOMEHbI Ha

BHelHem banaHcu poBLNKeE.
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MonobHoe pasaeneHue, TpebyeTtca, HaNnpuUmMmep, Korga HeobxoaMMO OrpPaHUYUTb
A0CTyn K KOHCONAM agMUHNCTPATOPOB 13 BHELWHEN CETMU.
B oaHHOM ciiydae B mapameTpe commonAddress HEOOXOAMMO 33ZaTb MPOTOKON
(http man https), nma agomeHa <AC_DOMAIN> n nopT AaAa BHEWHWX aapecoB, a B
napametpe adminAddress 334aTb MPOTOKO/A, UMA AOMEHa U NOPT ANA BHYTPEHHMX

a/lpecos, Hanpumep:

ac:
commonAddress: "https://acenter.example.ru"
adminAddress: "https://admin.example

3.5.2.4.5 URL-agpeca lNMMO ncnonb3yoT pa3Hble AOMEHbI.
B naHHOM cnyyae Ana kKaxaon noacuctemsl MO 3agaeTcs cBOM COHBCTBEHHbIM

NOMEH, Hanpumep:

cdn:
address: "https://external.cdn.example.ru"
originAddress: "https://acenter.example.ru:8024"
auth:
adminCrossTenantAddress: "https://authadmin.example"
publicAddress: "https://authpublic.acenter.example.ru"
aps:
adminAddress: "https://apsadmin.acenter.example.ru"
devAddress: "https://apsdev.acenter.example.ru"
marketAddress: "https://apsmarket.acenter.example.ru"
push:

adminAddress: "https://pushadmin.example"
publicAddress: "https://pushpublic.acenter.example.ru"

mt:
adminAddress: "https://mt.example"

pkgrepo:
adminAddress: "https://pkgrepoadmin.example"
mobileAddress: "https://pkgrepomobile.acenter.example.ru"

repoAddress: "https://pkgrepo.acenter.example.ru"

3.5.2.5. OTpenakTnpoBaTb KOHPUTrYPaLUMOHHbIN Gpain config/config.yml.j2.
B AaHHOM KOHPUrypaumoHHOM danne HeobxoaMmo 3a4aTb MO0 M3MEHUTb
npeayCcTaHOB/NEHHbIEe 3HAYEHNA:

— AOMEH YYETHbIX 3anmcen Noanb3oBaTeNen ONA TeHaHTa "default™:

defaultIdentityDomain: "omprussia.ru"
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— YPOBEHb JAeTanmsaumm CcoobWEeHUNn NorMpoBaHuA (pekomeHayeTca 3a4aTb

"info" NPW TECTOBOM 3KCMyaTaUMM M "warn" NPM NPOMbILIAEHHOM 3KCNAyaTaumm):

logger:
level: "info"

3.5.2.6. Hactpoutb dparnosoe xpaHunuie MMo.

OnucaHme HacTponkmn dannosoro xpaHuauuwa MO (parnosbix xpaHuauw, MM, MY n
MOOC) npuseaeHo B noapasaene 3.9.

3.5.2.7. BbINOAHUTb HacTporku 6BesonacHoctn MO, apyrme A0OMNOAHUTENbHbIE
HacTpolku MMO u HacTporkn noacmctem MMO (Npu HeobxoaAnMMOCTH).

BHUMAHWME! [Mepen yctaHoskon [MO TpebyeTca BbIMNONHUTL  HACTPOMKM
6e3onacHocTtk MMNO, gononHuTeNbHble HacTpolKkK MNMO 1 HacTpolkn noacuctem MMO (Npu
HeobxoAMMOCTH).

[lepedyeHb W  oONWCaHWe  AONOJIHUTeNbHbIX  HacTpoek [IMO  npuBedeH B

nogpasgene 3.10.

3.6. MopAnoK YCTaHOBKM KOMNOHEHTOB cpeabl PyHKLMOHMpoBaHus MNMNO u MNMNO

3.6.1. YcTaHOBKa KOMMOHEHTOB cpeapbl PYHKUMOHMPOBAHMA rro n

NHPPACTPYKTYPHbIX KoMnoHeHToB M0

3.6.1.1. ObecneymnTb CUHXPOHM3ALMIO BPEMEHM MEXAY HOAAaMWN KnacTepa.

Mpwn akcnayatauum MNMO B KnacTepHoOM KoHPUrypaumm Heobxogmmo obecneymTb
CMHXPOHM3AUMIO BPEMEHU MEXAY HOAAMM Knactepa (Hanpumep, C NOMOLLbI YTUAUTLI
chrony).

ana NPOBEPKN CUHXPOHUN3AUNKN BPEMEHN HeO6XO,£I,I/IN\O BbIMO/IHNTb KOMaHAY:

ansible-playbook play-check-time-on-hosts.yml --inventory-file
inventories/hosts.yml -vv —--diff

o pe3ysbTaTaM BbINOHEHNA KOMaHAbI 6V,£I,€T BblIBEAEHO Tekywee BpemMAa Ha

KaXkaoWM HoZle Knactepa, Hanpumep:
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acenterapp03.ompcloud 2022-11-09 09:48:38.394115
acenterapp04.ompcloud 2022-11-09 09:48:38.394533
acenterapp05.ompcloud 2022-11-09 09:48:38.394939
acenterappl06.ompcloud 2022-11-09 09:48:38.395490
acenterappl0l.ompcloud 2022-11-09 09:48:38.393034
acenterapp02.ompcloud 2022-11-09 09:48:38.393631

3.6.1.2. YCTaHOBUTb Ha CepBepbl NPUAOKeHUIN, cepsepbl B, M KOHTEHT-cepBepbl
HeobxoaMMble NakKeThbl.

BHUMAHMWE! Mocne 3aBeplueHna ycTaHOBKM NakeToB cay»kbbl SELinux n Firewalld
6yayT OTKAOYEHDI.

[1nsa yCTaHOBKM NakeToB HEOHXOAMMO BbINONHUTL CAeaytolime AeNCTBUA:

3.6.1.2.1 YCTaHOBWUTb NaKeTbl C MOMOLLbIO CAeAyoLen KOMaHabl:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <muMs IIOJIb30BaTeJIA>

Ona OT,EI,efIbHOPI YCTaHOBKMW MaKeTOB HeO6XO,£I,l/IN\O BbIMOMHNUTE Cheayroumne
KOMaH/4bl:

— CcepBepbl MPUIOKEHUN:

ansible-playbook -i inventories/hosts.yml play-managed-node-

prerequisites.yml -vv -u <mMs TOJIB30BaTeNsa> —-extra-vars
"node type=app" --limit app

— cepsepbl b/
ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <muMga [OJb30BaTeNsa> —--extra-vars
"node type=db" --limit postgresql

— KOHTEeHT-CepBepbl:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <mMs TIOJIB30BaTeNsa> —-extra-vars
"node type=content" --limit content

— cepBep C  WMHPPACTPYKTYPHbIMM  KOMMOHEHTaMu (B caydae, Koraa

MHDPACTPYKTYPHbIE KOMMNOHEHTbI YCTAHABAMBAOTCA HAa OTAE/bHbIN cepBep):

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u <uMga [IOJb30BaTeJ S>> —--extra-vars
"node type=app" --limit=consul, redpanda,valkey
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Hanpumep, yCTaHOBKa MNaKeTOB Ha CepBepbl MPUIOKEHWN OCYLLECTBAAETCA C

NOMOLWbKO KOMaHAbI:

ansible-playbook -i inventories/hosts.yml play-managed-node-
prerequisites.yml -vv -u omp --extra-vars "node type=app" --limit app

3.6.1.2.2 Ha cepBepax npuaoxeHun, cepsepax B[ u KoOHTeHT-cepBepax nop,

ynpasneHmem OC PE/l OC BKAOUYMTb aBTO3aMyCK CAYKDObl network C MOMOLLbIO KOMAHAbI:

sudo systemctl enable network

3.6.1.2.3 MNepe3arpy3nTb cepBepbl NPUAOKEHM, cepBepbl b1 1 KOHTEHT-CepBepbI C

NOMOLWBHO KOMaHAbl:

sudo reboot

MopAagoK [AencTBMA  ANA  CaMOCTOATENbHOW YCTAaHOBKW MAKeTOB, a TaKxKe
oTKNtoYeHuto cny»x6 SELinux n Firewalld npuseaer 8 n. 3.10.8 1 3.10.9.
3.6.1.3. YCTAaHOBUTb ~ KOMMOHEHTbI  cpedbl  QyHKUMOHMPOBaHMA  TMO  w©

MHOPACTPYKTYPHblE KOMNOHEHTbI MO ¢ NOMOLLbIO KOMaHAb!:

ANSIBLE USER="<mma nosnezoBaTens>" ./deploy-infra.sh

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh

B pe3ynbTaTe BbINONHEHNA KOMaHAbl B KaTanore logs byaeT cdopmmnposaH nor-
daln yCTaHOBKM KOMMNOHEHTOB cpedbl GpyHKLUMOHMpPOoBaHMA MIMO 1 MHPPACTPYKTYPHbIX
KomnoHeHTos [1110.

OnucaHMe napameTpoB 3aMnycKa CKpuNTa deploy-infra.sh M MX BO3MOMHble
3HayeHnA npmeeaeHsbl B noapasgene 4.1.

BHUMAHWUE! CkpunT deploy-infra.sh MNO3BOASAET YCTaHaB/AMBATb TO/bKO
CYB/[ PostgreSQL 14/15/16. CYB/Jl  Postgres Pro HeobxoAMMO  yCTaHaBAMBaTb
CaMOCTOATENbHO.

Mpu  wncnonsv3osaHmm  CYBJ  Postgres Pro nmbo, ecnam  yCTaHOBKY

CYB/, PostgreSQL 14/15/16 HeobxoaAMMo BbINOIHUTb CaMOCTOATENbHO (6es
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MCNO/NIb30BAHMNA CUEHAPMEB YCTAaHOBKM KOMMOHEHTOB cpeabl GyHKUMoHMpoBaHMA MMNO n
MHPPACTPYKTYPHbIX KomnoHeHToB [1M0), KoMaHAa yYCTaHOBKM KOMMOHEHTOB Ccpefpbl

dyHKUMoHMpoBaHMA MMO 1 MHPPACTPYKTYPHbIX KOMMNOHeHTOB MO nMeeT cneaytolini

BMA,:

ANSIBLE USER="<wum#a

rnojib3oBaTeya>"

./deploy-infra.sh --skip-database

OnuncaHue ycTaHOBKM M HacTpoikm CYB[l Postgres Pro, a Takxke TpeboBaHMA K

camocToaTenbHoW yctaHoBKke CYB/] npmnBeaeHsbl B noapasaene 3.12.

Takxe

npeaycMoTpeHa

BO3MOXHOCTb

YCTaHOBKM

KOMIMOHEHTOB

cpeapl

dyHKUMoHMpoBaHMA MO 1 MHPPACTPYKTYPHbIX KOMNoHeHTOB MO no oTAeNbHOCTU C

MOMOLLbIO CIeAYHOWMX KOMAHA:

ANSIBLE USER="<umsa nosp3oBatrens>" ./deploy-infra.sh -c dnsmasqg
ANSIBLE USER="<uma nompszoBatrena>" ./deploy-infra.sh -c nginx

ANSIBLE USER="<mma nomezoBaTens>" ./deploy-infra.sh -c consul

ANSIBLE USER="<mmsa nojbs3oBaTens>" ./deploy-infra.sh -c consul-content
ANSIBLE USER="<wumsa nospszoBarens>" ./deploy-infra.sh -c consul-template
ANSIBLE USER="<mma nome3oBaTens>" ./deploy-infra.sh -c redpanda
ANSIBLE USER="<uma nosbsoBatens>" ./deploy-infra.sh -c valkey

ANSIBLE USER="<uma nospszoBarensa>" ./deploy-infra.sh -c ocs-user
ANSIBLE USER="<mmsa nosb3oBaTensa>" ./deploy-infra.sh -c db

3.6.2. YcTtaHoska MO

Ona yctaHoBku MMNO HeEOOXOANMMO BbINONHUTb KOMaHAY:

ANSIBLE USER="<wmmsa

rnojab30BaTeya>"

./deploy-ac.sh

OnwucaHne napameTpoB 3anyCka CKpWMNTa deploy-ac.sh W KUX BO3MOXHbIE

3HaYeHua npueeaeHbl B noapasaene 4.2.

Hanpumep:

ANSIBLE USER="omp"

./deploy-ac.sh

B pe3ynbTaTe BbINOAHEHWS KOMaHAbl B KaTanore logs Oyaet cdopmmpoBaH nor-

dann yctaHosku MMO.

Ana YCTaHOBKK noAcnctem Mno oOTAe/ibHOCTU H€O6XOAMNK) B MapameTpe --

subsystems 3a4aTb UMA NOACUCTEMDI.
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BHUMAHWE! YctaHoBka noacuctem [MO gonkHa OCyWecTBAATbCA CTPOro B
cnepytouen nocnegosatensHocTtu: b6, MM, MOOC, MY, NYT, CDN, MCY.

Hpmmep YCTAaHOBKW NOACNCTEM MO OTAENBHOCTU!

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems auth
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems pkgrepo
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems emm
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems mt
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems cdn
ANSIBLE USER="omp" ./deploy-ac.sh --subsystems push

Ecnn Heobxoammo yctaHoBUTb [CY oTaenbHo oT apyrux noacuctem MO, Toraa

A0CTAaTOYHO yCcTaHOBUTL 16 1 MNCY ¢ NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mmsa nojb3oBaTens>" ./deploy-ac.sh --subsystems
auth, push

[ns yctaHosku MNMO 6e3 MNCY HeobxoaMMO BbINOAHUTb KOMaHAY:

ANSIBLE USER="<mmsa nojb3oBarens>" ./deploy-ac.sh --subsystems
auth, appstore, pkgrepo, emm, mt

3.6.3. BbinonHeHMe HacTponkn noacuctem MO

BHUMAHME! Mpun HeBbINOAHEHWUM AAHHbIX HACTPoeK YacTb GyHKUMM MO moxeT
He paboTaTb UK paboTaTb HEKOPPEKTHO.

HacTpoika noacuctem MNIMO ocyulecTBnaeTcs B COOTBETCTBMM C noApa3aenom 3.8.
3.6.4. BbiInoNHEHME OTPaHNYEHNIM MO MPUMEHEHMIO

Mpu akcnayaTaumm MNMO Heobxoamumo cobntoaate cneaytowmne OFPAHUYEHWA MO
MPUMEHEHWIO:

— [CY He ocyulecTBnAET ayTEHTUPUKALLMIO MOAKNOHAEMbBIX K HEMY YCTPOMCTB NOA
ynpasneHnem OC ABpopa Bepcun 5.0.0 m HUXKe, noaToMy nNpu HEobXOAMMOCTH
obecnevyeHns KOHOUMAEHUMANBHOCTU, UEAOCTHOCTM M AOCTYNMHOCTM push-yBeaomMaeHnn
HeobXoAMMO MCNONb30BaTb KOMMEHCUPYOWME Mepbl 3alUTbl MHGOPMaLMK, Hanpmumep,
KpunTorpaduueckyto 3alWmTy KaHana CBA3M C ABYCTOPOHHEN ayTeHTUOMKauMen mexay

Cepsepom npunoxeHun TMCY un ycTtponctBamu. [na yCcTpOMCTB NoA ynpaB/ieHUMEM
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OC ABpopa Bepcum 5.1 un Bbiwe B [ICY peannsoBaHa ayTeHTMPUKALMA, MNO3ITOMY
MCNONb30BaHNE KOMMNEHCUMPYIOLWMX Mep He TpebyeTcs;
— nocne ycTaHoBKKM 1 HacTponku MMNO HeobXxoaMMO BbINOSHUTL OrPaHUYEHUS NO
NPUMEHEHWNIO,  MNPOM3BECTM  HACTPOMKM  HE30MacHOCTM  KOMMOHEHTOB  cpeapl
dyHKUMOHMpPOoBaHMA (MO, MHPPACTPYKTYPHbIX KOomnoHeHToB MO wn HacTpouTb C3U.

Heobxoammasa nHpopmauma npuseaeHa 8 n. 3.10.5.
3.6.5. [poBepKa KOPPEKTHOCTU YCTAHOBKMN U GYHKLMOHMpoBaHMs M0

MpoBepKa OCyLLEeCTBAAETCA B COOTBETCTBMM C noapasaenom 3.11.
3.7. Anpeca Beb-kKoHconemn

MepBoHa4YanbHbiM Bxog B (MO ocyuwectBasetTca C  nomolulbto  KoHconm
aaMunHUcTpaTopa b 1 npeaycTtaHOBAEHHOM YY4E€THOM 3anucKh C POabo AAMMUHUCTPATOP

YYETHbIX 3anncen:
— noruH: admin@omprussia.ru;
— naponb: Admin123!
MPUMEYAHMUE. Mpun nepsom Bxoze B MNMO Heobx0AMMO CMEHUTb NAPOb.

B tabnunue (Tabanua 14) npuseneHsl agpeca Beb-KOHCONEN.

Tabnuua 14

Be6-koHconb URL-agpec Be6-KoHCOM

KoHconb agmuHmctpaTopa M6 | http(s)://<cepsep npunoskeHna>:8009/auth/admin/ui
KoHconb agmumHnctpatopa MM | http(s)://<cepsep
npunoxeHna>:8009/appstore/admin/ui

KoHconb pa3paboTtumka MM http(s)://<cepsep
npunoxkeHna>:8009/appstore/dev/ui

KoHconb agmuumctpaTopa MY | http(s)://<cepsep npunoskeHma>:8009/emm/admin/ui
KoHconb agmumHuctpatopa MNYT | http(s)://<cepsep npunoxenuna>:8009/mt/admin/ui
KoHconb agmmHnctpatopa MNCY | http(s)://<cepsep npunoxkenma>:8009/push/admin/ui
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3.8. OnucaHue HacTporku nogceuctem MMMO

3.8.1. OnucaHme HacTpounKku MNCY

HacTtpolika MCY 3aKknto4aeTcs B HaCTPOMKe 0OpaTHOro NPoKCM-cepBepa (reverse
proxy), @ TaKKe B HAaCTPOMKe NPOTOKONA B3aMMOAENCTBMA YCTPONCTB (push-aemoHa) ¢

rney.
3.8.1.1. HacTpolka obpaTHOro NpoKcu-cepeepa

ObpaTHbIN NPoKCU-cepBep (reverse proxy) CAYKUT Ans 0bpaboTKM 3anpocos
(noaKNtoYeHUM) MOBUIBbHBIX YCTPONCTB (push-gemoHa) No 3alnlLLeHHOMY NPOTOKoAY TLS
N TPaHCAMPOBaHMe 3TKX 3anpocos B [CY.

Mpumepbl KOHGUTYPALMOHHbIX ¢arnoB obpaTHOro npokcu-cepsepa Nginx ans
OAHOHOAOBOM M MHOIOHOAOBOM  KOHQUrypauumh  npuBedeHbl B KaTanore
samples/ac/nginx external-balancer/conf stream.d/.

[ns HacTponkn obpaTHOro npokcu-cepepa Nginx HeobXoAMMO BbIMONHUTL
cnepytouime aencTema:

3.8.1.1.1 CkonupoBaTb dann samples/ac/nginx external-
balancer/conf stream.d/one-node.conf (MAM samples/ac/nginx external-
balancer/conf stream.d/three-node.conf A8 MHOrOHOAOBOW KOHWrypauun) B
KaTaJon /etc/nginx/conf stream.d/ W NEpeMmeHoOBaTb €ro B ocs-push-
stream.conf C MOMOLLbO KOMaHAb!:

— ANA 0AHOHOA0BOM KOHPUTYPaLUK:

sudo cp samples/ac/nginx external-balancer/conf stream.d/one-node.conf
/etc/nginx/conf stream.d/ocs-push-stream.conf

— A1 MHOTOHOA0BOM KOHOUIYpaumm:

sudo cp samples/ac/nginx external-balancer/conf stream.d/three-
node.conf /etc/nginx/conf stream.d/ocs-push-stream.conf

3.8.1.1.2B ceKkuMm upstream KOHPUrypaumoHHoro ¢anna ocs-push-

stream.conf 334aTb aapeca Hoa CepBepoB npuaoxeHun MNMCY, Hanpumep:
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upstream internal-lb-stream-8025 {

}

server ocs-app.local:8025 max fails=3 fail timeout=60 weight=1;
least conn;

3.8.1.1.3 Co3aaTb KaTanor Ana xpaHeHus nor-¢gannos Nginx:

mkdir -p <OyTb K KaTajory>

Hanpumep:

mkdir -p /var/log/nginx/external balancer/

3.8.1.1.4 B ceKuun server 334aTb 3Ha4YEHUA CIeLyIOLLNX NAPAMETPOB:

— MOPT, K KOTopomy ByayT NOAKNOYATLCA YCTPONCTBA, HANPUMeEp:

listen 999 ssl so keepalive=on;

— NYTb K 3aKPbITOMY KAtO4y U cepTMdMKaTy 3aKPbITOro Kawda, KoTopble byayT

MCNO/1b30BaATLCA A1 YCTAaHOBKM TLS-coeaAnHeHMA, Hanpumep:

ssl certificate /etc/nginx/ssl/cert.pem;
ssl certificate key /etc/nginx/ssl/privkey.pem;

MPUMEYAHUNE. CepTudnKaT 3aKpbITOro KAYa AO/IKEH COOTBETCTBOBATH

cnegyrowmm Tp€6OBaHVIFIN\I

— B MoJle Common Name (CN) AO0/IXKHO ObITb YKa3aHO JIOMEHHOE UMA;

— B cepTudMKaTe AO0/MKHO MNPMCYTCTBOBATb MOJE subjectAltName, 3HAYEHWE
KOTOPOro A0/KHO COBMNaAaTb CO 3HAYeHMEM B No/e Common Name (CN);

— cepTMdMKAT AO0/MKEeH BXOAMTb B LEMNOYKYy [A0Bepus cepTUdMKaToB Ha
YCTPOMCTBAX;

— ¢ann  cepTMdMKaTa  3aKPbLITOrO  KAYMa  AO/IKEH  BKAKYATb  LEMoYKy
cepTUPmKaToB.

Mpumep co3aaHMa 3aKPbITOrO KAoYa 1 cepTUdLMKaTa 3aKPbITOro Katoya npmeeaeH

Bnn. 3.8.1.2;

— NyTb K nor-gpannam Nginx B cootBeTcTBMM ¢ Nn.3.8.1.1.3, Hanpumep:

access_log /var/log/nginx/external balancer/access-999.log basic;
error log /var/log/nginx/external balancer/error-999.log;
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3.8.1.1.5 NpoBepnTb KOPPEKTHOCTb KOHPUTYPALIMOHHbBIX PannoB Nginx ¢ MOMOLLbIO

KOMaHAbl:

sudo nginx -t

B cnyyae oTcyTCTBMA OWMOOK ByAeT BbiBeAEeHO CoobLIeHMeE:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

3.8.1.1.6 lepe3anyctntb Nginx ¢ NOMOLLbIO KOMaHAb!:

sudo systemctl reload nginx

3.8.1.2. Mpumep co3aaHmna 3aKPbITOro Ktoda M cepTudmKaTa 3aKPbITOro Katoya

BHUMAHWE! T[lpuBedeHHbIM B  HACTOAWEM MNYHKTE NpuMmMep nNpuBeaeH
MCKOUYNTENbHO B LIeNSIX O3HAKOMNeHus ¢ dyHKUmMoHanom MNCY. Co3aaHue n ynpasaeHune
KNto4eBoM MHGOPMALMEN AONKHO OCYLLECTBAATLCA B COOTBETCTBMU C TPebOOBAHMAMMK U
pernameHTaMm aKCNAyaTUPYIOLLEN OpraHn3aumm.

Ons  GOpMMPOBAHMA 3aKPLITOTO K/Y4a M CepTUPMKATa 3aKPbITOrO KAua,
MCNONb3YEMbIX ANA YCTAaHOBKM 3aWMLLEHHOIO coeamMHeHnA 0bpaTHOro NPoOKCK-cepeepa C
MOOUABHBIMK YCTPOMCTBAMU (push-a4emMOoHOM), HEeobXOAMMO BbINOAHUTL Caeayolme
NencTema:

3.8.1.2.1 Co34aTb 3aKPbITbIM K04 KOPHEBOTO CepTUdMKATA C MOMOLLLbIO KOMAHAbI:

openssl genpkey -algorithm RSA -out <nyTe k Galyly C BAKPHITBEIM KJIIOUOM> -
aes-128-cbc -pkeyopt rsa keygen bits:4096 -pass pass:

Hanpumep:

openssl genpkey -algorithm RSA -out rootCA.key -aes-128-cbc -pkeyopt
rsa_keygen bits:4096 -pass pass:

3.8.1.2.2 CdopmmnpoBaTb M nNoANMCaTb KOPHEBOW cepTUPMKAT C MNOMOLLbIO

KOMaHAbl:

openssl req -x509 -new -nodes -key <nyThb kK damyy C SBaKPBTBM KJIIOUOM
KOPHEeBOTO cepTuduxkaTa> -sha2b56 -days 1024 -out <nyTe k danny cC
KOPHEBEIM CepTUPMKaTOM>
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Hanpumep:

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out
rootCA.crt

3.8.1.2.3 Co34aTb 3aKpbITbIA KAOY cepTuduKaTa oOpPaTHOro MpPOKCU-cepBepa C

NOMOLLLbIO KOMaHAbI:

openssl genpkey -algorithm RSA -out <nyTe k Gamiy C 3aKPHTHM KJIIOUOM
0bpaTHOTO NPOKCH-CepBepa> —-pkeyopt rsa keygen bits:4096

Hanpumep:

openssl genpkey -algorithm RSA -out server.key -pkeyopt
rsa_keygen bits:4096

3.8.1.2.4 Co34aTb KOHOUIYPALMOHHbIM Painn, KOTOpbIM ByaeT MCNOb30BaTbLCA ANA
dopmMpoBaHmMA 3anpoca Ha cepTUPUKAT NPOKCU-CepPBEpPA.

KoHdurypaunoHHbIn Gann 40NKEH COOTBETCTBOBATL CAeAyOWMM TPebOBaHMAM:

— B NapameTpe Common Name (CN) AO/IKHO ObITb YKa3aHO AOMEHHOE NMS;

— [O/XKeH NpPUCYTCTBOBATb MapaMeTp subjectAltName, 3HAa4YeHME KOTOPOro
OONKHO COBMaAaTb CO 3Ha4YeHMEM B NoJ1e Common Name (CN).

Mpumep KOHGUTYPaLMOHHOro gpakna:

[ req ]

default bits = 2048
prompt = no
default md = sha256

req_extensions = reqg ext
distinguished name = dn
[ dn ]

C = RU

ST = Russia

L = Moscow

O = OMP

OU = OMP Aurora Center
CN example.test

[ reg ext ]
subjectAltName = (@alt names

[ alt names ]
DNS.1 = example.test
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[ v3 _ext ]

authorityKeyIdentifier=keyid, issuer:always
basicConstraints=CA:FALSE
keyUsage=keyEncipherment,dataEncipherment,digitalSignature
extendedKeyUsage=serverAuth,clientAuth
subjectAltName=@alt names

MoapobHaa nMHPopmauma O NapameTpax KOHOUIypauuoHHOro ¢arna n nopagke
ero opMmMpoOBaHNA NMpMBEeAEHaA B AOKYMEHTaUMM Ha KpunTtorpaduyeckyto bmubamnmoteky
OpenSSL: https://docs.openssl.org/3.0/manl/openssl-req/#configuration-file-format.

3.8.1.2.5 Co3aaTtb 3anpoc Ha cepTUPMKAT 0OpaTHOro NPOKCU-CepBEPA C MOMOLLbIO

KOMaH/bl:

openssl req -newkey rsa:4096 -keyout <nyTb K Qanjay C BaKPBTHM KJIOUOM
0BpaTHOT'O HNPOKCHU-cepBepa> -out <nyTh kK Qamjly C 3alpoCoM Ha cepTudmuxaTr>
-config <nyThb K KOHQUI'YPALUMOHHOMY OGarimy>

Hanpumep:

openssl req -newkey rsa:4096 -keyout server.key -out server.csr -
config csr.conf

3.8.1.2.6 Co3pnaTb cepTUdMKaT 06pPaTHOrO MPOKCU-CeEpPBEPA C MOMOLLbIO KOMaHAb!:

openssl x509 -req -in <nyTe k OGanmiay C 3anpocoM Ha cepTudmxar> —-CA
<nyTb K Ganmily C KOpPHEBEM cepTupmxaroM> —-CAkey <noyTb k Ganjly C 3aKPBITBEM
KJIIOUOM KOPHEBOTO cepTudukarTa> -CAcreateserial -out <nyTe kK Qanny c
cepTudmMkaTOM OOPATHOTO MNPOKCU-cepsBepa> -days 500 -sha256 -extensions
v3 ext -extfile <KOHQUI'YPaLMOHHEN Qani>

Hanpumep:

openssl x509 -reqg -in server.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -out server.crt -days 500 -sha256 -extensions v3 ext -
extfile csr.conf

3.8.1.2.7 Co3aatb pann c ueno4ykon cepTudukatos. [aa 3TOro HeobXxoaAMMO
KOpHeBOM cepTuduKaT 3anncatb B dann ¢ cepTudurkatom obpaTHOro NPoKcmu-cepsepa C

MOMOLLbIO KOMaHAbI:

cat <nyTe K Qanyly C KOPHEBHEM CepTUOMKaATOM> >> <OyTh K Qanyy C
ceprTudmMkaToM OBPATHOTO MNPOKCH-CepBepa>
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Hanpumep:

cat rootCA.crt >> server.crt

3.8.1.2.8 YoanuTb Napo/ib C 3aKPbITOro K/to4a cepTudrKaTa obOpaTHOro MpPOKCU-

cepBepa C NOMOLLbKO KOMaH/Abl:

openssl rsa -in <noyTe K Galyly C BaKPHTEM KJIOUYOM OOPATHOI'O IIPOKCU-
cepBepa> -out <nyTh K Ganily C 3aKPHITEIM KJIOUOM OOPATHOTO INPOKCU-CepBepa
Bes napoJjiga>

Hanpumep:

openssl rsa —-in server.key -out new.server.key

3.8.1.3. HacTpolika npoToKona B3auMoAencTsmna yctpoicts (push-gemoHa) c MNCy

YcTponcTBa B 3aBUCMMOCTM OT YCTAHOBAEHHOM Ha Hux Bepcum OC Aspopa
MCNONb3YIOT pPa3Hble BepcuMM MNpoToKoNa B3ammogenctemsa ¢ [CY. lNepeyeHb Bepcui

NPOTOKOMa B3anmoaenctans yctponcts ¢ MCY npueeaeH B Tabanue (Tabamua 15).

Tabnuua 15

Bepcua OnucaHue
NPOTOKO/A
0 Bepcua npotokona ana OC ABpopa 3-ro nokoseHwAa. He noggeprkvsaet
ayTeHTudmKaumto yctpomncts B MNCY
2 Bepcusa npotokona ans OC ABpopa 4-ro NMOKONEHMA, B KOTOPOM y4TeHbl
0CcobeHHOCTM MHOronosib3oBaTenbckoro pexuma OC. He noaaep:kunsaet
ayTeHTMduMKaumio yctpomcts B MNCY
3 B AaHHOM BepCMM NPOTOKONA peann3oBaHa ayTeHTUGUKALMA YCTPOMCTB Npu
noakntoveHnmn K MCY. NMoanepkmeaetca OC Aspopa Bepcun 5.1 u BolLle.
NMPUMEYAHUE. Mcnonb3oBaHWe NpoTOKONa BepcuM 3 A0NYCTMMO NpwU
ycnosum yctaHoBKkM MCY coBmecTHO ¢ Y n akTmBauum yctponcTs B Y. B
MHOM CNy4ae HeobXoAMMO MCNONb30BaTb MPOTOKON BEPCUN 2

38A8HM€ NPOTOKON1a OoCyllecCTBNnAETCA B napameTpe
allowedDeviceProtocolVersions KOHQUIypauMoHHOro danna install-<sepcus
[III0>/install-ac/config/subsystems/push/config.yml. B AaHHOM napameTpe
33/3aeTcA CMUCOK AOCTYMHbIX BEPCUMA MPOTOKOoNA. ECcam 3aaH0 HECKOIbKO Bepcuii, To byaeT

NMCMONb30BaATbCA MaKCMMaAJ/IbHAA BeEPCUMA MPOTOKOJ/1a, KOTOPaA noaaepHrmnBaetTca wu
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YCTPOWNCTBOM, M CepBepom. Mpumepbl  3a4aHuMA  3HAYEHWM napameTpa

allowedDeviceProtocolVersions NnpuBeaeHsl B Tabauue (Tabamua 16).

Tabnuua 16
3HaYeHuMe napameTpa OnucaHue

allowedDeviceProtocolVe | B [ICY BKAtOYeHa NOAJEP’KKa BCEX BEPCUIM MPOTOKO/A.
rsions: [] MCY ayTeHTMdUUMpPYEeT YCTPOMUCTBA, NOAAEPKMUBAIOLIME
NPOTOKOAN Bepcum 3. YCTPOICTBA, He NoAAepHuBatoLme
NPOTOKON Bepcum 3 B3ammoaenctaytoTr ¢ [ICY 6e3
ayTeHTUGUKaLUK.

[aHHOe 3HaYeHMe NCNO/b3yeTCA N0 YMOAYAHUIO
allowedDeviceProtocolVe | Ycrpoiictea B3avmogenctsytoT ¢ MCY no npoToKoay

rsions: [0, 2] Bepcun O nam Bepcum 2. AyTeHTUOUKALMA YCTPOMCTB He
ocyLLLecTBAAETCH

allowedDeviceProtocolVe | Bzgumopeiicteosats ¢ MCY MOryT TO/MbKO YCTPOWCTBA,

rsions: [3] nosJepsvBalowMe  npotokon — sepcuu 3. MCY

OCYLLEeCTBAAET ayTeEHTUOMKALUMIO YCTPOMCTB

3.8.2. OnucaHme HacTponkn MYy

Hactporka Y 3aknto4aeTcs B HaCTponKe B3anmoaenctemna Cepsepa NPUNOKEHNM
MY c Cepsucom ysegomneHmin Aspopa Bepcum 1.1.2 mam TICY, a TakKe B 3arpyske

KapTorpapuyeckon nHpopmaunm B pannosoe xpaHuanuie My.
3.8.2.1. Hactpoiika B3anmoaenctamna Cepsepa npuaoxenHuin MYy c Ncy

B cnyyae Heobxoammoctn B3ammoaenctsus Cepsepa npunoxkeHun MY c MNCY
noTpebyeTca BbINONHUTbL CAeAyoWmMe HaCTPONKM:

3.8.2.1.1 CuHxpoHM3MpoBaTb Bpema mexay Cepsepom npunoxeHuin MY mn Mcy.

3.8.2.1.2 3apeructpunpoaTb B [TCY NPOEKT 1 NOAYyYUTb KOHPUTYPALIMOHHbIE Painibl
C HaCTPOMKaMM: mobile app ac push project.json n
app_server ac push project.json. HCTPYKLMA MO CO34aHUNIO MPOEKTa NpeACcTaBieHa
B JOKYMeHTe «PyKoBOACTBO nMonb3oBaTend. Yactb 5. Moacucrema Cepsuc yBeAOMAEHMNN»

AOMTI.20134-01 90 01-5.
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3.8.2.1.3 3ap4aTb NPOTOKOA, AOMEH M NopT Ana obpauweHua K MCY (3HayeHue
napameTpa AO/MKHO COOTBETCTBOBATb 3HAYEHWIO MapameTpa push public address B
KOHOUTYypaUMOHHOM danne app server ac push project.json). [na 3T0oro B
KOHOUIypaLUMOHHOM banne config/config.yml.72 334aTb napameTp

config.publicUris.push.publicAddress, HAaNpPUMep:

publicUris:
push:
publicAddress: "https://acenter.example.ru"

3.8.2.1.4 3apaTb 4OMEH <AC_DOMATIN> u nopt MNCY ana yctpoicTs (push-gemoHa).

JomeH v nopt MCY ans yCcTponCTB 3a4at0TCA B CEKUMN pushNotificationSystem
KOHOUIypaumoHHoro ¢aina config/config.yml.j2 M PACOPOCTPAHAOTCA Ha Bce
TeHaHTbl. [10 YyMONYaHWIO B KayecTBe mobileHostname YyKa3aHO MMsA MepPBOro CepBepa

NPUIOKEHUN.

pushNotificationSystem:
mobileHostname: "acenter.example.ru"
mobilePort: 999

Takxe [omMeH WM MOPT MOXHO 33a4aTb B KoHcoau agmuHuctpatopa (1Y npu
BbiNoAHeHMN nn. 3.8.2.1.6. B AaHHOM c/ay4ae HaCcTPOMKK ByayT pacnpoCcTPaHATLCA TONbKO
Ha TEHAHT B PaMKax KOTOPOro BbINOAHANACb HACTPOMKa.

NMPUMEYAHUE. Nms nomeHa, 3aaaBaemoe B napameTpe mobileHostname, AOMKHO
COBMaAaTb C UMeHeM cepBepa aapec nybanyHoro APl cepsepa aBTopM3aLMn, 3a4aBAaEMOrO
B NEepPeMEHHOM publicUris.auth. publicAddress.

3.8.2.1.5 NepeyctaHoBuTb 1Y B cOOTBETCTBUM C M. 3.6.2, B C/ly4ae eC/M HAaCTPOMKa
OCYLLECTBAAETCA NOCAe YCTAaHOBKM [1Y.

3.8.2.1.6 B KoHconun agmuHuctpaTopa MY («AAMUHUCTPUPOBAHME» — « HACTPOMKM»
— «MHTerpauma» — «CepBuc yBegomneHnin Aspopa») 3aaatb napameTpbl B3aMMOAENCTBMA

CepBsepa npunoxkenun MY n Mcy.
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OnucaHmA HasHavyeHWA napameTpoB U MOPALOK HACTPOMKM NpuBeAeHbl B

NOKyMeHTe «PyKoBOACTBO Nonb3osaTtena. YacTb 3. MNoacucrtema MNaatdopma ynpasaeHmua»

AAMT.20134-01 90 01-3.

3.8.2.2. PyyHaAa HacTpoMKa Q[OCTyna K npuaoxeHuto «Aspopa LeHTp» ana

OC ABpopa 1 OC Android

Mo yMOAn4YaHWtio AOCTYyn K NpuaoXKeHuto «Aspopa LeHTp» HacTpamaeTcs
aBTOMaTMYeCKn B npouecce yctaHosKku MM0.

[ns py4HOW HACTPOMKM AOCTyna K NpuaoxkeHuto «Aspopa LleHTp» Heobxoammo
BbIMO/NHUTL CAeaylolme AencTBUS:

3.8.2.2.1 BblnoxnTb ycTaHOBOYHbIN dann (APK-panin nnn RPM-nakeT) npunoxkeHums
«ABpopa LleHTp» B pannoBoe xpaHuamile Y cornacHo napameTpy root CEKUMM Llocation
/clientDownload  KOHpUrypaumoHHoro ¢ahna /etc/nginx/conf.d/ocs-emm-
static-files.nginx.conf (MO YMONYaHWIO KaTanor: /ocs/emm/clients), AMbO

napameTpy root KOHOUrypaumoHHOro @anna install-<eepcusa MHOIO>/install-
ac/config/subsystems/emm/applications/ocs-emm-static-files/ocs—emm-

static-files.nginx.conf.j2 cueHapues yctaHosKu [110O.

YcTaHoBOYHblE hainbl 4ONKHbBI ObITb pa3melleHbl caeayowmm obpasom:

./clients/
—— android-<Bepcusa OC>
L client.noarch.apk
—— aurora-<sepcusa 0OC>
L— client.<apxurexrypa>.rpm

Hanpumep:

/ocs/emm/clients/
—— android-10

L client.noarch.apk
—— aurora-5.0.0
—— client.arm.rpm
—— client.arm64.rpm
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B caydae ecam Mma yCTaHOBOYHOro ¢painna oTamyaeTcs oT waboHa, TO BMECTO HEero
MOHO MCMNOb30BaTb CUMBOJIMYECKYHO CCbINKY (symbolic 1link) Ha PAAOM NeXaliui

daaﬁm. [na cosgaHuma CMMBO/IMYECKOM CCbINIKN HeO6XO,£I,l/IN\O NCMNO/Ib30BaTb KOMaHAY:

1In -sf <oTHoOcCuUTeNnbHEM NyTh K apk-danny> client.noarch.apk
W
ln -sf <oTHOCUTEJNILHEM YyTh K rpm-nakeTy> client.rpm

Hanpumep:

In -sf omp-emm-client-4.0.0.4+2-android.armeabi-v7a.apk
client.noarch.apk

OnucaHue HaACTPOMKM dannoBoro xpaHuauwa MY ans pasmeweHna B HeM
YCTaHOBOYHbIX GpanoB NpunoxKeHma «Aspopa LeHTp» npueeageHo B n. 3.9.1.

3.8.2.2.2B ceKuuu config.provisioning.android.signatureChecksum
KOHPUTYpPaUMOHHOTO daina ny install-<Bepcus ro>/install-
ac/config/subsystems/emm/config.yml 3adaTb OTNeYaTOK cepTMdUKATa K/HOYa
npoBepku Il B KOAMPOBKE base64, C MOMOLLbIO KOTOPOro byaeT BbIMONHATLCA MNPOBEPKA
3N APK-dainos.

Hanpumep:

provisioning:
android:
signatureChecksum: "xHOmnjhoe m-8NcBRphnlH9h3DwagzZdIPaWfacX8stE"

MoNy4nTb OTNEeYaToK cepTndmKkaTa MoXKHO M3 APK-baina c nomolLbio KoMaHAabl:

keytool -printcert -jarfile <uma danna> | perl -nle "print $& if
m{ (?<=SHA256:) .*}" | xxd -r -p | openssl base6d4 | tr -d '=' | tr --
l+/:l T_

NPUMEYAHMUE. YTnnmnta Keytool BxoanT B coctas Java SDK (unm JRE).
3.8.2.2.3 NepeycTaHOBUTb  KOHOUrypaumoHHble  dalibl  CepBMca ocs-emm-

enrollments—-api C NTOMOLbO KOMaHAbI:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-enrollments-api --action config
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3.8.2.3. 3arpy3Ka KapTorpapuyeckon nHpopmaumm B Gananosoe xpaHuauiie My

MPUMEYAHMUE. Mo ymonyaHuto MMO HacTpoeHo Ha paboTy ¢ KapTo MOCKBbI U
MocKkoBckol obnactu. [Ana nonydeHua KapTbl EBpasmMm MAM HOBOM BEPCUM KapTbl
HeobxoaAMMO 0D6pPaTUTCA B CYKDY TEXHUYECKOM NOAAEPHKKM NPEeANPUATUA-U3TOTOBUTENA.

[na 3arpy3kun kapTorpadpuyeckon nHpopmaumm B xpaHmnunue MY, HaCTpOeHHOe B
COOTBETCTBMM C Noapa3aenom 3.9, HeobxoAMMO BbIMONHUTL CAeaytolmMe AENCTBUA:

3.8.2.3.1 B ¢annosoe xpaHunumuie MY ckonmpoBaTb dana c KapTorpadpmuyeckom
MHbopMmaLmei Z B COOTBETCTBMM C NapameTpom config.mbTilesSource
KOHOUIypaLUMOHHOIo danna config/subsystems/emm/applications/ocs-emm-
locations-api/ocs—-emm-locations—api.yml (no YMONYaHUIO:
/ocs/emm/maps/map.osm.mbtiles) CO34aTb CUMBO/IMYECKYIO CCbINIKY (symbolic link)

Ha ¢aln ¢ KapTorpapuyeckon MHPOPMaLMEN C MOMOLLbIO CAEAYHOLLMX KOMAHA:

cp <umsa damnna> /ocs/emm/maps/
sudo 1n -sf /ocs/emm/maps/<uma odanna> /ocs/emm/maps/map.osm.mbtiles

TaKke [onyckaeT He MCNO/1b30BaTb CUMMBOJIMYECKYKD CCbIJIKY, a pa3mMellaTb
HenocpeaCTBEHHO CaM cbaﬁm B COOTBETCTBUWM C MAPaMETPOM config.mbTilesSource.

3.8.2.3.2 [lepe3anycTuTb CEPBUC ocs—emm-locations—-api C MOMOLLbKO KOMaHAb!:

ANSIBLE USER="<mma nosme3oBatTens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-locations-api --action restart

3.8.3. OnuncaHme HacTponkn NMOOC

Hactpoika MOOC 3akntoyaeTca B 3arpyske naketos OC B ¢paliioBoe XpaHUAuLLE.
Ona 3arpy3knm naketos OC B ¢annoBoe xpaHunumuwe [MOOC, HacTpoeHHoe B

COOTBETCTBUM C noapa3aenom 3.9, HeobxoAMMO BbIMONHUTL Ceytolmne AeNCTBUA:
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3.8.3.1. CkonnpoBaTb B MPOM3BOJbHbLIA KaTanor ¢amnosoro xpaHuamuwa MNOOC
apxmB ¢ Nnaketamu OC 1 pacnakoBaTb ero B KaTasor, 3a/laHHbIM B MapameTpe root CeKLum

location /pkgrepo/mobile KOHOUIypaLUMOHHOIo danna
/etc/nginx/conf.d/locations—-external/ocs-pkgrepo-nginx-static.location
(Mo yMoOAn4YaHMO KaTanor: /ocs/pkgrepo/repos), nMb6O B napameTpe repos_root
KOHPUIYPaLMOHHOIO danna install-<Bepcus IO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBkM [110:

tar -xf <umsa Q¢amya c apxmuBoM> —-C <OyTh K KaTaJoTy>
rm <muMmsa danyia ¢ apxXuUBOM>

Hanpumep,

tar -xf 4.0.2.35.tar -C /ocs/pkgrepo/repos
rm 4.0.2.35.tar

3.8.3.2. 3apeructpmpoBaTb nepeAaHHblin penms (Bepcuto), aobasms B dann
/ocs/pkgrepo/meta/main. json ONUCaHME M3 CNeumanm3npoBaHHoro meta-danna.

Meta-palin nepenaetca BMecTe C apXxMBOM peno3utopusa obHosneHna OC u
npeactasnseTr cobon dann B dopmaTte .json M MMeeT HasBaHMe main.json. lyTb K
meta-daliny 3a4aeTca B 04HOM U3 CAeayoLMX NapaMeTPoB:

— alias CeKUMM location /pkgrepo/mobile/meta KOHPUIYPALMOHHOTO
danna /etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-—
static.location (MO YMOMYAHUIO KaTanor: /ocs/pkgrepo/meta);

— meta root KOHPUrypaumoHHOro danna install-<sepcus IIO>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapues yctaHoBKK [M10.

BHUMAHMWE! MpuneeaeHHble B HACTOALWEM MYyHKTE MPUMEPbI 3aNoaHEeHMA meta-
danna npuBeaeHbl UCKAOYUTENIbHO ANA 0OLLEro 03HaKOMAEHMA C BO3MOMXKHOW CTPYKTYPOM
danna. Ntorosbih meta-dpann AonKeH ObITb CPOPMMPOBAH C YYETOM PEKOMEHAAUMNA W

npmmepa 3arfnojHeHnA, NpMBeAEHHbIX HUNXKE.
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Obume pekomeHaaUMmM No 3anoNHeHUO meta-panna:

json npwu co3aaHum meta-daina;

Bepcunm OC ABpopa, 40 KOTOPbIX A0CTYNHO OOHOBNEHME;

danna;

cnegyet  MCMNONb30BaTb  MHCTPYMEHTbI
noAroToBaAeHHOro dgakna.

Meta-paln CcoCTOUT M3 HECKONbKMX O0KOB,
npuseaeHbl Aanee:

1) O6wmni 6rok:

HeobxoaMmo cobntoaaTh 0bliMe npaBuaa CTPYKTYPbl M CUHTaKcuca dopmarta

HGO6XO,£I,MN\O KOPPEKTHO YKa3blBaTb Caedyrouimne AaHHblE: MOAE/Tb yCTpOl‘/ﬁCTBa 7

cneayetr npmnaepXmBatbCA MPUMBEAEHHDbIX peI-(ON\eH,EI,aLl,l/Ilz no 3aMoJIHEHWNIO

AN NPOBEPKM  CMHTAKCUCA

NpUMepPbl 3aMO0HEHUS KOTOPbIX

"brand": "OMP",
"releases": []

roe:
— "brand": "OMP" — 0buwas MHPpopmaLUus;

— "releases": [] = 610k No moaenam;

2) Bnok no mogenam ycTpomncTs:

"deviceModel": "ag ns220r",
"latest": "4.0.2.249",
"versions": [
{
"version":
"from": [
"4.0.2.209"
]

"4.0.2.249",

b
{
"version":
"from": [
"4.0.2.175",
"4.0.2.89"
]

"4.0.2.209",

by
{

"version": "4.0.2.175",
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"from": [
"4.0.2.89",
"4.0.1.43",
"4.0.1.20"

]

by
{

"version": "4.0.2.89",
"from": [
"4.0.1.43",
"4.0.1.20"
]
Yo
{

"version": "4.0.1.43",
"from": [
"4.0.1.20"
]
}
]

roe:

— "deviceModel": "aqg_ns220r" - mopgenb yctponctea Aquarius NS220v5.2,

npeacTaBneHHaa B KOAOBOM HaumeHoBaHuKM: "aq_ns220r".

MPUMEYAHMUE. B cnyyae ecnm KoaoBoe HaMMeHOBaHWE YCTPOWCTBA HEM3BECTHO

cnefyeT 3anpocuTb MHGOPMALIMIO Y MPON3BOAUTENSA:

— "latest": "4.0.2.249" — nocnenHaAa goctynHas Bepcus OC ABpopa AN YCTPOMCTB3;
— "versions": [] — 610K cnucka Bepcuis;

3) Bnok cnucka Bepcuii:

"version": "4.0.2.249",
"from": [
"4.0.2.209"
]
}

roe:

— "version": "4.0.2.249" - Heobxoammas Bepcus OC ABpopa;

— "from": ["4.0.2.209"] - cnucok Bepcuit OC, C KOTOPbIX MOXHO OOHOBUTH

yCTpOMNCTBO A0 Heobxoammon sepcun OC ABpopa.
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Mpumep 3anonHeHHOro meta-¢panna, COCTaBAEHHbIM ONA yCTpoMcTBa Aquarius
NS220R c ykaszaHnem Bo3MoKHOCTK obHoBneHMA OC ABpopa ¢ Bepcumn 4.0.2.209 oo Bepcumn

4.0.2.249:

{
"brand":"OMP",
"releases": [
{
"deviceModel":"aq ns220r",
"latest":"4.0.2.249",
"versions": [
{
"version":"4.0.2.249",
"from": [
"4.0.2.209"
]

3.8.3.3. [lepe3anyCcTnTb CepBUC ocs-pkgrepo-pkg-repo-api C MNOMOLLbIO

KOMaH/bl:

ANSIBLE USER="<muma noseszoBaTens>" ./deploy-ac.sh -—--subsystems pkgrepo
-—apps ocs-pkgrepo-pkg-repo-api --action restart

3.8.3.4. [poBepUTb KOPPEKTHOCTb HACTPOMKKM, ANA 4yero HeobHxoAMmMoO BOMUTU B
KoHconb agmuHucTpaTopa [1Y, manee nepelTm B noapasgen «HacTpolkm» pasgena
«AAMUHUCTPUPOBAHMEY, B pacKpbiBatollemcss none «WMHTerpauma» BblOpaTb BKAAAKY
«ObHoBNeHne OC» n ybeanTbea, YTo oTobparkatoTcs MMA cepBepa, MOAENN YCTPOMUCTB U

poctynHble sepcun OC (PucyHok 17).
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+ WHTerpayma 4 UHTerpaunm
b Cepeep NpUNOMeHWA http://ocs-emm-egress-api-gw.local/appstore/api
~ OB6HoBneHWe OC 1 MHTErpaumna
« https://rel-ocs.ompcloud.ru/pkgrepo/mobile [}9
v 3.3.07 Inoi R7, gmp-m1-n, aq_ns220
Inoi R7 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
gmp-m1-n 3.5.06,3.5.0.3,3.5.0.1,3.4.0.86, 3.4.0.62, 3.4.0.48
ag_ns220 3.5.0.6,3.5.0.3,3.5.0.1, 3.4.0.86, 3.4.0.62, 3.4.0.48
PucyHok 17

3.8.4. OnucaHme HacTponkn CDN

HacTtponka CDN 3ak/to4aeTca B HACTPOMKE KOHTEHT-CEPBEPOB.

[nA  HACTPOMKM KOHTEHT-CepBepOB HeOoOBXOAMMO BbIMONHUTL Caeaytoline
NencTema:

3.8.4.1. B ceKumm content MHBEHTAPHOro Paina inventories/hosts.yml 334aTb

aZipeca cepBepoB (MMeHa XOCTOB), Ha KOTOpble ByAyT YyCTaHOBNEHbI KOHTEHT-CEPBEPSI.

Hanpumep:

content:

hosts:
acentercdnO1l:
acentercdn02:
acentercdn03:

OnucaHune nopAaKa 3a4aHus aapecos B NHBEHTAPHOM banne
inventories/hosts.yml npuseaeHo 8 n. 3.10.13
3.8.4.2. PaCKOMMeHTMpPOBaTb CeKL Mo content servers map

KOHOUIypaLMOHHOro darna config/vars/ vars.yml.
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3.8.4.3. B paHHOM cekuMn 3aaaTb http agpec KOHTEHT-cepBepa MO YMOYaHMUIO,

NapamMeTp content servers map.default:

content servers map:
default: "<ampec KOHTeHT cepBepa>"

Ha KOHTeHT-cepBep MO YyMOAYaHUIO OyayT nepeHanpasasTb 3anpocbl W3
ceTeM/noAceTeMcntymﬁsymuum<8ceKumm content servers map.content servers.
3.8.44.B ceKLumnm content servers map.content servers
KOHUrypaumoHHoro ¢amna config/vars/ vars.yml, NpM HeobBXOAMMOCTM, 334aTb
npaBuaa nepeHanpaBieHMA 3anpocoB Ha KOHTEHT-cepBepbl (T.e. 3a4aTb W3  KaKMX

ceTeln/noAceTen Ha Kakme KOHTeHT-cepBepbl byayT nepeHanpaBAsTbCA 3aMpochl):

content servers:
- server: "<ampec KOHTeHT cepeepa>"
addresses:
- "<ampec cetu/noncetu>"
- "<agmpec ceru/nomceTm>"

Hanpumep:

content servers:
- server: "http://ocs-cdn0Ol.test.ru"
addresses:
- "192.168.79.128:8009"
"192.168.79.133"
- server: "http://ocs-cdn02.test.ru"
addresses:
- "192.168.0.0/16"

3.8.4.5. B ceKkumm content servers map.delete KOHQUrypaLUMOHHOro damnna
config/vars/ vars.yml Npu HeobBXOAMMOCTM 33aTb ajpeca ceTel/noaceTeit, Ha
KOoTopble He [OJIKHb PAacNpPOCTPaAHATLCA npasmna n3 cekumm

content servers map.content servers
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MPUMEYAHUE. [na obecnevyeHna OTKA30YCTOMYMBOCTM KOHTEHT-CEPBEP MOMXKET
ObiTb pPa3BePHYT B MHOrMOHOAOBOW KOHOUrypaumm C BHEWHUM OanaHCUPOBLLNMKOM
Harpy3ku. [1ns aToro pekomeHayeTcs BOCNONb30BaTbCA MHPOPMaLMEN, NPUBEAEHHOM B
n. 3.10.10, a TaKkKe NPMMEPOM KOHPUTYpaLMOHHOro daina BHewHero 6anaHCMpOoBLIMKaA,
npnseaeHHOro B samples/ac/nginx external-balancer/conf.d/content-

server.conf.
3.9. OnucaHune HacTpoiku dpannosoro xpaHuamwa Mo

3.9.1. HacTtpoMka pannosbix XxpaHmauu, noacuctem MO

[ns HacTpolkn darnosbix xpaHunuw, noacmctem MMNO HeobX0AMMO BbIMOAHUTb
cnepytouime aencTema:
3.9.1.1. Co3aaTb KaTasior /ocs M Ha3HA4YUTb ero BAade/bLem No/sb30BaTeNA ocs,

noJ, KoTopbiM paboTatoT cepsucs MNMO:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

3.9.1.2. B cnyyae ncnonb3oBaHusa eamHoro GpamaoBoro xpaHuauuia Heobxoammo

BbINO/IHUTb MOHTUPOBAHME AAHHOIO XPaHUIMLLA K KaTasory /ocs.

BHUMAHME! Mpun akcnayataumm MMO B KnacTepHOM KOHGUrypaumum Bce HOAbI
Cepsepa npunoxkeHuin MMNO ¢ MM, MY n NMOOC goNKHbI MMeTb AO0CTYyN K darnosBomy
xpaHunnuwy. CooTBeTcTBeHHO, Bce Hoabl CepBepa npunoxkeHut MMNO gonKHbl ObITb
HaCTPOEHbI Ha PaboTy C AaHHbIM GPANNOBbIM XPAHUAULLEM.

BapuaHTbl M NOpAAOK HAcTpoWKM goctyna Hoa Cepsepa npuaoxerHun MMO K
danoBomy xpaHunumuly npueeaeHs! 8 n. 3.9.2.

3.9.1.3. Hactpoutb pannosBoe xpaHunuuie MM, B KoTopom ByayT XpaHUTbCA Gpalinbl

NPUNOXKEHUN (MKOHKK, CKPUHWOTbLI, RPM-nakeTbl), 3arpyskaemble pa3paboTymkamum.
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[lna aToro B KaTasnore /ocs HeobxoAMMO CO34aTb KaTanor B COOTBETCTBUM C
napameTpom filestoragePath KOHOUIYPaALMOHHOro danna
config/subsystems/appstore/config.yml. B co3maHHOM KaTasnore noTpebyeTca
C034aTb KaTanor applications-api M Ha3HA4YUTb €ro BAAAENbLEM MOJIb30BATENA OCsS,

nof, KoTopbiM paboTatoT cepsumchl MM:

sudo mkdir -p /ocs/appstore/applications-api
sudo chown ocs:ocs /ocs/appstore/applications-api

MapameTp filestoragePath KOHPUIypaLUMOHHOTO darnna

config/subsystems/appstore/config.yml MOXET UMETb CAeayoWMA BUA.

filestoragePath: "/ocs/appstore"

3.9.1.4. Hactpoutb darnosoe xpaHunuwe 1Y, B KOTOpom OyayT XpaHUTbCA
yCTaHOBOYHbIe $palibl NpunoxKeHus «Aspopa LieHTp» n kapTorpadpumyeckana nHdopmauma.

[1nsa 3Toro Heo6xoAMMO BbIMONHUTL CeaytoLLmMe AeNCTBUA:

3.9.1.4.1 B katanore /ocs HeobHXxoAMMO B COOTBETCTBMM C MAPaMETPOM root
ceKLmn location /clientDownload KOH®UIypaLUMOHHOro danna
/etc/nginx/conf.d/ocs-emm-static-files.nginx.conf (N0 YMOAYaHWIO KaTanor:

/ocs/emm/clients), MMBO NapameTpom root KoHoUrypaumoHHoro ¢amna install-
<Bepcus [II0>/install-ac/config/subsystems/emm/applications/ocs—emm-
static-files/ocs-emm-static-files.nginx.conf.j2 cueHapueB ycTaHOBKK [1I10
CO034aTb KaTasz1ol M HA3HAYNTb €ro Ba1aae/ibLem noab3oBaTesid ocs, NO4 KOTOPbIM pa60TamT

cepsucol Y:

sudo mkdir -p <nyTh kK KaTajgory>
sudo chown ocs:ocs <OyThk K KaTaJjory>

Hanpumep:

sudo mkdir -p /ocs/emm/clients
sudo chown ocs:ocs /ocs/emm/clients




99
AOMI.20134-0191 01
3.9.1.4.2 B kaTanore /ocs HeobxoAMMO B COOTBETCTBMM C MNapaMeTpoM
config.mbTilesSource KOHUIypaLMOHHOro danna
config/subsystems/emm/applications/ocs-emm-locations-api/ocs-emm-locations-api.yml
(no ymonuanuto: /ocs/emm/maps/map.osm.mbtiles) co3gatb KaTanor M HasHaYMTb ero

B/aAesibLeEM MNMOb30BaTENIA OCS, NOA KOTOPbIM pa60Ta+0T CcepBuUChbI rny:

sudo mkdir -p <nyTe kK KaTajory>
sudo chown ocs:ocs <OoyTh K KaTajloTy>

Hanpumep:

sudo mkdir -p /ocs/emm/maps
sudo chown ocs:ocs /ocs/emm/maps

3.9.1.5. HactpouTtb ¢amnnosoe xpaHmanuie MOOC, B KOTOpom OyayT XPaHWUTbCA
nakeTbl OC.
[nsa 3TOro B Katanore /ocs HeoHX0AMMO CO34aTb KaTaslor COr/lacHO NapameTpy

root cekumnm location /pkgrepo/mobile KOHOUIYPaLMOHHOro danna
/etc/nginx/conf.d/locations-external/ocs-pkgrepo-nginx-
static.location (N0 YMOAYaHWIO KaTanor: /ocs/pkgrepo/repos), MO0 NapameTpy
repos_root  KOHPUIypauMoHHOro  danna install-<sepcus Mro>/install-
ac/config/subsystems/pkgrepo/vars/ocs-pkgrepo-nginx-static.yml

cueHapwues ycTtaHoBkM [110:

mkdir -p <OyTb K KaTajory>

Hanpumep,

mkdir -p /ocs/pkgrepo/repos

3.9.2. Hactponka poctyna Hoa cepBepa npuaoxenun T[MO K dannosomy

XPaHUANLLY

Mpwn akcnayatauum TMO B KnacTepHOM KOHGUrypaumm BCe HOAbl cepBepa
npunoxennin MMNO A0MKHbI MMETb A0CTYN K (alNoBOMY XPaHWAMLLY, B KOTOPOM

pacnonaratoTcsa darnbl npunoxkeHmin, naketbl OC, KapTorpaduryeckas MHpopmauma. JocTtyn
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HOL, cepBepa MPUIOKEHUN K GaNI0BOMY XPaHUAMULLY MOMNKET OblTb OpraHM3oBaH
cneayowmmm cnocobamu:
— CMHXpOHM3aumMAa dannosB mexay GannoBbiMM XPAaHUAUWAMM KaXKaA0M HoAb
cepBepa NPUAOKEHNIN C MOMOLLLbIO MPUNOKEHNA Syncthing;

— MNCMNoNb30BaHME eANHOIo d)aﬁnosoro XpaHWNAnLa.

3.9.2.1. HacTpoMKa cuHXpoHM3auum dannos mexay $GannoBbIMU XPaHUAULAMMU

KaXa0M HoAbl cepBepa NPUIOKEHWI C MOMOLLLIO NpUaoXKeHusa Syncthing

MpunoxeHne Syncthing BbINOMHAET CUMHXPOHM3AUMIO GaNoB B  pPeEXMUME
pPeanbHOro BPeEMEHM MeXay Hodamu cepsepa npuaoxkenui Mro.

[lns HaCTPOMKM M YCTAHOBKM Syncthing HeOHBXOAMMO BbIMOAHMTL Caeaytolime
NencTens:

3.9.2.1.1 NMpmaymaTb Naposib Nonb3oBaTens (N0 ymMon4YaHWO NONAb30BaTeslb ocs)
ANA 0OCTyNa K rpadunyeckomy nHTepdercy NpUIoKeHKs.

3.9.2.1.2 CoopmmpoBaTh X3LLU-KOA Napoaa C MCNOIb30BAHMEM aNTOPUTMA berypt C

MOMOLLbIO CAeAYOLWMX KOMaHA,:

sudo apt install python3-passlib python3-bcrypt
ansible all -i localhost, -m debug -a "msg={{ '<napomnb>' |
password hash ('bcrypt') }}"

3.9.2.1.3 B napameTtpe syncthing.gui password KOHOWUrypaumoHHoro ¢arna

config/secret.yml 334aTb 3Ha4YEHME X3LW-KOA4A NAPONA:

syncthing:
gul password:
'$2a$108N.9m94333¢ciTDt1Uhxudwu2rGE3jgb4A0GUCT30KsUIEIbdcPZIx6"

3.9.2.1.4B napametpe syncthing.gui_apikey KoHuUrypaumoHHoro  daiina

config/secret.yml knto4 goctyna Kk APl npunoxkenuma:

gui apikey: 'CHANGEME-AgpY4dv2tdcwcNXSmhnxW55euHD55Eyf!
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39.2.15B ceKkuuu syncthing folders KOHPUrypaumoHHoro  ¢danna
config/vars/ vars.yml Npy HEOOXOAMMOCTN N3MEHUTL NPeLyCTaHOBIEHHbIE 3HA4YEHNA

KaTaa0ros, 414 KOTOPbIX Tpe6yeTc;| BbIMOJIHATb CUHXPOHWM3aUMNIO!

syncthing folders:
pkgrepo:
path: /ocs/pkgrepo
appstore:
path: /ocs/appstore
emm :
path: /ocs/emm

3.9.2.1.6 YCTaHOBWUTb NPUJIOXKEHME C MOMOLLBIO KOMAHAbI:

ANSIBLE USER="<mma nome3oBaTens>" ./deploy-infra.sh -c syncthing

Hanpumep:

ANSIBLE USER="omp" ./deploy-infra.sh -c syncthing

BHUMAHME! Mpw ycTaHOBKe NPMAOKEHMA OCYLLECTBAAETCA reHepauma Kao4eBom
Mapbl, KOTOPaA MCMOAb3yeTCA AN1A 3aLUMWEHHOrO 0OMeHa AaHHbIMM MEXKAY SK3EMNAAPAMM
NPUNOMXKEHMA, Pa3BEPHYTbIMW Ha cepsepax. [na cmeHbl KAto4eBOM napbl (Hanpumep, B
C/ly4yae ee KOMNpomeTaLmm), HeobXxoAMMO YaANNTb NPUNOKEHME U YCTAHOBUTb €ro 3aHOBO.

YaoaneHwe NMPUNNOXEHNA OCYLLECTBNAETCA C MOMOLLBLIO KOMaHAbl:

ANSIBLE USER="<muma noseszoBatens>" ./deploy-infra.sh -c syncthing -A
flush all

3.9.2.2. Mpumep HACTPOMKM eanHOro GainaoBOro XpaHuaumLLa

EnnHoe dpannoBoe xpaHUAULLE NPpUMeHAEeTCA AN XpaHeHWAa GalnnoB NPUNOKEHMN
(MKOHKK, cKpUHLWOTLI, RPM-nakeTbl) 1 naketos OC.
[Ona HacTpoMku eamHoro ¢GarmnoBOro XpaHuauua HeobxoaMmo  BbIMONHUTL

cnepyoume oeNCTBUA:
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3.9.2.2.1 YctaHoBuUTb NFS cepBep B COOTBETCTBMM C OPULIMANBHOM AOKYMEHTALUMEN

Ha OC RedHat, npuBeaeHHON Ha CTpaHuue:

https://access.redhat.com/documentation/en-
us/red hat enterprise linux/7/html/storage administration guide/nfs-

serverconfig.

3.9.2.2.2 Ha Cepsepax npuaoxeHunin MM n TOOC co3paTb KaTanor /ocs W
Ha3Ha4YUTb ero BAaAeNblLEM NOJb30BaTeNA ocs, NOA KOTOPbIM paboTatoT cepsuchl MMM t

MoocC:

sudo mkdir -p /ocs
sudo chown ocs:ocs /ocs

BHUMAHUE! Mpu akcnayataumm MMNO B KnacTepHoOM KoHPUrypaumm BCe HOApb
cepBepoB npunoxkeHut MM n MOOC A0NKHbI MMETb AOCTYN K eauMHOMY (GannoBomy
XpaHunuuly. CooTBeTCTBEHHO, BCe HOAbI cepBepoB npunokeHunit MM 1 NMOOC AoNKHbI ObITb
HacTpoeHbl Ha pPaboTy ¢ AaHHbIM GANNIOBBIM XPAHWUIULLEM.

3.9.2.2.3 BbinonHUTb MOHTMpPOBaHMe ¢damnoson cuctembl NFS K KaTanory /ocs C

MOMOLLIO KOMaHAbI:

mount example.com:/export/ocsfs /ocs

roe:
— example.com— MMA y3na pannosoro cepsepa NFS;
- /export/ocsfs-—KaTaﬂor,KOTOpbWﬁaKCHOpTMpyeTexample.com;
— /ocs — KaTanor, K KOTOPOMY OCYLLEeCTB/IAETCA MOHTUPOBAHME.
MPUMEYAHUE. MoHTupoBaHne dannosont cuctembl NFS Takke mMoxeT ObiTb
BbIMO/IHEHO MOCPEACTBOM peAaKTMpoBaHusa ¢alna /etc/fstab. N8 3TOro B AaHHbIM

dann HeobxoaMMo A00aBUTL 3aNUCb CAeAYOWEro BUAa:

example.com:/export/ocsfs /ocs nfs defaults 0 O

PenakTnpoBaHue daina /etc/fstab [LOMKHO OCYLLEeCTBAATHLCS

cynepnoab30BaTeENNEM.



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/storage_administration_guide/nfs-serverconfig
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3.9.2.2.4 InAa npoBepKU KOPPEKTHOCTM MOHTUPOBAHMA HEOOXOAMMO BbIMONAHUTD

KOMaHAYy:

ls /ocs

n ybeamnTbcs, YTO NONYYEHHbIM CMMCOK PanioB COOTBETCTBYET CMUCKY GanI0B B KaTanore

/export/ocsfs Ha KOMMNbOTEPE example.com.

3.10. JononHuTenbHble HacTpoikm MIMO u cpeapl pyHKUMOHUPOBaHMA MO

3.10.1. HacTpoiKa B3anmoaemncTena cepepa npunoxxeHun MY c SMTP-cepsepom

HacTpoika B3ammoaenctema Cepsepa npunoxeHun Y ¢ SMTP-cepsepom
TpebyeTcs ans obecnevyeHna oTNPaBKM Ha INEKTPOHHYO NouTy panna (nor-darina, noros)
CO CMMUCKOM CUCTEMHbIX COODLLEHWIN 06 OLWIMDBKax yCTPOMCTB.

MPUMEYAHUE. dyHKUMOHAN AocTyneH Tonbko ana yctpoicts ¢ OC Aspopa n OC
cememncTaa Linux.

Cxema npouecca cbopa M OTNpPaBKkM Nor-GannoB Ha INEKTPOHHYHO MNOYTY

npueeseHa Ha pucyHKe (PucyHok 18).

MoyToBbIiA
cepsep

KoHconb
agMmuHUcTpatopa MY | | npunoxeHnn npunoxeduem "Aspopa LenTp"

Cepeep YeTporcTeo C

| nOH}f‘-II.r'ITb OTHET C norami Ha 31. No4TY |

L
ol

i
| CobpaTb apxue
| C noramMu

OTnpaevTL apxue
_ CnoramMu (no https)

=

i
i

i

i

1

1

1

1

1

1

1

| I ChopMMpoBaTE NMCEMO C APXMBOM
1 1

X | (€ NoMOW B BCTROEHHOMO
| | MOYTOBOrO KNMEHTa)

|

|

|

|

|

|

|

|

|

|

|

|

|

| OrnpaeuTe Nncemo (No smip)

A4

|
! OTNpaBUTE NMUCEMO
| Ha YKa3aHHGIR 301, NOYTY

' (no smtp)
KoHcons Cepeep YCTpoOWCTEO C No4YToBLIA
agMuUHUCTpaTopa MY | | npunoxeHunia npunoxenvem "Aspopa LeHTp" cepeep

PucyHoK 18
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Ona HacTpolku B3ammopaenctema Cepsepa npunoxkenuin MY ¢ SMTP-cepsepom
HEOOXOAMMO B CEKLMM smtp KOHPUrypaumoHHoro darna noacmuctembl MY config.yml
(config/subsystems/emm/config.yml) 3a4aTb Tpebyemble 3HaUYEHMA:

— a[lpec 3NeKTPOHHOM MOYTbl, C KOTOPOro OTMPaBAATCA NUCbMa (NapameTp:
from);

— aJApec cepBepa 3NEKTPOHHOM NoYThbl (MapameTp: address);

— dnar BKAOYEHMA/OTKAOYEHMSA WUCMNOMb30BaHMA  3aLlUMLLEHHOrO MPOTOKO/A

SMTPS anqa 3aWmTbl coeaAnHeHUs (NnapameTp: tls);

— TMN ayTeHTMdUKaLUMKM (NapameTp: authType);

— napameTpbl ANA 3a4aHHOro Tuna ayteHTudMKaumm (username, password U
ap.).

3Ha4YyeHMsA NapameTpoB from M username A0MXKHbI ObITb MAEHTNYHbBI, B NPOTUBHOM
C/ly4ae NoYToBbIN cepBep byaeT OTKIOHATL COODLEHMS.

C nomouwbto dnara "tls" HacTpamBaeTca HeoOXOAMMOCTb WCMNOJIb30BaHMA
NPOTOKONA SMTPS ANA 3alMTbl coeamHeHna mexay Cepsepom npunoxeHuin MY n SMTP-
CEpPBEPOM.

Mpu 3HavyeHun onara "tls: true" OyAET WCNONb30BATHCA 3aALUMLLEHHbIN
NpoTOKON SMTPS. Ecnn SMTP-cepBep He noaaep>kmsaet npotokos SMTPS, to Cepsep
npUNoXKeHn MY BepHET ownbKy "tls: first record does not look like a TLS
handshake" 1 cooblleHMe oTnpaBaeHo He byaerT.

Mpwu 3HavyeHun bnara "tls: false" ByaeT MCNONb30BATHCA MPOTOKON SMTP. B
cnyvae, ecan SMTP-cepBep noadeprMBaeT pacwupeHne STARTTLS, TO nNepenada
coobueHunin byaeT ocyLLeCcTBAATLCA C MCMONb30BaHMEM NPOTOKOMA TLS.

B MY noanepkmnBatoTcs LOGIN, CRAM-MD5, PLAIN TUMbl ayTEHTUDUKALUMM SMTP. B

3aBUCMMOCTU OT NCMOJIb3YEMOTO TUIMA ayTeHTl/I(I)l/IKaLI,l/II/I H€O6XO,£I,I/IN\O 3a44aTb caegyroune

napameTpbl (OCTasbHble NapameTpbl OCTaBUTb 6e3 n3meHeHnn):
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— LOGIN:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"
tls: true
authType: "LOGIN"

username: "test username"
password: "test password"
— CRAM-MD5:
smtp:

from: "user@example.com"
address: "smtp.example.com:1025"
tls: true

authType: "CRAM-MD5"

username: "test username"
secret: "test secret"”

— 6e3 ayTeHTUPUKaLNK:

smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

— PLAIN:
smtp:
from: "user@example.com"
address: "smtp.example.com:1025"

tls: true

authType: "PLAIN"

host: "smtp.example.com"
username: "test username"
password: "test password"
identity: "identity"

MPUMEYAHUE. [na ayTeHTUPMKaumMmM Tuna "PLAIN" B NOSe host AOKHO ObITb
YKa3aHO 3HayeHne M3 nona address 0e3 yKaszaHMA NopTa. Takke Ana AaHHOro Tuna
ayTeHTMPMKaUMM  HeobxoaMmMo  Hanuyme  3auumuleHHoro  TLS-coeguHenus.  Ecaum
TLS-coeanHeHne He NoAAepPKMBAETCA, TO NPU NOMNbITKE OTNPABUTL COOOLLEHNE BOZHUKHET

OWNBbKa "error: unencrypted connection" M cooblieHne He OByaeT oTnpaBaeHO.
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Mlocne M3meHeHWA HacTpoek HeobxoAMMO MepeycTaHOBUTb KOHPUIypaLMOHHbIe

dannbl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<uma nojp3oBarensa>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-dispatcher-api,ocs-emm-enrollments—-api --action config

3.10.2. HacTpoMKa B3aMMOAENCTBUA CepBepa npuaoxKeHun (1Y ¢ cepsBepom

yaaneHHoro noaxatodeHma RustDesk

Cepsep RustDesk ncnonbsyerca ona yaaneHHoOro nogkMoveHma K paboyemy crony
aKTMBMPOBAHHOIO YCTPOWMCTBA, a TaKKe 414 obmeHa dparnamum ¢ nomoupto MY.

BHUMAHWE! [daHHbiM  dYyHKUMOHAN  AOCTYyNeH TONbKO  ANA  YCTPOWCTB,
dyHKUMoHMpytowmx noa ynpasneHnem OC Android n OC AnbT Linux.

MPUMEYAHUA:

— pekomeHayeTcsa ncnonb3osaTb cepsep RustDesk Bepcum 1.1.8;

— WHCTPYKLUMA NO YCTAHOBKE pPaCMo/ioXeHa Ha oduUMaANbHOM  canTe:
https://rustdesk.com/docs/ru/self-host/rustdesk-server-oss/install/.

Cxema B3aumogerctana MNMO u RustDesk npueeaeHa Ha pucyHKe (PucyHok 19).

Cxema nHTerpaunn Aespopa LleHTp u RustDesk

BHYTPEHHUA NEPHMETD

GCermenT c cepsucamn Aspopa LieHTp

Part mapping
:443 -> :8008/TCP
:999 = 8025/TCP

21115 > 21118/TCP

| H 21116 -> :21116/TCP
S [ HTTPS 8009
( o [ 21117 -> 2111 7/TCP TCP 8025
£ | ! 21116 - :21116/UDP
Aspopa LD [T [ aurora Center) /~ \ TCRSss : Cepeep NpunoxeHmii
[ > 1 (Murora Center) | H
. . | Internet | N | H
f \ - TGP 21115-21117
RustDesk | T H
client J P RITIE T TOP 2111521117 | | —— UDP21116
- UDP 21116 A - MexceTesoi upP2iite i {RustDeck chan)
(RustDesk clienty ./ 3KpaH (RustDesk client) | i HTTPS 443
O . ' i (Aurora Genter) —
- 1 .
TCP 21115-21117 [ TCP 21115-21117
TCP 443 [
uDP 21116 | ' UDP 21116
(Aurora Center) (RustDesk client) | ! (RustDesk client)
[ Cepeep RustDesk
= | I I
IV\] CermeHT nonbaosarensi
YLaneHHoe
padoues MecTo
aaMHHUCTpaTopa

Mnarhopmel ynpaenesma
Pabouee MecTo

aaMUHUCTpaTopa
YYETHBIX 3anMcei

— 5 [octyn k RustDesk

— [ocTyn k Aspopa LienTp

PucyHoK 19
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[na HacTpoikmM B3aumoaencTemna Cepsepa npunoxeHuii MY c cepsepom RustDesk
HeobXxoAMMO B CeKUMW remoteControl KOHOUrypauwmoHHoro darna noacuctems! MY
config.yml (config/subsystems/emm/config.yml) 334aTb TpeOyemMble 3HAYEHUA:
— aapec cepsepa RustDesk (mnapameTp: serverUrl);

— KoY AocTyna K cepsepy RustDesk (napameTp: serverKey).

Hanpumep:
remoteControl:
serverUrl: "rustdesk.server:21116"
serverKey: "<RUSTDESK KEY>"
sessionTimeout: "30m"

Mocne M3MEeHeHWA HacTpoek HeobXxoAMMO MepeycTaHOBUTb KOHOUIYypaLMOHHbIe

dannbl C NOMOLbIO KOMaHAbI:

ANSIBLE USER="<mma nosme3oBaTens>" ./deploy-ac.sh --subsystems emm --
action config

3.10.3. HacTpolika pa3aeneHnsa Tpadpurka

MMNO no3BondeT pasaenatb Bxoaswmin Tpaduk (URL-3anpockl) cneayrowmmm
cnocobamm:

— Mo basepath—Kaxaaa KoHconb agMmuHucTpaTopa/paspaboTtunka (nmbo APl ans
B3aMMO/AEMNCTBUA C NMPUNOKEHUAMM) NPUBA3aHA K ONpesieIeHHOMY basepath. Basepath
3a/1aHbl B CEKUMM config.publicUris KOHOUIYPALMOHHOroO pakna internal . yml;

— no gomeHam (cybgomeHam) — Kaskaan KoHCoNb aaMMHUCTPaTopa/pa3paboTymKka
n APl ana B3aMmoAencTBMA C NPUAOKEHUAMU (nnbo rpynna KoHconen u  API)
ONUMOHANBbHO MOXeT OblTb NpuMBA3aHa K onpeaeneHHoOMy AOMeHy. PekomeHayeTcs
ny6anyHble KOHcoAM 1 APl npuBA3bIBaTb K AOMEHY, KOTOPbIN MMEEeT AO0CTyn M3 CeTu
NHTepHeT, a BHYTPEeHHNE KOHCoM (KOHCOM agMUHUCTPATOPOB) NPUBA3bLIBATL K JOMEHY,
He MMmetoLeMy AoCTyn M3 ceTn MIHTepHeT. PasaeneHune TpaduKka no JoMmeHam NpuBeaeHo
B nn. 3.5.2.3;

— MO NOpPTam — BHYTPeHHMe M BHelWwHMe agpeca MNMO npmBA3aHbl K OTAENbHbIM

nopTam. OnucaHne HaCTPOMKN pasgeneHuns TpaduKka no noptTam npmeeseHo 8 nn. 3.5.2.2.
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3.10.4. HacTpomKa K3LWMPOBaHNA OTBETOB CEPBMCOB

[na ysennyenua nponssoantenbHoCcTH MO npumeHAeTCA K3WMpOBaHMeE OTBETOB
cepsucoB C nomouibto Nginx. [lpy 3TOM [OCTYN K 33aK3WMPOBAHHBIM  AAHHbIM
ocyuLecTsaseTca Yepes wato3bl goctyna MM10.

HacTpoMKM K3WMPOBaHMA 3a4at0TCA B CAeAytoWMX KOHOUIYPaUMOHHbBIX dalnax
CLueHapueB YCTAHOBKM cpedbl OyHKUMOHMpoBaHMa [MO  ©n  MHOPACTPYKTYPHbIX
KomnoHeHTos [110:

1) B KoHOurypaumoHHom @aine shared roles/nginx/defaults/main.yml
33[3t0TCA caedytolme napameTpbl:

— cache enabled — BK/OYEHME/BbIKNOYEHME KIWMPOBAHUS;

— cache path — KaTanor xpaHeHuA K3Lwa;

— cache keys zone — MMA 30Hbl B pa3fenaeMon Namatu, rae byaeTt xpaHUTbCA
KoL,

— cache_keys_zone_size-—pa3M6p3OHbIBpa3ﬂenﬂeMoﬁrmNMTw

— cache max size — MaKCMManbHbIM pa3mep BblAENAEMOW MO K3W MNaMATU

(korga mecTo 3aKkaHuymBaeTca, Nginx yaanaeT ycTapesline AaHHble);

— cache inactive — Bpemsa, MNOCNe KOTOPOro Kaw 6yaeT aBTOMATUYeCKM
O4YNLWATbCA.
Hanpumep:
cache enabled: true
cache path: "/var/cache/nginx"
cache keys zone: "proxy cache"
cache keys zone size: "50m"
cache max size: "10G"
cache inactive: "30m"

NMPUMEYAHUE. MaKcrmanbHbIM pa3mep BbiAeNSEMOM NOA, K3W NamMATK A0/KEH

ObiTb He meHee 10 'b;




109
AAMTI.20134-01 91 01

2)B KOHPUIypaLMOHHbIX dannax config/subsystems/<HasBaHue
nomcmcTemer>/vars/services.yml 3agatorca APl dyHkumm (endpoint-bi) MMO, ana
KOTOPbIX HEOHXOAMMO BbIMOAHATL KILWMPOBAHME, @ TaKXKe MapamMeTpbl KIWMPOBaHMA A1A
Kaxkaon APl dyHKUMM:

— proxy cache — BK/IOYEHWE KIWKMpPOBaHmA ana APl dyHKLMK;

— proxy cache valid — Bpems K3WMPOBaHMA OTBETA (BO3MOXKHO 3a4aTb BPEMA
K3WMPOBaHMA ANA onpeaeeHHbIX CTaTyCOB OTBETa);

— proxy cache lock — MapameTp onpeaenfeT BO3MOMHOCTb MPOXOXAEHUA
HECKO/IbKUX 3anpocoB Ha 63KkeHA (K cepsucam [MMM0). Mpu 3Ha4YeHUM «on» 3anpeLlaeTca
NPOXOXKAEHME HECKONbKMX 3anpocoB K cepsucy [0, Bce NOBTOPHble 3anpockbl byayT
0XMAaTb NOABAEHWNA OTBETA B Kalle NMbHO TaiMayTa BAOKMPOBKM 3anpoca K CTPaHULE;

— proxy cache use stale — nNapameTp OnNpefensaeT, B KaKUX CAy4aaX MOMXKHO
MCNO/Ib30BaTb YCTAPEBLUMNM 3aK3WMPOBAHHbLIN OTBET;

— add header: "X-Cache-Status Supstream cache status" — AMPEKTMBA
nobasnaeT http-3aronoBoK, cogeprKallMi CTaTyC KILWMPOBAHKA.

Hanpumep:

nginx location dashboard:
path: "~ /vl/dashboards/["/]+S$"
proxy cache: "proxy cache"
proxy cache valid: "200 {{ cache interval dynamic }}"
proxy cache lock: "on"
proxy cache use stale: "updating"
proxy cache background update: "on"
add header: "X-Cache-Status Supstream cache status"

3.10.5. lenctBmsa no 6e30nacHOM yCTaHOBKE M HAaCTPOWKe cpeacTBa

MPUMEYAHUE. YcTaHOBKa, HacTporka M 3kcnayaTauma [MMNO  goskHa

OCYLLEeCTBAATbLCA B cooTBeTCTBMM € D[] Ha [1110.
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Mpn ncnonbzosaHum MMO B rocyaapcTBeHHbIX MHGOPMALMOHHbIX cncTemax (MMC)
(MHPOPMALMOHHBIX CMCTEMAxX MEPCOHA/IbHbIX AAHHbIX, aBTOMATM3MPOBAHHbIX CUCTEMAX
ynpaBaeHnda, KpUTUYECKOM WHOOPMAUMOHHOM WHOPACTPYKTYpe), He CoAep:KalimX
MHDOPMaLUMM, COCTaBAANOLLIEN TOCYAAPCTBEHHOM TaWHbl, B 3aBMCMMOCTM OT K/acca
3aWMLLEHHOCTM A0/MKHbI ObITb YCTaHOBAEHbI 3HAYEHWMA MapameTpoB, NpUBEAEHHble B

Tabnunue (Tabnnua 17).



Tabnunua 17
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MNapameTp

3HayeHune
(oana TNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HavyeHune
(ana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

KoHdurypaumoHHbin darin MNb (cueHapua yctaHoBKkM [B): /var/ocs/config/subsystems/auth/config.yml

(config/subsystems/auth/config.yml)

[Nepunon BpemeHu
HEeMcnob30BaHMA
naeHTudmnKaTopa (y4eTHom
3anmcu) nonb3osBaTens, yepes
KOTOpOEe NPOUCXOANT ero

HNOKMPOBaAHME:
config.maxAccountInactivi
tyPeriod

YcTaHaBAMBaeTCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:
maxAccountInactivity
Period: 2160h

He 6bonee 90 nHen,
Hanpumep:
maxAccountInactivi
tyPeriod: 2160h

He 6bonee 90 aHen,
Hanpumep:
maxAccountInactivity
Period: 2160h

He 6bonee 45 aHen,
Hanpumep:
maxAccountInactivi
tyPeriod: 1080h

MuHUManbHaA OTNMHa NMaponAa:
config.passwordSettings.m
inLength

He meHee 6 cMMBO/0B,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 6 cMmBONOB,
Hanpumep:

config.passwordSet
tings.minLength: 6

He meHee 6 cMMmB0O/108,
Hanpumep:
config.passwordSetti
ngs.minLength: 6

He meHee 8 cMMBOOB,
Hanpumep:

config.passwordSet
tings.minLength: 8

AndaBuUT Napona ANA y4eTHbIX
3anmMcen Nonb3oBaTenen He
HacTpaunsaeTca. [laponu
YYETHbIX 3anncen
noab3oBaTenen A0/IKHbI
coaepKaTb OYKBbl BEPXHETO U
HUXHEro PerncTpos, undpbl 1
cneupnanbHble CUMBObLI (3TO
KoHTpompyeTca MM0O).

He meHee 30 cMMBO/I0B,
Hanpumep:
minDigits: 1

minUpperLetters: O
minLowerLetters: 1

minSpecialChars: O

He meHee 60

CMMBOI0B, HaNpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 0

He meHee 70 cMMBO/IOB,
Hanpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1

He meHee 70

CMMBOI0OB, HaNpumep:
minDigits: 1

minUpperLetters: 1
minLowerLetters: 1

minSpecialChars: 1
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MNapameTp

3HayeHune
(oana TNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHue
(oana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

AndaBuUT Napona ANA y4eTHbIX
3anumcen yCTPOMCTB:
— MWHMMaNbHOE YNCNOo UMdp B

napone:
config.passwordSettings.
minDigits
— MWHMMaNbHOE YNCNOo DBYKB
BEPXHENO PErnMcTpa B napone:
config.passwordSettings.
minUpperLetters

— MMWHWUMa/IbHOE YNCNO0 6yI-(B

HUXKHEro perncTpa B napone:
config.passwordSettings.
minUpperLetters

— MWHWMa/IbHOE YNCN0

cneucnmBo/10B B Napose:
config.passwordSettings.m
inSpecialChars

MaKcrmasibHoe BpemAa

,EI,GVICTBMFI napona:
config.passwordExpiration
Time

He 6onee 180 aHewn,
Hanpumep:
passwordExpirationTi
me: "4320h"

He 6onee 120 aHewn,
Hanpumep:
passwordExpiration
Time: "2880h"

He 6onee 90 aHen,
Hanpumep:
passwordExpirationTi
me: "2160h"

He 6onee 60 aHewn,
Hanpumep:
passwordExpiration
Time: "1440h"

MaKcrManbHoe Bpems
NEeNCTBMA KNtoYa Y4ETHOM

3anucK cepBepa NPUIOKEHUN:
config.ttl.client jwks

He 6onee 1 ropa u 3
Mec., Hanpmumep:

client jwks: 10950h

He 6onee 1 ropa u 3
MecC., Hanpumep:

He 6onee 1 ropa u 3
MecC., Hanpumep:

client jwks: 10950h

He 6bonee 1 roga n 3
Mec., Hanpmumep:
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MNapameTp

3HayeHune
(oana TNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHune
(oana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

client jwks:
10950h

client jwks:
10950h

Yucno nocnegHmx
MCMO/b30BaAHHbIX MApPOaen,
KOTOpble 3anpeLleHo
MCNONb30BaTb MO/b30BATENAMM

NpW CO34aHNN HOBbIX Mapoe:

config.passwordHistoryDep
th

YcTaHaBMBaeTCA Ha
YCMOTpEeHMe onepaTopa
NC, Hanpumep:

passwordHistoryDepth
: 3

YCcTaHaB/MBaeTCA Ha
YCMOTpEeHMe
onepatopa UC,
Hanpumep:
passwordHistoryDep
th: 3

YCcTaHaB/MBaeTCA Ha
yCMOTpeHue onepaTopa
NC, Hanpumep:

passwordHistoryDepth
: 3

YCcTaHaB/IMBaeTCA Ha
YCMOTpEHMe
onepatopa UC,
Hanpumep:
passwordHistoryDep
th: 3

MaKcrmanbHoe KOAMYecTBo
HeycneLlHbIX NoMbITOK
ayTeHTMduKaumm (BBoaa
HenpasWAbLHOro Napona) Ao

HONOKNPOBKM:
config.failedLoginTries

OT 3 o 10 nonbITOK,
Hanpumep:

failedLoginTries: 10

OT 3 ao 10 nonbITOK,
Hanpumep:
failedLoginTries:
10

OT 3 A0 8 NOMbLITOK,
Hanpumep:
failedLoginTries: 8

OT 3 40 4 NONbITOK,
Hanpumep:
failedLoginTries:
4

Bpema 6/10KMPOBKM y4ETHOM
3anucK Noab3oBaTeNs B C/yyae
[OCTUNKEHMA YCTaHOBNEHHOTO
MaKCMMa/IbHOTO KOJIMYECTBa
HeycneLlHbIX NoMNbITOK

ayTeHTUPUKaLMM:
config.failedLoginBlockTi
me

OT1 3 00 15 MUHYT,

Hanpumep:

failedLoginBlockTime
"3m"

O15 10 30 MUHyT,
Hanpumep:
failedLoginBlockTi
me: "5m"

OT1 10 o 30 MUHyT,

Hanpumep:

failedLoginBlockTime
"lom"

Ot 15 o 60 MUHYT,
Hanpumep:
failedLoginBlockTi
me: "15m"
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MNapameTp

3HayeHune
(oana TNC 4-ro knacca)

3HayeHune
(ona TNC 3-ro knacca)

3HayeHune
(oana MNC 2-ro knacca)

3HayeHune
(ona TNC 1-ro knacca)

Konnyectso oaAHOBPEMEHHbIX
ceccumn ana
NPUBUNETMPOBAHHbBIX YY4ETHbIX

3anuncemn:
config.privilegedSessions
Limit

YCTaHaBAMBAETCA Ha
YCMOTPEHME OnepaTopa
NC, Hanpumep:
privilegedSessionsLi
mit: 10

YCTaHaB/IMBaeTCA Ha
YCMOTpeHue
onepatopa UC,
Hanpumep:
privilegedSessions
Limit: 10

YcTaHaBAMBaeTCA Ha
YCMOTpEeHMe onepatopa
NC, Hanpumep:

privilegedSessionsLi
mit: 10

He bonee 2-x,
Hanpumep:
privilegedSessions
Limit: 2

KonnuyectBo oagHOBPEMEHHbIX
ceccun ana
HENPUBUNETMPOBAHHbIX YY4ETHbIX

3anucen:
config.
unprivilegedSessionsLimit

YCTaHaBAMBAETCA Ha
YCMOTPEHME onepaTopa
NC, Hanpumep:
unprivilegedSessions
Limit: 10

YcTaHaBAMBaeTCA Ha
yCMOTpEeHue
onepatopa UC,
Hanpumep:
unprivilegedSessio
nsLimit: 10

YCTaHaB/MBAETCA Ha
YCMOTPEHMe ornepaTopa
NC, Hanpumep:
unprivilegedSessions
Limit: 10

YCTaHaB/MBAETCA Ha
YyCMOTpEeHMe
onepatopa UC,
Hanpumep:
unprivilegedSessio
nsLimit: 10

O6Wmin KoHPUrypaumoHHbIn pann MMNO (wabnoH obuiero KoHpUrypaumoHHoro danna MMoO):

/var/ocs/config/config.yml

(config/config.yml.j2)

Bpems 6e3neincrama
(HeaKTMBHOCTW) NONb30BaTENS,
Yyepes KOTOPOe OCyLLEeCTBAAETCA
3aBeplleHne ceaHca

Nno/ib30BaTeNnA:

config.session.rememberFo
r

YcTaHaBAmBaeTCcHa Ha
YCMOTPEHMe onepaTopa
NC, Hanpumep:

rememberFor: 30m

YcTaHaBMBaEeTCA Ha
YCMOTpEeHMe
onepatopa UC,
Hanpumep:

rememberFor: 30m

He 6onee 15 MmunHyT,
Hanpumenp:

rememberFor: 15m

He 6onee 5 MnHyT,
Hanpumep:

rememberFor: 5m
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3.10.6. denctBns No CMeHe ayTeHTUPUKALUMOHHON KHPopmMaumum (naponen,

CEKPETOB, TOKEHOB, KtOYeN)

Mpwn  akcnayaTaumm MMNO  agomkHa obecneuymBaTbCs MNepumoamMyeckad CMeHa
ayTEHTUPUKAUMOHHOM  MHbopMaumK.  [lepnoaMYHOCTb  CMEHbl  OnpeaenseTcs
aKkcnayaTupytowen opraHmsaumen. CmeHa ayTeEHTUPUKALUMOHHON MHPOPMALIMM TaKKe
NONXKHA OCYLLECTBAATLCA B C/Ny4ae ee KOMMpomeTaummn. K cobblTmam KOmnpomeTaumm
OTHOCATCA (HO He orpaHNYMBatOTCA), creaytolme cobbITus:

— HC/ K cepsepam npunoxkernin NMMO n/man ynpasnaouen 3BM;

— noTeps HOCUTENS, COAEPKALLErO ayTEHTUPUKALMOHHYIO MHGOPMALMIO;

— YBO/IbHEHME COTPYAHWKOB, WMEBLUMX AOCTYN K ayTeHTUOUKALMOHHOM
nHGopMaLnm;

— BO3HWKHOBEHME NOAO3PEHNIM HA YTEUYKY ayTEHTUPUKALMOHHOM MHGOPMALNM;

— CNly4aun, Koraa Henb3a A0CTOBEPHO YCTAaHOBMUTb, YTO MPOM3OLW/A0 C HOCUTENEM
ayTEHTUPUKALUMOHHOM MHPOPMALMKN (HAaNPMMEpP, HE MOHATHA NPUYNHA BbIXOAA HOCUTENS
N3 cTpos).

AyTeHTUPUKALUMOHHAA MHPOPMALMA KOMMOHEHTOB cpedbl PYHKLMOHMPOBAHMA
MMNO, MHPPACTPYKTYPHbIX KOMMNOHeHTOB [0, a TaKKe CEeKPEeTHbIN KoY KAMEHTOB
(cepBMCcOB) M K04 WKNGPOBAHUA CEKPETOB 3343at0TCA B KOHOUIypaLUMOHHbLIX dainax
config/vars/ vars.yml M  config/secret.yml. [NAa  CMeHbl, yKa3aHHOM
ayTeHTUOMKAUMOHHON MHGOPMaLMM HEODXOAMMO BbIMONHUTL CAeaytolme AeNCTBUA:

3.10.6.1. 13meHUTb MapoaK, CEKPeTbl, TOKEHbl B KOHPUIypaLMOHHbLIX Qannax
config/vars/ vars.yml Wconfig/secret.yml.

3.10.6.2. YCTAaHOBUTb  KOMMOHEHTbl  cpeapl  PyHKUMOHMpoBaHMA  TMO

MHPPACTPYKTYPHble KoMmnoHeHTbl MO B cooTBeTCTBMM € M. 3.6.1.

3.10.6.3. YcTtanoBuTb IO B cooTBeTCTBUM C N. 3.6.2.
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3.10.7. dencTtBuAa no peanunsaumm PYHKLMA H6e3onacHOCTK cpeapl

dyHKUMoHMpoBaHMsa MMNO 1 MHPPaCTPYKTYPHbIX KomnoHeHTos MMO
3.10.7.1. TpeboBaHMA K MEKCETEBOMY 3KPAHUPOBAHMIO

Heobxoammo, 4tobbl 3aWmMTa nepumeTpa (GU3nYecknx nam normyeckmnx rpaHn) MC
OCYLLECTBAANACL C MCNONb30BAHNEM MEXKCETEBOIO 3KpaHa Tpebyemoro Knacca 3alumThbl.

MexKceTeBOM 3KpaH AO0MKEH NPONycKaTb TPAadMK TONbKO Ha BHelWHMe nopTbl MMM0,
NPW 3TOM OCTa/IbHOM TPAaPUK A0MKEH ObITh 3anpetlleH. MNepeyeHb BHelwHMX nopToBs M0 B

3aBUCMMOCTM OT BapmaHTa HaCTPOMKM NpueeaeH B Tabauue (Tabaunua 18).

Tabnumua 18
Homep nopta KoHpuUrypaumoHHbi dain, B
P rop OnvcaHue durypau ¢ Tun noptat*
(npoTokon) KOTOPOM 3343€eTcA NopT
Cepswucbl MNMNO «Aspopa LeHTp»
10000 — 10500 |MopTbl cepsucos MMO shared _roles/systemd-  |gyyTpeHHMN
(tcp) deploy/templates/system
d-supplicant.sh.j2
/usr/bin/systemd-
supplicant.sh
Nginx
80 (tcp) CNy»uT ans shared roles/consul-  |gHyTpeHHMN
B3aMMOAECTBUA CEPBUCOB ;i?plate/defamtsmaln'
Mo apyr c Apyrom
999 (tls) Cy»KuT ans KoHburypaumoHHbin dain  |BHELWHMIA
B3amMmoaemncTama yctpomncTs [Nginx cornacHo n. 3.8.1
cMncy
8007 CNy»KuT ana config/vars/_vars.yml |gyyTpeHHUN
MEeXKMNOACUCTEMHOTO
B3aMMOELNCTBUS.
8009 (tcp) BanaHCMPOBLIMK CEPBUCOB Configﬁvars/_varS-yml BHELIHWUI
. config/config.yml.j2
(Nginx Web Server) /etc/nginx/conf.d/ocs.c
onf
8024 (tcp) MopT Ana npuvema 3anpocos |config/vars/ vars.yml  |gHeluHwWiA
OT KOHTEHT-CepPBEpPOB

1 Onucanme TMNOB NOPTOB NpMBeAeHO B Tabauue (Tabaunua 34).
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Homep nopra

KoHdurypaumoHHbi pann, B

OnvcaHue Tun nopta**
(npoTtokon) KOTOPOM 334aeTcA NopT
8025 (tcp) Ha aaHHbIVM nopT KoHburypaumoHHbin dan  |BHYTPEHHW
nepeHanpaBaATCA Nginx cornacHo n. 3.8.1
3anpocsl ¢ 999 nopTa
CYB/ PostgreSQL
5432 (tcp) CYB/[, PostgreSQL shared_roles/postgresql gyyTpeHHMN
/defaults/main.yml
CYbA, Valkey
6379 (tcp) valkey-server shared_roles/valkey/def |gyytpeHHuni

aults/main.yml

26379 (tcp) valkey-sentinel shared roles/valkey/def |guyTpeHHuit
aults/main.yml
Consul

8300 (tcp) https://www.consul.io/docs BHYTPEHHUI
/install/ports

8301 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI
/install/ports

8302 (tcp/udp) |https://www.consul.io/docs BHYTPEHHUI

/install/ports

8600 (tcp/udp)

https://www.consul.io/docs
/install/ports

shared roles/consul/def
aults/main.yml

BHYTPEHHNM

8500 (tcp) https://www.consul.io/docs |shared_roles/consul/def gyyTpeHHNiA
Jinstall/ports aults/main.yml
Redpanda
8080 (tcp) redpanda console port shared_roles/redpanda/d.BHYTpeHHMm
efaults/main.yml
9092 (tcp) redpanda_kafka api shared_roles/redpanda/d.BHYTpeHHMm
efaults/main.yml
9644 (tcp) redpanda_admin shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
33145 (tcp) redpanda_rpc_server shared_roles/redpanda/d.BHyTpeHHMm
efaults/main.yml
Syncthing
8384 (tcp) https://docs.syncthing.net/ |shared_roles/syncthing/|gHytpeHHui
users/firewall.html defaults/main.yml
22000 https://docs.syncthing.net/ |shared_roles/syncthing/|gHytpeHHui
(tcp/udp) users/firewall.html defaults/main.yml
21027 (udp) https://docs.syncthing.net/ BHYTPEHHUI

users/firewall.html



https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
https://www.consul.io/docs/install/ports
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Homep nopTa KoHdurypaunoHHoi damn, B
priop OnvcaHue durypau Painr, Tun nopta**
(npoTokon) KOTOPOM 3343aeTcA NopT
Dnsmasq
53 dnsmasq BHYTPEHHMI

OnepaunoHHaa cuctema

22 MopT SSH. Micnonb3yeTca BHYTPEHHNM
ONA pa3BepPTbIBaHMA U
aamuHuctpuposaHua MM10.
BHUMAHMWE! Bo3moxHOCTb
MCMONb30BaHMNA AAHHOIO
nopTta onpeaenaeTcs
AokymeHTaumen C3M ot
HC/,

NMPUMEYAHUE. PekomeHayeTtca 3anpetntb goctyn K MMO npuBuaerMpoBaHHbIX
no/sb3oBaTeNel 13-3a NpPeaesioB KOHTPONIMPYEMOMN 30HbI, 3aNpeTnB A0CTyNn K KoHconm
agmuHucTpatopa lMb. Takke Nnpm HeEOHXOAMMOCTM MOXKHO 3aNPEeTUTb AOCTYN K OCTa/IbHbIM
Beb-koHcoNAam. [na 3Toro cneayet paspewnTb TpaduK TOAbKO Mo Tpebyembim

URL-aapecam B cootsetcteum ¢ n. 3.10.2.
3.10.7.2. Hactpomnka OC CentOS, OC Debian n OC Ubuntu

MPUMEYAHUE. HacTtpoinka OC Astra Linux, OC AnbT n PEAl OC ocyuiectsnsaeTca B
COOTBETCTBMM C IKCMAyaTaLMOHHOM AOKYMeHTaumel Ha gaHHble OC.

3.10.7.2.1 Ana 3aTpyaHeHWs BO3MOXKHOCTEM cbopa MHPoOpmaLMM O cuUcTteme
HeobXoAMMO UCKAKUYUTL METKM BPeMeHW Un3 3aronoBkoB TCP nakeToB, BbIMOJAHMB
cnepytouine AenCTBumA:

3.10.7.2.1.1 B KOHOUIrypauUMOHHbIA dain  /etc/sysctl.conf [A06aBUTbL

CTPOKY:

net.ipvé4.tcp timestamps = 0

3.10.7.2.1.2 MPUMEHUTL KOHPUTYPALMIO, BbINOTHUB KOMaHAY:

sysctl -p /etc/sysctl.conf
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3.10.7.2.1.3 [MpOBEPUTb KOPPEKTHOCTb KOHPUTYPALMK, BbINONHMB KOMaHAY:

sysctl -a | grep net.ipvéd.tcp timestamps

Ecnm HaCTpOMKM 3aaHbl MPaBuUAbHO, AO/KHO ObITb BblBEAEHO 3HA4YeEHME!

net.ipvé4.tcp timestamps = 0

3.10.7.2.2 Hactporka 3anpeTa SSH gocTyna K cepBepam NpUAOKEHMA MO NOTUHY U
napoito.
3.10.7.2.2.1 B KoHOUrypaumoHHom danne /etc/ssh/sshd config 3a4aTb

cneayrowmne sHa4eHnA napameTpos:

PasswordAuthentication no
PubkeyAuthentication yes
AuthenticationMethods publickey

3.10.7.2.2.2 Mepe3anyCcTuTb CAyXKOy sshd C NOMOLLbIO KOMaHAbI:

sudo service sshd reload

3.10.7.2.3 HacTporKka MMHMMANbHOM CNOKHOCTU NApPONs.

HacTpoiKka CNOXHOCTM Mapoas OCYLLECTBAAETCA B KOHPUrypaumoHHOM ¢aiine
/etc/security/pwquality.conf. PeKomeHAyeTCcA 3a4aTb Caeayloulnme 3HavYeHuA
napameTpoB:

— MWHWMMaJIbHaA O/TNHA MapoaA:

minlen = 8

— andaBuT napona (MWHMMANbHOE KOJMYECTBO MCMNOMb3YEMbIX KIAcCOB

CMMBOJI0B):

minclass = 4

— MaKCcMMa/ibHasa AauHa nocsenosateibHOCTM cumBoios (abed, 12345 n T.n.):

maxsequence = 3

— MaKCMmaJibHOE YMCao naywmnx noapad ognHaKoBbIX CMMBOJIOB:

maxrepeat = 3
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MPUMEYAHUE. HacTponKka KOHOUIYpaLMOHHbBIX GalioB A0MKHA BbINOAHATLCA Ha

KaXkaoW HoZe KnacTepa.

3.10.8. CamocTosiTeNbHAA YCTAaHOBKA HEOobXOAMMbIX MNaKeToB Ha CepBepbl

NPUAOXKEeHUN, cepBepbl B N KOHTEHT-cepBepbl

3.10.8.1. Mony4mTb CNMCOK HEOBXOAMMbIX NAKETOB.

[MepevyeHb HeobXOAMMbIX MAKETOB, KOTOPble AO/KHbl OblTb YCTaHOB/IEHbI Ha
cepBepbl NPUNOKEHUN, cepBepbl B/l M KOHTEHT, 3a4aH B dalne play-managed-node-
prerequisites.yml, HaXxO4AWEMCA B KaTajnore cCo cueHapuamum yctaHosBku [110 w

MMEIOLWEM CeayHoLLyo CTPYKTYPY:

- name: install requirements to <omepaumoHHasa CcuUcCTeMa>

- name: install os packages on db node
loop:
<IepedeHb [NaKeTOB cepsepa B>
- name: install os packages on app node
loop:
<lIepedeHb [NakKeTOB CcepBepa IPUIIOXEeHUI>

B ceKuMnm name: install requirements to <omepaumoHHas cucTema>
33/1aeTCA NepeyeHb NakeToB AnA yKazaHHoW OC. [laHHaA cekuma CoOAePKUT 2 NoACEKUMN,
B KOTOPbIX 33JaeTcA MnepevyeHb MAKETOB A/ CepBepa MNpUAOKeHWn, cepsepa b wu
KOHTEHT-CepBepa.

B noacekumm name: install os packages on db node 33[43eTCA nepeyeHb
nakeTos Ana cepsepa b/l.

B noaceKumn name: install os packages on app node 334a€TCA NepeyeHb
NnakeToB /1A cepBepa I'Ipl/I}'IOH(EHI/IIZ N KOHTEHT-CepBEPaA.

MpMep nepeyHs NakeToB ANA CepBepa MPUAOXKeEHWN, cepBepa bl U KOHTEHT-

cepBepa, PyHKUMOHUpYtowmMx noa ynpasneHmem OC CentOS 7:

tasks:
- name: install requirements to Cent0S7
block:
- debug:
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msg: install requirements to CentOS7

- name: install os packages on db node
package:
name: "{{ item }}"
state: present
loop:
- epel-release
- Jqg
- unzip
- perl-1libs
- libxslt
- postgresgl-1libs
- libicu
- libselinux-python3
- python3-psycopg?2
— Createrepo
when: node type == "db" or node type == "all"

- name: CentOS 7 | APP node | Install OS packages

package:
name: "{{ item }}"
state: present
loop:

- net-tools
- epel-release
- Jg
- unzip
- perl-libs
- libxslt
- postgresgl-1libs
- libicu
- bind-utils
- libselinux-python3
- rsync
- pcre2
- iptables
- dnsmasqg
- Createrepo
when: node type == "app" or node type == "all"
when:
ansible distribution == "CentOS"
ansible distribution major version == "7"

3.10.8.2. YCTaHOBUTb NAKeTHI.
YCTaHOBKA MaKeTOB OCYLLECTBAAETCA B COOTBETCTBMN C AOKYMeHTaumnen Ha OC.
NMPUMEYAHUE. YcTaHOBKa MaKeToOB A0/1KHA BbIMOAHATLCA AN Ka)KAOM HOoAbI

KnacTepa.
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3.10.9. OTkatoveHme cnyxb SELinux u Firewalld

[Ons oTkNtoveHna cnyx6 SELinux n Firewalld HeobxoamMmo BbINOAHUTL Caeaytoulime
nencTeuA:
3.10.9.1. B KoHpUrypaumoHHom  danne  /etc/selinux/config  3a4aTb

chepyrouiee 3Ha4yeHMe napameTpa SELINUX:

SELINUX=disabled

3.10.9.2. OtkAtounTb B OC MerXKCeTeBOM 3KPaH C MOMOLLLbHO BbIMOHEHMSA CAEAYOLLNX

KOoMaHA;:

systemctl stop firewalld
systemctl disable firewalld

3.10.9.3. lepe3arpy3nTtbs IBM Cc nomoLLblo KOMaHAb!:

reboot

MPUMEYAHUE. OTkAtoumTb cny»kbbl SELinux 1 Firewalld Heobxoammo Ha Kaxkaom

HOAE K/1aCTepa.

3.10.10. TpeboBaHMA K YCTAaHOBKE W HACTPOMKEe BHellHero 6anaHcMpoBLIMKa (Ha

npumepe Nginx)

YCTaHOBKA W HaACTpOMKa BHellHero HanaHcuposliMKka Nginx ocyLlecTBAATCA
NoNb30BaTENAMM (CUCTEMHBIMW agMUHMUCTPaTopamu) MMNO camocToATeNbHO. BHeLwwHNM
6anaHCMPOBLUMK AOMKEH NOAAEPHKMBATb MPOKCUPOBAHME http U tcp-COeANHEHMUN.

[lna npoBepKM BO3MOXKHOCTM MPOKCMPOBAHMA tcp-COeAMHEHMN Heobxoanmo

BbINO/IHWUTbL NPOBEPKY KOPPEKTHOCTU KOHbMrypaumm Nginx ¢ MOMOLLbIO KOMaHAbI:

sudo nginx -t

B cnyyae oTobparkeHma cooblleHna unknown directive «stream» TpebyeTca
£00aBUTb NOAAEPHKKY MOAYNA ngx_stream module.so. [1na 3T0ro HeobxoANMO:
— B KoHourypaumoHHom danne Nginx (pann: /etc/nginx/nginx.conf)

N06aBUTb CTPOKY:
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load module ‘/usr/lib64/nginx/modules/ngx stream module.so’;

— nepe3anyctntb NgiNx C NOMOLW,bIO KOMaHAb!:

sudo systemctl reload nginx

3.10.10.1. HacTpomka 6anaHCcMpoBLMKa AN OAHOTEHAHTHOM KOHQUIYpPaLMM:

— Bblaenntb aomeH <AC _DOMAIN> pans obpawenHus K MO, Hanpumep,
acenter.example.ru;

— BbINYCTUTb CepTUOMKAT ANAa CcBOero AomeHa (AOMeHOB), Hanpumep,
acenter.example.ru;

— pnobaBuTb dns-3anuce  ANA  CBOEro  AoMeHa (AOMeHOoB), Hanpumep,
acenter.example.ru,

— B KOHOUrypaunmoHHOM daline BHellHero 6anaHcnMpoBLiMKa 406aBUTb 06paboTKy
CBOEro AomeHa (AOMeHOB), Hanpumep, acenter.example.ru. [lpumepsl
KOHOUIYpaUMOHHbIX GalnoB NpuBeAeHbl B KaTasnore samples/ac/nginx external-
balancer/conf.d:

® one-node.conf — Mnpumep KOHPUrypaumoHHOro daina ans cepsepa
NPUNOXKEHNI;
® content-server.conf —NPUMep KOHOUTYpaUMoHHOro dalina AN KOHTEHT-

cepsepa.

3.10.10.2. HacTporka 6anaHcUMpoBLIMKA A1A NOAAEPKKM  MYNbTUTEHAHTHOWN
KOHPUrypaumm.

B cBA3M C TeM, YTO A5 Ka)KAOro TeHaHTa MCMNOMb3YeTCA OTAENbHbIN NOAAOMEH,
HeobxoAMMO  HacTpouTb 06paboTKy [AOMeHa M NOAAOMEHOB Ha  BHELIHeM
H6anaHCMpPOBLIMKeE, BbINOJIHMB CAeaytolLne AeNCTBUA:

— Bblgenntb gomeH <AC DOMAIN> ana obpawenuns Kk TM0O, Hanpumep,
acenter.example.ru;

— BbINYCTUTb OObIYHbIN U wildcard cepTudMKaTbl 414 CBOEro AOMEHA (AOMEHOB),

HanNnpMMep acenter.example.ru M *.acenter.example.ru,
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— pob6asuTb dns-3anucb A8 cBoero AomeHa (4oMeHoB) U wildcard 3anuch ANs
noAOOMEHOB, HANPUMEP acenter.example.ru M *.acenter.example.ru;

— B KOHOUrypaunmoHHOM daline BHellHero 6anaHcnpoBLiMKa 406aBUTb 06paboTKy
cCBOero AomeHa (,EI,ON\EHOB) N nNoaAOOMEHOB, HaNpMMep acenter.example.ru n
*.acenter.example. ru. [1pMmepbl KOHGUIYPALMOHHbLIX GanoB NPMBEAEHbI B KaTanore
samples/ac/nginx external-balancer/conf.d:

® one-node.conf — MNpUMeEpP KoHoUrypauuoHHoro dalna Aaa cepsepa
NPUNOKEHNI;
® content-server.conf — NPUMepP KOHPUTYPaLUMOHHOro paina ANA KOHTEHT-

cepsepa.

3.10.11. AKktnBauma (pa3baoKkMpoOBKaA) Y4ETHOM 3aMMCcK NOAb30BATENA C MOMOLLBLO
sql-3anpoca K b/1

Pa3bnoKkmMpoBKa Yy4eTHbIX 3anuceilr nonv3osatenenn [MO  ocyuwecTsaaeTca
AZIMUHNCTPATOPOM YYETHbIX 3anNMcen ¢ NOMOoLLbo KoHcoan aammnHnctpaTopa Mb. OaHako
y4yeTHada 3anncb AAMUHUCTPATOPA YYETHbIX 3anmcen TakKe MOXKeT ObiTb 3ab/10KNMpoBaHa
(Hanpumep, NPU AAUTENBHOM HEAKTUBHOCTU AIMUHMUCTPATOPA YYETHbIX 3amnucen).

B atom cnyyae ana pa3biOKMPOBKM yY4ETHOM 3anmnck HEeobXOAMMO BbIMOAHUTH
cnepytouime aencTema:

3.10.11.1. Noakntoumtca kK b MB (auth) c NOMOLLbIO KOMaHAbI:

psgl -U auth -h <ip-ampec cepmBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.11.2. Pa3bnoKkMpoBaTb Y4YETHYKO 3anucb MNO/b30BATENs C MOMOLLbIO C Sql-

3anpoca:

update accounts users.accounts set is active=true,
last activity at=now() where login='<email nomp30BaTEeNa>';
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Hanpumep:

update accounts users.accounts set 1s active=true,
last activity at=now() where login='admin@omprussia.ru';

3.10.12. dencTBma nocne cbpoca yCTPOMCTB K 3aBOACKMM HACTPOMKaM

Cbpoc ycTponcTBa BO3BpallaeT ero K 3aBOACKMM HacTpoikam. [locne cbpoca
YCTPOMCTB B 3aBMCMMOCTM OT cnocoba mx nepBOHaYaNbHOM YCTaHOBKKN npuaoxenuma MMNO
(npunoxeHne «Aspopa LeHTp» 1 npunoxeHne «Aspopa MapKeT») MoryT oTCyTCTBOBaTb
nmMb0o ObITb COPOLLIEHbI A0 NEPBOHAYA/IbHOM BEPCUMN.

Mocne cbpoca ycTponcTea HeOHXOAMMO BbIMOAHUTL CAeaytolme AeNCTBUA:

1) YctaHoBuTb npunoxenus MO, ecnn nocne cbpoca YyCTPOMCTBA OHU
OTCYTCTBYIOT;

2) AKTMBMPOBATb YCTPOMCTBO B 1Y B COOTBETCTBMM C AOKYMEHTOM «PyKOBOACTBO
nonb3osaTens. Yactb 3. Moacuctema MNnatpopma ynpasnenma» AAMI.20134-01 90 01-3;

3) O6HOoBUTbL NpuaoxkeHua MMNO B COOTBETCTBMU C AOKYMEHTOM «PYKOBOACTBO
nonb3oBatens. Yactb 7. MpunoxkeHue «Aspopa LleHTp» Ans onepaumoHHOM CUCTEMbI

Aspopa» AAMTI.20134-01 90 01-7.

3.10.13. MopAanoK 3adaHua agpecos (AOMEHHbIX MMEH) B WMHBEHTapHOM danne

inventories/hosts.yml

B nHBeHTapHOM ¢alne inventories/hosts.yml 3a4atOTCA agpeca CepBepos
(MMeHa XOCTOB), Ha KOTOpble YCTaHOBAEHbl (OyAyT YCTaHOB/EHbI) KOMMOHEHTbl cpeabl
dyHKUMOHMpoBaHMA MMNO, MHPPaCTPYKTYPHble KomnoHeHTbl MNIMO 1 noacuctems MMO.

3a4aHune aapecoB (4OMEHHbIX MMEH) OCYLLLECTBAAETCA MOCPEeACTBOM MX A0DaBAEHNA

B CEKUMIO hosts, Hanpumep:

app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
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[onyckaetca nobasneHme agpecos npu nomowm AobasneHmnA XOCTOB B rpynnbl U1
NanbHenero nepencnonb3oBaHma rpynn. Hanpumep, ana Nginx 6yayT 3aaaHbl aapeca m3

rpynnbl app, KOTOPAA 3aMo0J/IHEHA BblLLE!:

ocs:
children:
app:
hosts:
acenterappO1l:
acenterapp02:
acenterapp03:
nginx:
children:
app:

[lonyckaeTcs cMellaHHOe 3aZaHne aipecoB NOCPeACTBOM MX A406aBNEHMA B CEKLMIO
hosts, a TaKXe NocpeacTBOM A00aBneHMA XOCTOB B rpynnbl WM AafbHENLIEro
nepencnonb3oBaHua rpynn. Hanpumep, ans Nginx dyayT 3agaHbl aapeca M3 rpynnbl app,

KOTOPaA 3anoJ/IHeHa Bblle, N agpeca U3 CeKUUM hosts:

ocs:
children:
app:
hosts:
acenterapp0l:
acenterapp02:
acenterapp03:
nginx:
children:
app:
hosts:
acenterapp04:
acenterapp05:

Mpu HeobxoAMMOCTU YCTAaHOBKM Ha XOCT onpedeneHHbix noacuctem [MMO
notpebyetca nocne agpeca xocTa A00aBUTb MNapameTp subsystems C MNEPEYHEM

noacmcTem, Hanpummep:

app:
hosts:
acenterapp0l:
subsystems: auth
acenterapp02:
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subsystems: emm
acenterapp03:
subsystems: appstore, pkgrepo

KoHburypaumoHHbIn Gpan cueHapus YCTaHOBKKM cpedbl GyHKUMOHNpoBaHKMA MMO m
MHOPACTPYKTYPHbIX KomnoHeHToB M0 Ha 1 9BM ¢ 4OMEHHbIM MMEHEM ocs-app.local

MMeeT CieAyoLWnM BUA:

all:
children:
ocs:
children:
app:
hosts:
ocs—-app.local:
content:
hosts:
postgresqgl:
hosts:
ocs—-app.local:
nginx:
children:
app:
content:
consul:
children:
consul servers:
children:
app:
consul agents:
children:
consul content:
children:
content:
consul template:
children:
app:
content:
nats streaming server:
children:
app:
redpanda:
children:
app:
valkey:
children:
app:
children:
app:
sentinel:
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children:
app:
syncthing:
children:
app:

Mpumepbl $annoB hosts.yml ANA OAHOHOAOBOM M KNACTEPHOM KOHOUrypaLmi
npuBeaeHbI B KaTasnore samples/ac/inventories/ (nnn B KaTasnore
samples/ac/inventories/).

OnncaHne napameTpoB  MHBEHTApHOro @darna inventories/hosts.yml

npusegeHo s n. 12.1.1.
3.10.14. NMopaaoK HaCTPOMKM CPOKa XpaHeHMA cobbITUIN Be3onacHOCTH

CpOK XpaHeHua cobbiTMin 6e30NacHOCTU 3a4aeTcA B NoNe retention Tabaumubl
partman.part config events b/ b (auth).

[ns npocMoTpa M WM3MEHEHMA CPOKa XpaHeHMAa HeobXOAMMO  BbIMOAHUTb
CAefytoLLyto NocneaoBaTeIbHOCTb AeNCTBUIA:

3.10.14.1. NoakntounTbesa K B, MB (auth) ¢ NOMOLLBIO KOMaHARbI:

psgl -U auth -h <ip-ampec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

3.10.14.2. NpocMmoTpeTb TeKyllee 3Ha4YeHne CPOKa XPaHEHMA C MOMOLLbIO CKpUMTa:

select retention from partman.part config where parent table =
'audit.audit events';

3.10.14.3. A3MeHUTb CPOK XpPaHEHMA C MOMOLLIbIO CKPUNTA:

UPDATE partman.part config SET retention = '<kojmuecTeO nHelr> days'
where parent table = 'audit.audit events';

Hanpumep:
UPDATE partman.part config SET retention = '90 days' where

parent table = 'audit.audit events';
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3.10.15. Mopagok HacTtponku MMNO ana ero yCTaHOBKM Ha Pa3IMyHbIe OKPYXEHUA

CueHapum yCTaHOBKM MO3BOAAKT BbIMOAHUTb HACTPOMKY M ycTaHosky [0, a
TaKXe€ KOMMOHEHTOB CcCpeabl ¢YHKMMOHMDOBaHMH Mnro ANA  HECKOJNbKUX pPa3/INYHbIX
OprmeHMm,BHHOHHMBCﬂeﬂyKHMMeﬂﬁmCTBMW

3.10.15.1. NepenTtK B KaTasor (Katanor: /install-<sepcusa NIO>/install-ac/
nnn /install-<Bepcus [ro>/install-ac-mt/ nan /install-<Bepcus
[II0>/install-ac-mt-spr/).

3.10.15.2. Co3paTtb NHBEHTAPHbIN bann hosts.yml no nyTu:
inventories/<HazBaHue OKpyXeHus>/hosts.yml.

OnuncaHMe NnapamMeTpoB MHBEHTAPHOro ¢pana hosts.yml NpueegeHo s n. 12.1.1.

3.10.15.3. Co3aaTtb KaTanor config/environments/<Has3BaHue OKpPYyXeHMA>/,
Cco34aTb B [AaHHOM KaTtanore Tpebyemble KOHPUrypaumoHHble ¢arnbl C y4eTom UX
PACMNONOXKEHNA B KaTaslore config M 3a4aTb Tpebyemble 3Ha4YeHMA NapameTpOB.

Bonee noapobHas MHPopmaums no paboTe c KOHPUIYPaUMOHHbIMK danamm
OKpYy*eHunAa npueedeHa s n. 13.2.8.

3.10.15.4. BbINONHUTb YCTAaHOBKY KOMMOHEHTOB cpeapbl PyHKLMOHUPpOoBaHMA M0 u
Mo B cooTBeTCTBMM C Noapasaesiom 3.6 ANA 3ajaHHOTO OKPYXKEHMA, YKa3aB B KOMaH4ax
YCTQHOBKM NyTb K MHBEHTAPHOMY DAy N MMA OKPYIKEHNA.

[MpUMepbl KOMaHA:

— KOMaHAa YCTaHOBKM BCeX MaKeToB Ha BCe cepBepbl (Ha BCe cepBepbl

NPUNOXKeHWI, cepBepbl B M KOHTEHT-cepBepbl HE3aBUCUMO OT MX TUNA):

ansible-playbook -i inventories/<uas3BaHue OkKpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa IIOJIL30BATEJIA>

— KOMaHAa YCTaHOBKM KOMMOHEHTOB cpeabl GyHKUMOHMpoBaHMA TMO 1

MHPPACTPYKTYPHbIX KOMNoHeHToB [MM10:

ANSIBLE USER="<uma nojbszoBaTena>" ./deploy-infra.sh --env "<uaszBaHue
OKpyXeHua>"
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— KOomaHpAa yctaHoBku [MM10:

ANSIBLE USER="<uma nojb3oBaTens>" ./deploy-ac.sh --env "<uaszBaHue
OKpyXeHus>"

3.10.16. YoaneHne nepcoHanbHbIX AaHHbIX M3 Y4eTHOW 3anucu MNoJib30BaTens,
MNepCOHaNbHbIX AaHHbIX KOHTAKTHOrO /MUA OPraHM3auMm W MNepCcoHasbHbIX AaHHbIX

KOHTAKTHOIO /1NLa NPOEKTa

3.10.16.1. AnA yaaneHns NepCoHabHbIX AAaHHbIX M3 y4ETHOW 3aM1CK MNOb30BaTeNA
HeobX0AMMO BbINONHUTbL CeaytoLlne AeNCTBUA:

— noakntounTbea K b1 Mb (auth) ¢ NOMoLWbio caeayolen KomaHab!:

psgl -U auth -h <ip-ampec cepsepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— BbINOJIHNTb sq|—3anpoc:

update accounts users.accounts set login='"', last name='",

first name='"', patronymic='' where login='<email nose30oBaTena>';
Hanpumep:

update accounts users.accounts set login='', last name='",

first name='"', patronymic='"' where login='ivanov@omprussia.ru';

3.10.16.2. Ana yaaneHna nepcoHasibHbIX AaHHbIX KOHTAKTHOIO MLA OpraHn3aumm
HeobxoAMMO BbIMONHUTL CAeaytowme AeNCTBUS:

— BbINO/IHNTb apPXUBaUNKO KOHTAKTHOIo /Anuda, €C/iM KOHTAKTHOE /nuUo He

33apPXMBUPOBAHO;

— noakntoumnTbea K B MYT (mt) ¢ noMoLLbio caeaytowet KoMaHabl:

psgl -U mt -h <ip-ampec cepsepa BI> -d mt

Hanpumep:

psgl -U mt -h 192.168.0.107 -d mt
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— BbINOAHWUTB sqgl-3anpoc:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'

WHERE deleted at IS NOT NULL AND email='<email KOHTaxKTHOTO Jjuua>';

Hanpumep:

UPDATE organizations.contact persons
SET first name='Deleted',
last name='Deleted',
patronymic=NULL,
comment=NULL,
phone="'112",
email=id::text || '(@example.com'
WHERE deleted at IS NOT NULL AND email='ivanov@omprussia.ru';

3.10.16.3. AnAa yaaneHWsa MNepcoHasbHbIX [AaHHbIX MNOJIb30BATENEN

HEO6XO,£I,I/IN\O BbIMOJIHUTb Chaeayroumne AGVICTBMFIZ

— 3aTM B KApPTOYKy MO/b30BaTeNs YCTPOMCTBA W BbIMOJAHUTL apPXMBALMIO

Nnoab30BaTeNA, eC/ZIM NO/1b30BATE/Ib HE 3aaPXMBUPOBAH,

— noAkMounTbea K B MY (emm) ¢ NOMOLWbIO cAeaytoLllen KoMaHabl:

yCTpOMCTB

psgl -U emm -h <ip-azmpec cepeepa BI> -d emm

Hanpumep:

psgl -U emm -h 192.168.0.107 -d emm

- BHHOHHMTbSQL3aﬂpOCHZ

UPDATE users_service.users

SET first name = 'Deleted’,
last name = 'Deleted’,
patronymic = NULL,
job _title = NULL,
phone number = NULL,
email = id::text || '(@example.com'

WHERE email = '<emaill nosepzoBaTessa My>' AND deleted at IS NOT

NULL;
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UPDATE users service.users read model

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '(@example.com'
WHERE email = '<email nonesoeaTena MYy>' AND deleted at IS NOT NULL;
Hanpumep:

UPDATE users service.users

SET first name = 'Deleted',
last name = 'Deleted’',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

UPDATE users service.users read model

SET first name = 'Deleted’,
last name = 'Deleted’',
patronymic = NULL,
job title = NULL,
phone number = NULL,
email = id::text || '@example.com'
WHERE email = 'ivanov@omprussia.ru' AND deleted at IS NOT NULL;

3.10.16.4. Ana yaaneHmAa nepcoHasibHbIX AAHHbIX KOHTAKTHOro sinua npoekta [NCY
HeobXx0AMMO BbINOAHUTbL CleaytoLlme AeNCTBUS:

— noakntountbea K b MNCY (push) ¢ NOMOLLbIO CreaytoLe KoOMaHab!:

psgl -U push -h <ip-ampec cepsepa BI> -d push

Hanpumep:

psgl -U push -h 192.168.0.107 -d push

— BbINOAHUTL sql-3anpoc:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position="'Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='<email KOHTakKTHOTO Jmua>';
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Hanpumep:

UPDATE main.contact persons
SET
first name='Deleted',
last name='Deleted',
patronymic='Deleted',
position="'Deleted',
phone="'112",
email=id::text || '(@example.com'
WHERE email='ivanov@omprussia.ru';

3.10.17. Cbpoc napona y4eTHOM 3anmcu

B cnyyae yTepu napons OT YYETHOM 3anucu C pPosblo AAMUHUCTPATOP YYETHbIX
3anucein U HEBO3MOXKHOCTM ero BOCCTaHOBAEHMSA LTAaTHbIM CNocoboM (Hanpumep, ecnn B
MO 6bina ToNbKo 1 yyeTHaa 3anMcb C YKa3aHHOM pPoO/bio), HEOHXOAMMO BbINOAHUTL
cneayouine aencTena ana cbpoca Napons y4eTHoM 3anmcu:

— nogkntoumntbes K b1 Mb (auth) ¢ NOMOLLBIO KOMaHAbI:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B Qalne samples/sqgl/activate user account.sql, PacnONOXEHHOM B
KaTafore co cueHapuamu ycTaHosku MMO, 3a4aTb NOMMH YYETHOM 3anucy B napameTpe

accountLogin, Hanpumep:

accountlLogin text := 'admin@omprussia.ru'

— CKOMMPOBATb coAepMMoe parna activate user account.sgl B KOHCOJb U
BbIMO/IHWUTbL CKPUNT, HaXKaB KnaBuuy «Entery.
[Mocne BbINONHEHMA YKa3aHHbIX AeNCTBMA MNaponb OyaeT MMeTb 3HavyeHue

«adminy».
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3.10.18. BoccTaHOBNEHWE YYETHOM 3aMnMMCK MNOJIb30BaTENA TeHaHTa B C/yvae ee

yAaneHnmA

[lna BOCCTQHOBAEHWA YYETHOW 3amnMcKM MNONb30BaTeNA TeHaHTa B C/yyae ee
yaaneHma HeobxoaAMMo BbIMONHUTL Ceaytolme AeNCTBUA:

— noakntounTbea K b1 Mb (auth) ¢ NOMoLWbO caeayolen KomaHab!:

psgl -U auth -h <ip-azmpec cepBepa BI> -d auth

Hanpumep:

psgl -U auth -h 192.168.0.107 -d auth

— B  ¢anne samples/sqgl/create tenant default user account.sql,
HaXOAALLEMCA B KaTaaore o CLEeHapMAMM ycTaHoBKK MO, 3a4aTb NOMUH y4eTHOM 3anmcu

(mnapameTp: accountLogin) W KoA TeHaHTa (MapameTp: accountTenantCode),

Hanpumep:
accountLogin text := 'admin@omprussia.ru';
accountTenantCode text := 'default';

NPUMEYHAHMUE. Koa TeHaHTa AOCTYNEH B KapPTOYKe TEHAHTA;
— CKOMMPOBATb B KOHCO/b coaeprkmumoe danna

create tenant default user account.sgl W BbIMONHUTb CKPUNT, HaXaB K/aaBuLly

«Enter».
3.10.19. HacTpoWKa BKAOUYEHWA/OTKNOYEHWA perucTpaLmmn cobbiTnii

HacTpoiKka perncrpaumm cobbITiiM OCyLLEeCTBAAETCA B KOHPUTYPALMOHHbIX pannax

WAK30B A0CTyNa endpoints.yml, KOTOPbIE PACMNoONaratoTCA Ha cepBepe I'IpI/IﬂOH-(eHl/Iﬁ

MO B KaTanore:

/var/ocs/config/subsystems/<uasBaHue
nomcucreMer>/applications/<HasBaHue uuw3a gocryna>/endpoints.yml

Hanpumep:

/var/ocs/config/subsystems/auth/applications/ocs—auth-admin-api-
gw/endpoints.yml
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nnbo B KaTanore co cueHapuamm yctaHosku MMO:

config/subsystems/<Has3BaHue nomcucreme>/applications/<HazBaHmue mIw03a
nocryna>/endpoints.yml

Hanpumep:

config/subsystems/auth/applications/ocs—-auth-admin-api-
gw/endpoints.yml

[N OTKAOYEHUA/BKAOYEHNS  pernctpauum cobbita  ana  eyHkuum  MMNo
(aHAnONHTA) HeobxoaMmo B cekunm Tpebyemoro 3HANOWMHTA

38WNMMEHTMpOBJﬁJpaCWNMMeHTMpOBaTbCEKMMK)audit,HaﬂpMMepZ

- endpoint: /api/devices/{id}/operations/next
method: GET
backends:
- url pattern: /vl/devices/{id}/operations/next
host: ocs-emm-dispatcher-api.${domain}
forward error: true

auth:
scope: operation:read
permissions:

resource type: operation
action: read
context field map:
device.id: request.params.id
audit:
field map:
action: get
object id: response.body.id
object label: response.body.type
object type: deviceOperation

id
id
#
id
id
#

Nanee B 3aBMCMMOCTM OT TuMNA KOHOUIYpaUMOHHOTO danna BbINOAHUTL
nepeycTaHoOBKYy KOHOUrypauMoHHOro daina uamM nepesanyck cepsuca. [oapobHan

nHdopmauma ob ynpasneHum Hactponkamm cepsucos MNIMO npuseaeHa B noapasaene 4.3.
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3.10.20. HacTtpotika bpeHamposaHua MMO

[na nobaBneHuns norotTMna KOMNaHWM 1 Bbibopa LIBETOBOWN CXeMbl rpadmyecKkoro
nHtepdenca MMNO HeobxoaMMO B KOHPUIypaUMOHHOM ¢anne config/internal.yml
3a4aTb c/ieayoline napameTpbl:

— brandingLogoUrl — CCbl/IKa Ha n30bparkeHune, Nnbo nsobparkeHue norotTmna B
dopmate basebd (M306pakeHme byaet paamepom 160x32 Touek);

— brandingLogoAlt — TEKCT, KOTOPbIM byaeT oTobparkaTbCa NpuM HaBeAeHMU Ha
n3obpaxeHne NorotTmna;

— theme —oOnMcaHue LBeToBoM cxembl Material Ul: uBeTa KHOMOK 1 TEKCTA, a TaKkKe
npoymMe HacTponkm (cm. https://mui.com/material-ui/customization/palette/). He
PEKOMEHAYETCA MEeHATb LWPUPTbl U UX PasMepbl, T.K. HEMNpPaBW/bHbIE 3HAYEHUA MOryT
HapYLWUTb KOPPEKTHOCTb OTODPaXKeHUa nHTepdeica.

Hanpumep:

brandingLogoUrl: "data:image/png;base64, iVBORwWOKGgOAAAANSUhEUgAAADKAAA
oWy
brandingLogoAlt: "test branding text",
theme:
palette:
primary:
main: "#££4200"
light: "#££4200"
dark: "#££4200"
contrastText: "#333333"
secondary:
main: "#££4200"
light: "#££4200"
dark: "#££4200"
contrastText: '#333333'

3.10.21. MNepekntoveHue Tpadurka mexay LUOdamu (failover/switchover)

[NepekitoyeHne Tpaduka mexay LUOLamu (failover/switchover)

OCYLLECTBAAETCA B PYYHOM PEKUME.
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BHUMAHWUE! TMpun nepekntodeHnn Ttpaduka mexay LOAamum, a Takxke npwu
BOCCTaHOBNeHMN ocHoBHOro LO[a, BaXKHO He A0NyCTUTb OAHOBPEMEHHYK paboTy
obounx LUOJoB B aKTMBHOM pexunme. lNMpn ogHoBpemeHHoM pabote oboux LIOLos B
aKTMBHOM peXMMe BO3HMKHET cuTyauma «Split Brain».,
[na nepekntodeHna Tpaduka ¢ ocHoHoro LLOa Ha pe3epBHbI pekomeHayeTca
BbIMOJIHWTL CAeayowme AeNCTBUA:
3.10.21.1. MepeBectn knactep b/l B pesepsHom LIO[e n3 coctoaHma StandBy B
Primary.
[ina aToro HeobxoAMMO BbINOAHUTL Ceaytolme 4eNCTBUA:

3.10.21.1.1 OcTtaHoBUTL cepsepbl b/l B ocHoBHOM LIO[le ¢ noOMOLLbIO KOMaHAbI:

systemctl stop patroni

3.10.21.1.2 Nepesectn Knactep b mn3 coctoaHma StandBy B coctoaHue Primary,

BbIMNOJIHMB Ha oA4HOM M3 cepBepos b/l pesepsHoro LUO/a creaytoulyto KOMaHAY:

patronictl -c /etc/patroni.yml edit-config --force --set
standby cluster=""

3.10.21.1.3 MNpoBepuTb, YTO B KaacTepe noAsuaca cepsep b/l B ponn Leader c

MOMOLLbIO KOMaHAbI:

patronictl -c /etc/patroni.yml list

3.10.21.2. NepeBecT BXOAALWMK TpadUK Ha BHewHem OaNaHCUPOBLUMKE K3
ocHoBHoro LUO/la B pe3epBHbIN.

3.10.21.3. llocne BoOCCTaHOBNEHMA Knactepa bl B ocHosHOmM LO/[e, MOXHO
nepesectu Knactep b, 8 ocHoBHOM LUO/le B cocTOAHME StandBy.

Ona atoro HeobxoaMmo A06aBUTb B AMHAMMYECKYHD KOHPUIypauumio Kaactepa

HaCTPOMKY «standby cluster» C MOMOLLbIO CNeAyOLLER KOMAHADI:

patronictl -c /etc/patroni.yml edit-config --force \
--set standby cluster.host='<new cluster vip>' \
--set standby cluster.port=5000 \

--set standby cluster.create replica methods='- basebackup'
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roe new cluster vip —virtual IP address cepsepa, ¢ koToporo byaeTt HacTpoeHa
penanKauma AaHHbIX.
BHUMAHMUE! B MOMEHT BOCCTaHOBNEHMA BbILWEALLEr0 paHee OCHOBHOTO K1acTepa,

OH TaK¥e OCTaHeTCA primary. BaXHO He AONyCTUTb PaboTbl ABYX primary KNacTEPOB.
3.10.22. HacTpoiKa agpeca NpoOBEPKN NOAKAHOYEHNA YCTPONCTB K CETU

Mo ymonyaHuio, ONA NPOBEPKM AOCTyNa K CeTu, ycTponcTBa obpaulatoTca K
nybandHomy agpecy http:// ipv4d.omprussia.ru, KOTopbii 4OCTyNeH 13 ceTn VIHTepHeT.

B cayvyae Mcnonb3oBaHMA YCTPOMCTB B 3aKPbITON ceTh (ceTb 6e3 AocTyna K cetu
NHTepHeT), HeobXxoAMMO AaHHbIN aApec 3aMeHUTb Ha aApec, KOTOpbI byaeT 4OCTyneH 13
3aKpPbITOM CETK M 3aperncTpmpoBaH Ha cepeepe DNS, HaxoasaWEMCA B 3aKPbITON CETH.

Ona TOro, 4tobbl YCTPOMCTBA MOIMAM BbINOAHATL MPOBEPKY [A0CTyMa K CeTu
HeobxoaMmo:

3.10.22.1. B 3aKpbiToM ceTnm HacTpouTb cepsep Nginx co caeayrowmmm

napameTpamm:

server {
listen 80;

server name <uMsa cepBepa>;
access log /var/log/nginx/access-ipvé4.omprussia.ru.log main;
error log /var/log/nginx/error-ipvé4.omprussia.ru.log;

client max body size 1K;

location / {
return 404;

}

location = /return 204 ({
return 204;
access_log /var/log/nginx/ipvé4 return 204 access.log;
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MPUMEYAHWUE. YKa3aHHble HaCTPOMKM MOTyT BbITb BbINOAHEHbBI MO0 Ha BHELLIHEM
banaHcupoBLUMKe, NMDOO Ha oTAenbHOM cepBepe. Ha BHyTpeHHeM OanaHCUMpPOBLIMKE

YKa3aHHble HAaCTPOMKM BbIMOAHATL 3aMpeLLeHO.
3.10.22.2. B napameTpax networkCheckSettings.ipv4Url 7
networkCheckSettings.ipv6Url KoH®UrypaumoHHoro ¢amna MY install-<sepcus
[II10>/install-ac/config/subsystems/emm/config.yml 33a4aTb aApec cepBepa
Nginx, K KoTopomMy byayT obpallaTbca ycTponcTea. [JaHHbIn agpec OyaeT aBTOMaTUYECKM
PACNPOCTPAHATLCA B HACTPOMKM Kaxaoro yctpornctea ¢ OC ABpopa, NoaK/Ato4eHHOro K Y.
M3meHeHMe HaCTPoeK Ha yCTponcTee byaeT oTparkeHo B KoHconn agmmHucTpaTopa MY B

KapTO4YKe ycTponcTBa B pasaene «CocTosHue .
3.10.22.3. NepeycTaHOBUTb KOHOUIYPaLMOHHble dalnbl CEPBMCA ocs—emm-state-

manager-api C NTOMOLLbHO KOMaHAbI:

ANSIBLE USER="<umsa nojp3oBarens>" ./deploy-ac.sh --subsystems emm --
apps ocs-emm-state-manager-api --action config

3.10.23. HacTtpomnka noakntoveHua penosmtopmsa OC Linux

Penosutopuin  OC Linux wucnonb3yeTcs ANA  YCTAaHOBKM U 0OHOBAEHMUS
nporpammHoro obecneyeHms Ha yctponcTteax ¢ OC cemencTsa Linux.

YcTpoicTBa C peno3nTopuMem MOryT B3aMMOAEMCTBOBATb KaK HaMpsaMyto, Tak M
yepes KOHTeHT-cepBep. B3ammopencreme c pPenosuTopMemM 4Yepes KOHTEHT-CepBep
TpebyeTca B Tex Cay4adax, Koraa Heobxoaum ayTeHTUOUUMPOBAHHbLIM AO0CTYyNn K
PENO3NTOPUIO.

Kaknm obpasom OyaeT ocyllecTBAATbCA B3aMMOAENCTBME C PEMO3UTOPUEM
33aBUCKT OT NAaPaMeTPOB NOAKAOYEHMSA, YKAa3aHHOTO B NpaBuae NOAUTUKK «KoHUrypaums
penosutopunes/logKkItOYEHNE  CUCTEMHbLIX  peno3uTopues». [lopagok paboTbl C
NOUTUKAMM NMPUBeaeH B AOKYMeHTe «PyKOBOACTBO Noab3oBaTeniAa. YacTb 3. [loacucrema

Mnatdopma ynpasneHmnsa» AAMI.20134-01 90 01-3.
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B cnydae, ecnu B3aMMOﬂ£ﬁCTBme C peno3snTopmnem OCylwecCcTBNAETCA 4epes3
KOHTEHT-CepBep, TO HeO6XO,£|,MN\O B cexkunmn
config.publicUris.pkgrepo.linuxRepoAddress KOHOUTYPaALMOHHOIO danna

config/config.yml.j2 3a4aTb agpec penosutopma OC Linux, Hanpumep:

linuxRepoAddress: "https://repo.linux.ru/"

3.10.24. HacTpoWKa 3awmuieHHoro TLS/SSL coeanHenma ¢ b/,

Mo ymonyaHuto 4na noakawdeHna noacuctem (11O Kk B mcnonb3lyeTtca
He3auwmueHoe TCP-coeanHeHMe.

3.10.24.1. HacTtpolika 3awumuieHHoro TLS/SSL coegnHeHMa ¢ MOMOLLbIO CKPUMTOB
ycTaHoBKu MO

Mpwn yctaHoBke CYB/l Postgres ¢ MOMOLLbIO CKPUNTOB M3 cOCTaBa AUCTPUOYTMBA
ABpopa LleHTp MMeeTca BO3MOMKHOCTb aBTOMATUYECKU HacTPOUTb 3almuieHHoe TLS/SSL
COeZIMHEHMA C UCNONb30BAHMEM CAMONOANMCAHHbIX CEPTUPMKATOB.

[1ns aTOro Heo6xoAMMO BbIMONHUTL CAeAytoLLME AENCTBUA:

1) CreHepupoBatb CA-kntod u CA-cepTudmMKaTt, KOTOpbIM OyaeT noAanucaH

cepTudukat cepsepa b/, Hanpumep:

openssl genrsa -out ca key.pem -aes256 # 3anOMHMUTBL NapoJb K KJKOYIY
openssl req -new -x509 -nodes -days 365000 -key ca key.pem -out ca-
cert.pem

2) Jobasutb CA-kntod  m CA-ceptvduKaT B KOHOUIYpPaALUMOHHbLIA  pann

config/vars/ vars.yml:

ca crt: |

ca_ key passphrase:
pPg with tls: true
pg _auth method: scram-sha-256 # no ymosdaHmuo mMcnojb3yeTcsa mdb
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3) HacTpouTb noaxatodeHne cepsucos K B B 3alIMUIEHHOM pesknume, 3a4aB

nepemeHHble B KOHOUTYPaUMOHHOM dalne config/vars/ vars.yml:

postgresqgl:
# DmomycTuUMBIE 3HAUEHUS:
#[disable|require|verify-ca|verify-full]
sslmode: require

MPUMEYAHUE. CepTtndukaT cepsepa b/l byaeT aBTOMAaTUYECKU CrEHEPUPOBAH U
YKa3aH B KOHPUIypauMOHHbIX dpainax npu yctaHoske MMO.

4) NpoAoNKMTb HACTPOWMKY M ycTaHoBKY MNMMO B cOOTBETCTBUM C Noapasgenamn 3.5
n3.6

3.10.24.2. HacTpoiKa 3alwmieHHoro TLS/SSL coeamHeHna npu camocToATebHOM
yctaHoBKe CYB/;:

1) BkatounTb 3awmiieHHoe TLS/SSL coeamHenme (ssl = ‘on’) u yKasaTb nyTb K
KopHeBoMy cepTudumKkaTy (ca.crt), cepTudukaty mn knwody CYB[ (postgresgl.crt w

postgresql.key) B KOHPUTrypaumoHHom daine CYB/ postgresqgl.conf

ssl = 'on'

ssl ca file = '/var/lib/pgsqgl/l4/data/../ca.crt'

ssl cert file = '/var/lib/pgsqgl/l4/data/../postgresgl.crt'
ssl key file = '/var/lib/pgsqgl/l4/data/../postgresqgl.key’

2) HacTpouTb noakntoyeHme cepsucos K b/l B 3alMLIEHHOM pexkume, 3aaaB

nepemeHHble B KOHOUIypaumoHHomM darne config/vars/ vars.yml:

postgresqgl:
# JOITYyCTVIMBIE 3HAUYEHWMA:
#[disable|require|verify-cal|verify-full]
sslmode: require

3) MpoAo/IKUTb HACTPOMKY 1 ycTaHoBKY MMMO B COOTBETCTBUM C Noapasgenamn 3.5

n3.6.
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3.10.25. lobaBneHne KopHEBOro cepTnUdMKaTa B AOBEPEHHbIE ANA HACTPOWMKMK

3awwmueHHoro TLS/SSL coeagnHeHmn

3.10.25.1. YctaHoBKa KopHeBoro cepTtudmkata gna OC Ha 6a3e RHEL (CentOS,
PEQ OC, AnbT)

Ona  paboTtbl 3awmuleHHoro TLS/SSL  coeamHeHWs HeobxoAMMO  BbIMNOJHUTL
cneayouime aencTema:

3.10.25.1.1 PazmecTuTb [OBEPEHHbIN cepTuduKat B KaTasore
/etc/pki/tls/certs/

BHUMAHWME! Ecnn ceptmudukat nonydyeH B ¢dopmate DER, To ero Heobxoammo

nepekoHBepTUPOBaTb B dopmaTt PEM ¢ nomoLlblo KOMaHAabI:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.25.1.2 MNepe3sanyctntb cepsuchl 1O ¢ noMoLLbo KOMaHAbI:

systemctl restart ocs-—*

3.10.25.2. HacTpoiKa 3awmiieHHoro TLS/SSL coeamHerns ana OC Ha 6a3e Debian

(Astra Linux, Ubuntu)

[Ona paboTtbl 3awmileHHoro TLS/SSL  coeamHeHWs HeobxoAMMO  BbIMNOHUTL
cneayouime aencTems:

3.10.25.2.1 PazmecTuTb [OBEPEHHbIN cepTuduKat B KaTanore
/usr/local/share/ca-certificates/

BHUMAHUE! Ecnn ceptmudukat nonydyeH B ¢dopmate DER, To ero Heobxoammo

nepexkoHBepTUPOBaTb B dopmaT PEM C NoOMOLLbIO KOMaHAab!:

openssl x509 -inform der -in /path/to/cert/test.cer -out test.pem

3.10.25.2.2 O6HOBUTbL KOPHEBbIE CEPTUOUKATBI C MOMOLLLIO KOMAHAbI:

update-ca-certificates -v

3.10.25.2.3 MNepesanyctntb cepsuchl MMO ¢ noMoLLbo KOMaHAbI:

systemctl restart ocs-*
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3.10.26. Hactpouka B3anmogenctana MY mn MCY npmn ncnonszosaHmm GOST TLS Ha

BHELWHEM 6al'|aHCl/IpOBLLLl/l Ke

MMNO He noaaepxmBaeT paboTy ¢ push-yBeAOMAEHUAMU NPU UCNOb30BAHNM
3awmuieHHoro npoTtokona GOST TLS Ha BHewHem 6anaHcuposuwmke. Ecam TCY
pacnosoXeHa Ha OAHOM cepBepe C APYrMMW NOACUCTEMAMM, TO OTMNpaBKa push-
YBEAOMJIEHMA BO3MOXHa MNpM NepeHanpaBJeHMM 3anpocoB Ha co3daHue push-
yBeaomaeHunn, MyuHya w3 ¢ GOST TLS, cpa3y Ha HOAbI, KOTOPbIE PACMO/IOXKEHbI 338 HUM.

1A HAaCTPOMKM B3aMMOAENCTBNA HEOOXOAMMO BbINOAHUTL CAedytoulme AeNCTBUA:

3.10.26.1. NepeHanpaBMTb 3anpocbl Ha co3aaHWe push-cooblleHn, MU3MEHMB
napameTp systemUris B KOHOUIypaLMOHHOM danne

/var/ocs/config/subsystems/emm/config.yml c:

systemUris:
push:
publicAddress: "${publicUris.push.publicAddress}"
publicBasepath: "${publicUris.push.publicBasepath}"

Ha.

systemUris:
push:
publicAddress: "http://ocs-push-public-api-gw.${domain}:8007"
publicBasepath: "S${publicUris.push.publicBasepath}"

3.10.26.2. N13meHNTb KOHPUTYPaLMOHHbIM dalin cepBmMCa «OCS-emm-egress-api-gw»
(/var/ocs/config/subsystems/emm/applications/ocs—-emm-egress—-api-
gw/endpoints.yml), 3a4aB B endpoint
«/push/public/api/vl/projects/{project_id}/messages» napameTp

«client_assertion_audience»:

- endpoint: /push/public/api/vl/projects/{project id}/messages
method: POST
backends:
- url pattern: /api/vl/projects/{project id}/messages
host: ${systemUris.push.publicAddress}
encoding: no-op
forward error: true
client credentials:
auth style: private key jwt
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client assertion audience:
"$S{publicUris.auth.publicUri}${tokenEndpoint}" # JoBaBJigeME
napamMeTp

client id: ${pushNotificationSystem.clientId}

audience: ${pushNotificationSystem.audience}

token url: ${pushNotificationSystem.tokenURL}
output encoding: no-op

NMPUMEYAHUE. Echm client assertion audience He 33ZaH, TO MO YMOJIHAHUIO
B kayecTBe audience gmns client assertion byaeT ncnonb3osaTbca NapameTp
token url, B KOTOPOM 3agaetcA agpec [1b gna nonyyeHMA aBTOPM3aLLMOHHbBIX TOKEHOB.

3.10.26.3. B KoHconn agmunHuctpatopa MY nepenTtn B noapasnen «HacTponkm»
pasgena «AAMMHUCTPMPOBaHME». BHM3y noabnoka «CepBMC yBegOMAEHW ABpopa»
HaxkaTb «PegaKkTMpoBaTb HacTpolkm Cepsuca yBegomneHun Aspopa». B oTkpbiBwemcA

OKHe B nosne «Token URL» BBecTu:

http://ocs-push-public-api-gw.S${domain}:8007/auth/public/cauth2/token

CoxpaHUTb M3MEHEHMUA.
3.10.26.4. llepe3anyCTnuTb CepBUC ocs-emm-egress-api-gw C  MOMOLLbIO

KOMaHAb!:

systemctl restart ocs-emm-egress—-api-gw*

3.11. NpoBepKa KOPPEKTHOCTM YCTaHOBKU U PpyHKLMOHMPOBaHUA MO

3.11.1. Obwume cBeaeHUA

B Lenax npoBepKM KOPPEKTHOCTU YCTAHOBKM M GyHKLUMOHMPOBaHMA MO, a Takke
cpeabl dyHKUMoHMpoBaHua MMO, B COCTaB CLEHapMeB YCTAaHOBKM BK/IKOYEHA YTUAUTA AR

bopmMpoBaHMA AMArHOCTMYECKOTO OTYETa.
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,D,J'IFI d)OpN\l/IpOBaHVIFI ANarHOCTM4YeCKOro oT4veTa H€O6XO,£I,VIN\O nepeMTM B KaTa/J10rl CO
CUeHapuAMM YCTAaHOBKW (KaTasnor: install-<sepcwms MIO>/install-ac/ WK
install-<Bepcua IIO>/install-ac-mt/ WM /install-<Bepcumsa MIO>/install-

ac-mt-spr/) 1 BbINOAHUTb KOMaHAY:

ansible-playbook play-diagnostic-report.yml -i inventories/hosts.yml -
VvV —-user <muMA I[IOJIbL30BaTesyida>

nmMbo KomaHay:

ansible-playbook play-diagnostic-report.yml -i inventories/<Has3BaHue
OKpyXeHus>/hosts.yml -vv —--user <umMg [OJIb30BaTeyg> —--extra-vars
"stage=<HazBaHUE OKpPpyXeHUA>"

ecnum TpebyeTcA 3a4aTb OKPYKEHMeE.

B pe3ynbTaTe B KaTanore report byaet cbopmmpoBaH Gann B report.html.

[narHocTnuyecknin otyet dopmumpyetca B Buae danna B dopmaTte .html u
COAEPKUT cneayrolime pasaensl:

— obuwan nHpopmauma o ctatyce cepsumcos [M10;

— obuwan nHdopmauma o cTaTyce KOMMNOHEHTOB cpeabl GyHKUMOHMpoBaHMa MO
N MHPPACTPYKTYPHbIX KoMnoHeHToB [10;

— pasgenbl, coAepkalinme AeTanbHy MHPopMaumto 0B oTAeNbHbIX CepBMCcax
MMNO, KomnoHeHTax cpeabl GyHKLUNOHNPOBaHMA MMO N MHPPACTPYKTYPHBLIX KOMNOHEHTAX

rro.
3.11.2. OnncaHne napameTpoB AMArHOCTMYECKOro oT4eTa
3.11.2.1. Pazgen «OS Summary»

Pasnen coaepnt nnpopmaunto ob6 OC 1 ee HacTporkax (PucyHok 20).
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v OS Summary

0% Distribution Astra Linux 1.7 x26-64

Kernel

SELinux disabled

Service Manager systemd
Package Manager apt

LANG
LC_ADDRESS
LC_IDENTIFICATION
LC MEASUREMENT
LC MONETARY
LC NAME
LC NUMERIC
LC PAPER
LC TELEPHONE
LC TIME

Codepage

5.4.0-54-generic (Fastra3 1+ci49-Ubuntu SMP Mon Mar 15 18:37:33 MSK 2021)

en USTUTF-8

PucyHok 20

3.11.2.2. Pazaen «Disk Space»

Pasgen CoOAEPHKUT I/IHCI)OpN\aLI,l/II-O O NOJHOM N AOCTYNHOM obbeme ANCKOBOTO

npocTtpaHcTtea ana Mo (PucyHok 21).

Disk Space
Mount point Size total, MiB Size available, MiB Availability, %
/boot 1014.00 864.34 85.24
51175.00 46308.92 90.49
45729.66 43128.35 9431

/home

PucyHok 21

OnucaHue Ha3zHa4vyeHMA CcToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npueedeHsbl B Tabanue (Tabanua 19).

Tabnuua 19
HasBaHue Bo3morKHble 3Ha4eHuA
OnucaHue o

ctonbua (npumepsbl 3Ha4YeHWUI)
Mount KaTtanor, K KoTopomy MOHTUpyeTca pannosoe |IyTb K KaTanory,
points XpaHUANLLE (TOYKa MOHTMPOBAHMUA) Hanpumep: /home
Size total, |Pa3mep ¢pannoBoro xpaHnMLa, O6bem PpusnyecKkomn NamaTm
MiB NPUMOHTUPOBAHHOIO K 3aJaHHOMY KaTanory B M6, Hanpumep: 45729,66
Size Ob6bem cBoboAHOrO mecTta B $pannoBom Ob6bem pmU3nyeckon NnamaTu
available, |xpaHuauwe, NPUMOHTUPOBAHHOTO K B M6, Hanpumep: 43128,35
MiB 3alaHHOMY KaTasory
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HasBaHue BO3MOXHble 3Ha4yeHuA
OnucaHue "
cTonbua (npumepbl 3HaYeHNN)
Availability, |O6bem cBoboaHOro mecta B $paliloBOM Ot 0 go 100, Hanpumep:
% XPaHUANLLE B NPOLLEHTHOM COOTHOLWEHNN 94.31
(K nonHOMY 0H6BbEMY)

MPUMEYAHUE. B cnyyae ecam obbem cBoboaHoro mecta meHee 15%, none

3aKpallnBaeTCA LBETOM.
3.11.2.3. Pazaen «Systemd Unit Status»

Pagen coaepxnt obuiyto nHdopmaumto o ctatyce cepsmucos MO, KOMNOHEHTOB
cpeapbl dyHKUMoHUpoBaHMA MMNO 1 MHGPACTPYKTYPHbIX KoMnoHeHTOB MO 1 cocTouT K13

cneayroLwmx Noapasaenos:

3.11.2.3.1 OCS Targets
Moapasaen coaepXuT MHPOPMaLMIO O CTaTyce KOHDUrypauuin rpynn cepBMCOB

MMNO (PucyHok 22).

Systemd Unit Status

Name Unit Status Unit-file status
OCS Targets
ocs-appstore active (active) enabled
ocs-appstore-admin-api-gw active (active) disabled
ocs-appstore-adminconsole-ui active (active) disabled
ocs-appstore-applications-api active (active) disabled
ocs-appstore-client-api-gw active (active) disabled
ocs-appstore-dev-api-gw active (active) disabled
PucyHok 22

OnucaHue Ha3zHavyeHuA CcToNOLOB TabanLbl, @ TakKe MHPOPMALMA O BO3MOMKHbBIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 20).

Tabnunua 20
HassaHue .
OnucaHue Bo3Mo»Hble 3HauYeHuA (Npumepbl 3HaUYeHUN)
ctonbua
Name NMsa KOHPUIrypaLmm rpynnbl BO3MOKHble 3Ha4YeHUA onpeaenatoTCs
CcepBucoB nepeyHem KoHOUrypaLumin rpynn cepsmncos
nro
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HassaHue o
OnucaHue Bo3moKHble 3Ha4eHuA (NpUMepbl 3HaYEHUIA)
cTonbua
Unit Status|MHGopmaLma o cTaTyce rpynnbl |active —rpynna cepBMCOB 3anyLleHa
cepsmcos BbINOIHAETCA;
activating—rpynna cepsmcos
3anycKaeTcs;

deactivating —rpynna cepBmncoB
BbIK/TKOYAETCA,

inactive —rpynna CepPBUCOB BbIK/IOYEHA;
failed — nNpu 3anycke rpynnbl CEPBUCOB
nponsouwna OLLIl/I6Ka,'

missed — KOMMOHEHT OTCYTCTBYET

Unit-file NHbOopmauma o npucyTcTemm enabled — NPUCYTCTBYET B aBTO3aMyCKe;
status KOHbUrypaumoHHoro ¢ainna disabled — OTCYTCTBYET B aBTO3aMycKe
3aMycKa rpynnbl CEPBMCOB B
aBTO3anycke

3.11.2.3.2 OCS Services

Moapasaen coaeput nHdopmaumto o ctatyce cepsucos MNMO (PucyHok 23).

OCS Services

ocs-appstore-admin-api-gw (@ 0 active (running) disabled

ocs-appstore-adminconsole-eula actrve (exited) enabled

ocs-appstore-adminconsole-ui (@ 0 active (running) dizabled

ocs-appstore-applications-ap: (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw (@ 0 actrve (running) disabled

ocs-appstore-client-api-gw @ 1 actrve (running) disabled
PucyHok 23

OnucaHue Ha3zHa4vyeHMA CToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 21).

Tabnuua 21
HassaHue .
OnucaHue Bo3MoKHble 3HaYeHWA (NpUmepbl 3HaYeHUN)
ctonbua
Name HassaHue cepsuca MO |Bo3MOXKHble 3Ha4YeHNA onpeaesAlTCcA NepedyHem

cepsucos MMNO 1 umetoT cheayowmin popmat
<uMs TPYNNBE CepPBUCOB>(@<HOMEpP

sK3eMIIgpa CepBMCa B I'pylHne>.service,

Hanpumep: ocs—-appstore-admin-api-

gw@0.service.
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HasBaHue .
OnucaHue Bo3moKHble 3Ha4YeHMA (MpUMepbI 3HaYEHUIM)
ctonbua
Unit Status |MIHPopmauma o cTaTyce active — CepPBWUC 3anyLLEH M BbINOJHAETCA;
cepsuca activating — CEpPBMC 3aMyCcKaeTcs;
deactivating — CepPBUC BbIKNOYAETCH,
inactive — CEPBUC BbIK/IIOYEH;
failed — npu 3anycKe cepsmca NPoOmn30LLNa
OlMnbKa
Unit-file NHpopmaums o enabled — NPUCYTCTBYET B aBTO3aMyCKe;
status NPUCYTCTBUMU disabled — OTCYTCTBYET B aBTO3amnycke
KOHOUIypaLMOHHOro

dalna 3anycKka cepsuca B

dBTO3alnyckKe

3.11.2.3.3 Mandatory services

ﬂop,paw,en CoAePKUT VIHCI)OpI\/\aLI,l/IFO O CTaTyCe CepBMUCOB KOMMOHEHTOB Cpebl

dyHKUMoHMpoBaHMA MMO 1 MHPPACTPYKTYPHbIX KOMNoHeHTOB MIMO (PucyHok 24).

Mandatory services

consul-template service

consul service

nats-streaming-server.service

NgiNx service

postgresql-11_service

running enabled
running enabled
running enabled
running enabled

PucyHok 24

OnuncaHmne Ha3HavyeHuA CTO/'I6LI,OB Ta6l'|l/ILI,bI, d TaKxXe VIHCI)OpN\aLI,MFI O BO3MOXHbIX

3Ha4yeHuAx npueeaeHsbl B Tabanue (Tabanua 22).

Tabnuua 22
Ha3BaHue o
OnucaHue Bo3mOXHble 3Ha4YeHMA (NpUMepbl 3Ha4YeHUi)
ctonbua
Name HasBaHMe cepBuca BO3MOXHble 3HaYeHUss UMEIOT caeaytowmnin popmaT

KOMMOHEHTa cpe/pl
bYHKLUMOHMpPOBAHMA
Mo nan
NHPPACTPYKTYPHOrO
KomnoHeHTa M0

<uMsa cepBHuca>.service W ONPeaenarTca
PaspaboTumkom. MNepeyeHb BO3MOKHbIX 3HAYEHUI:
consul-template.service

consul.service

redpanda.service

nginx.service

postgresqgl-15.service
postgresqgl.service
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HasBaHue -
OnucaHue Bo3MOXKHble 3Ha4YeHUA (NpUmepbl 3Ha4YEeHW)
ctonbua
Unit Status |MHPopmauma o active — CepPBUC 3aNyLLEH M BbIMONHAETCS;
CTaTyce cepBuca activating — CcepBMC 3anyCcKaeTcs;
deactivating — CEPBMUC BbIKAOYAETCA;
inactive — CEPBUC BbIKIKOYEH;
failed — MNpwW 3anycKe cepsunca NpomsoLwnia
OLWKNOKa;
enabled — CEPBUC NPUCYTCTBYET B aBTO3aMyCKe;
disabled — CePBUC OTCYTCTBYET B aBTO3aMYyCKeE;
missed — KOMMOHEHT OTCYTCTBYET
Unit-file NHpopmaums o enabled — NPUCYTCTBYET B aBTO3aMyCKe;
status NPUCYTCTBMM disabled — OTCYyTCTBYET B aBTO3aMnycKe
KOHPUIYypPaLUMOHHOTO
danna 3anycka
cepsuca B
aBTO3aMnycke

3.11.2.4. Pa3zagen «APl GW Service Status»
Pasgen coaepuT MHPOpMaLMIO O CTaTyce pPeructpauum CepBMCOB B CUCTEME
obHapyxeHua cepsucos (Consul). Ha pucyHke (PucyHoK 25) npuBeseH npumep craTyca

PervcTpaLmmn CepBnCcoB B CMCTEME OBHAPYKEHMA CEePBUCOB.

API GW Services Status

Service name Code Status

ocs-appstore-admin-api-gw 200 passing
ocs-appstore-client-api-gw 200 passing
ocs-appstore-dev-api-gw 200 passing
ocs-auth-admin-api-gw 200 passing
ocs-auth-public-api-gw 200 passing
ocs-pkgrepo-device-api-gw 200 passing

PucyHok 25

OnucaHue HasHa4vyeHuA CcToNOLOB TabanLbl, a TakKe MHPOPMALMA O BO3MOMKHbIX

3Ha4yeHuAx npuBedeHsbl B Tabanue (Tabanua 23).

Tabnuua 23
HasBaHue o
OnucaHue Bo3MOXKHble 3HauYeHua (NpUmepbl 3Ha4YeHUN)
ctonbua
Service HassaHwe cepsuca MO BO3MOXKHble 3Ha4YeHMA onpeaenaroTCA
name nepevyHem cepsmcos lNMMO
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HassaHue y
OnucaHue Bo3MOXKHble 3Ha4YeHUA (NpUmepbl 3Ha4YEeHW)
ctonbua
Code Koa http-oTseTa BO3MOXHble 3HaYeHmA onpeaenarTca
npoTtokonom HTTP

Status NHbopmauma o cTaTyce BO3MOXKHble 3Ha4YeHMA onpeaenAroTCA
perncTpaunm cepsmnca 8 Consul. CTaTyc «passing» 03Ha4aeT, 4To
cmcteMe 0bHapyReHuA NpoBepKa NponaeHa ycnewHo
cepsucos (Consul)

3.11.2.5. Pazgen «Consul Cluster Endpoints Availability»

Pasgen comeput MHPOPMaLMIO O NpPOBepKe AOCTYMHOCTU WHTepPdEeNCHbIX
OYHKUMI cucTembl obHapykeHuAa cepsuncos (Consul). Ha pucyHke (PrucyHoK 26) npuBeaeH
npumMmep oTobpaxKeHna MHPOPMALMM O AOCTYMHOCTM MHTEPPENCHBIX QYHKLUMIA CUCTEMDI

0bHapyKeHUA cepBuUCOB.

Consul Cluster Endpoints Availability

Node:Port Availability
inp1int03.ompcloud:8300 OPENED
inp1int03.ompcloud:8301 OPENED
inp1int03.ompcloud:8302 OPENED
inp1int03.ompcloud:8500 OPENED
inp1int02.ompcloud:8300 OPENED
inp1int02.ompcloud:8301 OPENED
inp1int02.ompcloud:8302 OPENED
inp1int02.ompcloud:8500 OPENED
PucyHok 26

MepeyeHb nHTepdencHbIX GyHKUMIA Consul npmuBeaeH B AOoKyMeHTaumum Ha Consul
(https://www.consul.io/docs/install/ports). UHbopmauma o 4OCTYNHOCTU MHTEPdENCHbIX
dyHKuMim Consul npepocTtaBnseTcd TONbKO B C/AydYae KaacTepHon (MHOroHoA0BOM)
KOHPUrypaumm.

OnucaHue Ha3HayeHusa cToNbuoB TabauLbl, a TakKe MHGOPMALMA O BO3SMOMKHbIX

3HayeHuAx npueeaeHsbl B Tabanue (Tabanua 24).

Tabnuua 24
Ha3ssaHue .
OnucaHue Bo3MO»Hble 3Ha4YeHuA (NpUmepbl 3HaYeHU)
cronbua

Node:Port |Aapec pyHKUMKM |Agpec PyHKLUUKM NpeacTaBaeH B caeaytowem popmaTe:

<uMs xocTa>:<IIopT>.



https://www.consul.io/docs/install/ports
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HassaHue .
OnucaHue Bo3moKHble 3Ha4eHMA (MpUMepbI 3HAYEHUI)
ctonbua
MpoBepKa BbINOMHAETCA TONbKO ANA GYHKLUMM, AOCTYNHbIX
Ha cneayrouwmx noptax: 8300, 8301, 8302, 8500.
Hanpumep: acenter.example: 8300
Availability |CraTyc B cnyyae AOCTYNHOCTM QYHKUMM MPUHMMAET 3HaYEeHMEe
AOCTYMHOCTH «OPENED».
bYyHKUMM B MHOM cny4yae BbIBOAMTCA KO OLWIMOKM M cOObLLEHME,
onpeaensemoe Consul

3.11.2.6. Pazaen «Consul Service Health Check»
Pasgen cogeput nHdopmaumio o ctatyce pernctpaumnm cepsmcos MMO B cucteme

obHapyxeHua cepsmcos Consul (PucyHok 27).

Consul Service Health Check

service_location

ocs-appstore-admin-api-gw

q
http:/'ocs-app. local: 80/ocs-appstore-admin-api-gw/admin health/'ocs-appstore-admin-api-gw —
ocs-appstore-adminconsole-w 200
http-//ocs-app local: 80/ ocs-appstore-adminconsole-ui‘admin ‘health/'ocs-appstore-adminconsole-ui -
ocs-appstore-applications-apt 200
http://ocs-app.local: 80/ ocs-appstore-applications-api/admin health/'ocs-appstore-applications-apt -
ocs-appstore-client-api-gw 200
htip://ocs-app.local: 80/ ocs-appstore-client-api-gw/'admin health/'ocs-appstore-client-api-gw -
ocs-appstore-dev-apt-gw 200

http-//ocs-app local: 80/ ocs-appstore-dev-api-gw/admin health/'ocs-appstore-dev-api-gw

PucyHok 27
OnuncaHne HasHavyeHMs cToNbLOB TabaumLbl, @ TakKe MHOOPMaALMA O BO3MOXKHbIX

3HaYeHuAx npueeaeHsbl B Tabanue (Tabanua 25).

Tabnunua 25
Ha3sBaHue Bo3morKHble 3Ha4yeHus (Npumepbl
OnucaHue .

cronbua 3HaYeHuM)
MepBbii HaseaHue cepsuca MO n URL-agpec |Bo3moXKHble 3Ha4YEHUS
cTonbel, dyHKUMM (endpoint) cepsuca onpeaenarTca NepeyHem CepBmMcoB

«healthcheck» Mo

BTopon Koa http-oTeeTa BO3MOHble 3Ha4YeHnA

cTonbey,

onpeaenAtTca NpoTokonom HTTP
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[lepeyncneHHble 3aroN0BKU "service location", "expose location",

"service vhost", "expose port", "static" — peXunmbl paboTbl consul-template.

3.11.2.7. Pazpgen «Cluster Nodes Reachability»
Paspen coaepXuT MHGOPMaLMIO O pe3yabTaTax NPOBEPKM AOCTYMHOCTH CEPBEPOB

(Hoa) knacTepa (PucyHoOK 28).

Cluster Nodes Reachability

Node Reachable
ocs-app.local OK
PucyHokK 28

OnuncaHmne Ha3HavyeHuA CTOI'I6IJ,OB Ta6/'ll/ILI,bI, d TaKXe VIHCI)OpIV\aLI,l/lFI O BO3MOXHbIX

3HaYyeHuAx npueeaeHsbl B Tabanue (Tabanua 26).

Tabnuua 26
HassaHue o
OnucaHue Bo3moKHble 3Ha4eHnA (NpUMepbl 3Ha4YEHUIA)
ctonbua

Node Anpec cepBepa (xocTa) |OnpeaenaeTca AOMEHHbIMM MMEHAMM XOCTOB

Reachable |MHopmauma o MorKeT NpuHUMaTb 3Ha4YeHua: «OK» (B caydae

[OCTYMHOCTM cepBepa |A0CTYNHOCTWN) UK coaepKaTb cooblieHme 06

olwmnbKe, KOTOpPOE BEPHET YTUANTA ping

3.11.2.8. Pazaen «Nginx Service Proxy»
Pazgen coaep*nT MHGOPMALMIO O NpoBepKe KOHOUrypaumm HGanaHCMpPOBLLMKA

cepsucos Nginx Web Server ans kaxagoro cepsuca MMO (PucyHok 29).

Nginx Service Proxy

Service name Upstreams Virtual server
ocs-appstore-settings-apl OK
ocs-appstore-adminconsole-ui OK
ocs-pkgrepo-egress-api-gw OK
ocs-auth-idp-u1 OK
ocs-pkgrepo-pkg-repo-api OK
ocs-auth-admin-api-gw OK

ann nath caerae s blia [a) %

PucyHok 29
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OnucaHne HasHavyeHuAa cTonbLoB Tabauubl, a TakKe MHPOPMALIMA O BO3MOXKHbIX

3Ha4yeHuAX NnpueeaeHsbl B Tabanue (Tabanua 27).

Tabnnua 27
HasBaHue BO3MOXHble 3Ha4YeHuA
OnucaHue .
ctonbua (Nnprmepbl 3HaYeHUi)
Service HassaHwe cepsuca 110 BO3MOXKHble 3Ha4YeHuA
name onpenenarTca nepevyHem

cepsucos 1O

Upstreams Konunyectso 3K3eMnaAaApoB CepBnCa, 3a4aHHbIX LlenoymncneHHble 3Ha4eHMA OT

B KOHOUIypaUMoHHOM panne Nginx 1p0on
Virtual NHbopmauma 0 Hannume cekumm «servery» ana|«OK» — cekuma server
server yKa3saHHoro cepsuca M0 8 NPUCYTCTBYET;
KoHPUrypaumoHHom darine Nginx. «No server block found!» —
B AaHHOWM ceKumm 3aaaHbl HACTPOMKM CeKLma oTcyTCTBYET

«BUpPTYyanbHoro» cepsmca MNMO, KoTopbIN
OCYLLECTBAAET NepeHanpaBaeHune
(npokcupoBaHme) http-3anpocos Ha
«peanbHble» 3K3eMNNAPbI cepBumca

3.11.2.9. Pa3gen «Filestorage Configuration»
Pasaen coaepunt mHbopmaumto o KoHGUrypaumm dannosbix xpaHuauu, MM u

MOOC (PucyHok 30).

Filestorage Configuration
e Filestorage location: focs/fappstore/applications-api (8755 ocs:ocs)
Configuration file:
fvarfocsfappstore/ocs-appstore-applications-api/ocs-appstore-applications-api.yml
* Filestorage location:
Configuration file: L\s

fvarfocs/fappstore/config. yml

s Filestorage location: {not exists)

PucyHok 30
HacTpoiika «Filestorage location» coaepKuT NyTb K KaTanory u ero ctaTyc.
B HacTpoinke «Configuration file» ykasaH KOHOUIYpaUMOHHbIN dalin, B KOTOPOM

3a/aH NyTb K GalnN0BOMY XPaHUANLLY.
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3.12. CamocToATeNbHAA YCTaHOBKAa UM  HacTponka CYB[ Postgres Pro u

Cyb[, PostgreSQL 14/15/16

3.12.1. YcTaHOBKUTb Ha cepBepbl bl Heobxoanmble nakeTbl cornacHo n. 3.10.8.
3.12.2. YcTaHOBUTbL U MHUUManm3nposaTb CYB/.
Mpn nHUUManmsaumm CYBJ HeobxoaMMO yCTaHOBUTbL Caeayrowme 3HaYeHUA

napameTpos:

LC_COLLATE 'en US.UTF-8'
LC_CTYPE 'en US.UTF-8'
ENCODING UTF8

YcTaHOBKa M mHuumanmsauma CYB/[ ocyuiectsBndeTca B cooTBeTcTBMM € I/ Ha
CYB/.

MPUMEYAHUE. B pamkax ycTtaHoBKM Postgres Pro o6sa3aTenbHO A0AXKHbI ObITb
YCTAHOB/IEHbI CeAyolmMe NakeTbl:

— postgrespro-<std|ent>-<Bepcusa>,

— postgrespro-<std|ent>-<Bepcusa>-client;

— postgrespro-<std|ent>-<Bepcusa>-contrib;

— postgrespro-<std|ent>-<Bepcusa>-1ibs;

— postgrespro-<std|ent>-<Bepcusa>-server

3.12.3. Co3gaTtb Cynepnoanb3oBaTe s C MOMOLLbHO CKpunTa

samples/sqgl/create superuser.sql, BbIMO/JHMB KOMaHAY:

psgl -U <nojp30BaTe]Jb, OT MMEHM KOTOPOI'O BHIIOJHAETCH KoMaHma> -h
<agpec xocta CYBI> -f create superuser.sgl -v login='<wuwMmd
CyHepnoyib30BaTena>' -v pass='<napoJb Cylneplnojb3oBaTensa>' -v
expr="<CpoK IOeMCTBMUS YyUYeTHOM 3alMcCU Cyleplojib30BaTesisa>"'

Hanpumep:

psgl -U postgres -h 192.168.137.15 -f create superuser.sql -v
login='ompdbuser' -v pass='Adminl23!' -v expr='1l0 years'
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3.12.4. Ha3HauMTb Napoab ANA NONb30BaTENA postgres C MOMOLLBIO CNeAyrLLINX

KOMaHA,.:

psal

-U postgres

ALTER USER postgres with PASSWORD 'maponsb';

exit

3.12.5. B koHOUrypaumoHHbix pannax CYB pg hba.conf m postgresgl.conf

3a4aTb Ceayroume napameTpbl:

— TUN coeanHeHnA, AManasoH IP-aapecos KaneHToB b/l;

— nma bll, nmAa nonb3osartens;

— cnocob ayTeHTUOUKALUN KNUEHTOB;

— naponb nosb3osatend CYB/[] B napameTpe pg superuser password.
3.12.6. YCTaHOBUTb paclUMpPeHNa pg partman M pg cron C MOMOLLBIO KOMaHA,:

— OC CentOS Bepcun 7 n CYB/, PostgreSQL 14:

sudo
sudo

rpm —-ivh pg partman 14-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm -ivh pg cron 14-1.6.2-1.rhel7.x86 64.rpm

— OC CentOS Bepcun 7 n CYB/, PostgreSQL 15:

sudo
sudo

rpm -ivh pg partman 15-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm —-ivh pg cron 15-1.6.2-1PGDG.rhel7.x86 64.rpm

— OC CentOS Bepcuun 7 n CYb/A Postgres Pro 14:

sudo
sudo

rpm -ivh pg partman l4pro-std-5.1.0-1.redos7.x86 64.rpm
rpm -ivh pg cron l4pro-std-1.6.2-1.redos7.x86 64.rpm

— OC AnbT Cepsep 10 n CYB/ PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgll4-pg partman-5.1.0-altl.x86 64.rpm
rpm —-ivh postgresgll4-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepsep 10 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgll5-pg partman-5.1.0-altl.x86 64.rpm
rpm —-ivh postgresgll5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt Cepsep 10 n CYB/ PostgreSQL 16:

sudo
sudo

rpm -ivh postgresgll6-pg partman-5.1.0-altl.x86 64.rpm
rpm —-ivh postgresgllé-pg cron-1.6.2-1.alt.pl0.x86 64.rpm
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— OC Anbt 8 CIN penn3 10 n CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgllb-pg partman-5.1.0-altl.x86 64.rpm
rpm -ivh postgresqgll5-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt 8 CIN penn3 10 n CYB/ PostgreSQL 16:

sudo
sudo

rpm -ivh postgresgll6-pg partman-5.1.0-altl.x86 64.rpm
rpm -ivh postgresqgll6-pg cron-1.6.2-1.alt.pl0.x86 64.rpm

— OC Anbt 8 CIl penns 10 n CYB/ Postgres Pro 16:

sudo
sudo

rpm -ivh pg partman lé6pro-std-cert-5.1.0-altl0.x86 64.rpm
rpm -ivh pg cron lépro-std-cert-1.6.2-altl0.x86 64.rpm

— OC Anbt 8 CI'l penns 10 n CYb/A Postgres Pro 15 Cert:

sudo
sudo

rpm —-ivh pg partman 15pro-std-cert-5.1.0-altl0.x86 64.rpm
rpm -ivh pg cron 15pro-std-cert-1.6.2-altl0.x86 64.rpm

— OC PE/1 OC 7.3 1 CYB/1 PostgreSQL 14:

sudo
sudo

rpm —-ivh pg partman 14-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm -ivh pg cron 14-1.6.2-1.redos7.x86 64.rpm

— OC PE/1 OC 7.3 1 CYB/1 PostgresQL 15:

sudo
sudo

rpm -ivh pg partman 15-5.1.0-1PGDG.rhel7.x86 64.rpm
rpm —-ivh pg cron 15-1.6.2-1.redos7.x86 64.rpm

— OC PEQ, OC 7.3 u CYB/, PostgreSQL 16:

sudo
sudo

rpm -ivh pg partman 16-5.1.0-1.redos7.3.x86 64.rpm
rpm —-ivh pg cron 16-1.6.2-1.redos7.x86 64.rpm

— OCPEAO OC 7.3 nCYBM Postgres Pro 15:

sudo
sudo

rpm -ivh pg partman 15pro-std-5.1.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm

— OCPEAO OC 7.3 nCYBM Postgres Pro 16:

sudo
sudo

rpm -ivh pg partman l6pro-std-5.1.0-1.redos7.x86 64.rpm
rpm —-ivh pg cron l6pro-std-1.6.2-1.redos7.x86 64.rpm

— OCPEAO OC 7.3 nCYB Postgres Pro 14 Cert:

sudo
sudo

rpm -ivh pg partman l4pro-std-5.1.0-1.redos7.x86 64.rpm
rpm —-ivh pg cron l4pro-std-cert-1.6.2-1.redos7.x86 64.rpm
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— OCPEAO OC 7.3 n CYBL Postgres Pro 15 Cert:

sudo
sudo

rpm -ivh pg partman 15pro-cert-5.1.0-1.redos7.x86 64.rpm
rpm -ivh pg cron 15pro-std-1.6.2-1.redos7.x86 64.rpm

— OCPEA OC 8 n CYB/] PostgreSQL 16:

sudo
sudo

rpm -ivh pg partman 16-5.1.0-1.red80.x86 64.rpm
rpm -ivh pg cron 16-1.6.2-1.red80.x86 64.rpm

— OCPEO OC 8 n CYb/ Postgres Pro 16:

sudo
sudo

rpm -ivh pg partman l6pro-std-5.1.0-1.redos7.x86 64.rpm
rpm -ivh pg cron lépro-std-1.6.2-1.redos7.x86 64.rpm

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 14:

sudo
sudo

rpm —-ivh pg-partman 5.1.0 14 smolensk.amd64.deb
rpm —-ivh pg-cron 1.6.2 14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 15:

sudo
sudo

rpm —-ivh pg-partman 5.1.0 15 smolensk.amd64.deb
rpm —-ivh pg-cron 1.6.2 15 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYB/, PostgreSQL 16:

sudo
sudo

dpkg -1 pg-partman 5.1.0 16 smolensk.amd64.deb
dpkg -1 pg-cron 1.6.2 16 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/[l Postgres Pro 14 Cert:

sudo
sudo

dpkg -1 pg-partman 5.1.0 std-14 smolensk.amd64.deb
dpkg -1 pg-cron 1.6.2 pro-std-cert-14 smolensk.amd64.deb

— OC Astra Linux SE 1.7 n CYb/ Postgres Pro 15 Cert:

sudo
sudo

dpkg -1 pg-partman 5.1.0 15 smolensk-pro-std-cert.amd64.deb
dpkg -1 pg-cron 1.6.2 15 smolensk-pro-std-cert.amd64.deb

— OC Astra Linux SE 1.8 n CYb/l PostgreSQL 16:

sudo
sudo

rpm -ivh pg-partman 5.1.0 16 smolensk.amd64.deb
rpm —-ivh pg-cron 1.6.2 16 smolensk.amd64.deb

— OC Astra Linux SE 1.8 n CYb/l Postgres Pro 16 Cert:

sudo
sudo

rpm -ivh pg-partman 5.1.0 16 smolensk-pro-std-cert.amd64.deb
rpm —-ivh pg-cron 1.6.2 16 smolensk-pro-std-cert.amd64.deb
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— OC Ubuntu Bepcumn 22.04 n CYB/[, PostgreSQL 14:

sudo
sudo

rpm —-ivh postgresqgl-l4-partman-5.1.0-1.jammy.amd64.deb
rpm —-ivh postgresqgl-1l4-cron-1.6.2-1.jammy.amd64.deb

— OC Ubuntu Bepcum 22.04 n CYB/, PostgreSQL 15:

sudo
sudo

rpm —-ivh postgresgl-15-partman-5.1.0-1.jammy.amd64.deb
rpm —-ivh postgresqgl-15-cron-1.6.2-1.jammy.amd64.deb

— OC Ubuntu Bepcum 22.04 n CYB/, PostgreSQL 16:

sudo
sudo

rpm —-ivh postgresqgl-l6-partman-5.1.0-1.jammy.amd64.deb
rpm -ivh postgresgl-1l6-cron-1.6.2-1.jammy.amd64.deb

— OC Ubuntu Bepcuun 22.04 n CYB/] Postgres Pro 16:

sudo
sudo

rpm -ivh postgresqgl-lé6pro-partman-5.1.0-1.jammy.amd64.deb
rpm -ivh postgresgl-lé6pro-cron-1.6.2-1.jammy.amd64.deb

— OC Ubuntu Bepcumn 24.04 n CYB/, PostgreSQL 16:

sudo
sudo

rpm -ivh postgresgl-l6-partman-5.1.0-1.noble.amd64.deb
rpm -ivh postgresqgl-16-cron 1.6.5-1.pgdg24.04+1 amdo64.deb

— OC Debian Bepcun 11 1 CYB/] PostgreSQL 14:

sudo
sudo

rpm —-ivh postgresgl-l4-partman-5.1.0-1.bullseye.amd64.deb
rpm -ivh postgresgl-l4-cron-1.6.2-1.bullseye.amd64.deb

— OC Debian Bepcun 11 1 CYB/ PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-15-partman-5.1.0-1.bullseye.amd64.deb
rpm —-ivh postgresgl-15-cron-1.6.2-1.bullseye.amd64.deb

— OC Debian Bepcun 11 1 CYB/1 PostgreSQL 16:

sudo
sudo

rpm -ivh postgresgl-l6-partman-5.1.0-1.bullseye.amd64.deb
rpm -ivh postgresgl-1l6-cron-1.6.2-1.bullseye.amd64.deb

— OC Debian Bepcun 12 1 CYB/1 PostgreSQL 14:

sudo
sudo

rpm -ivh postgresgl-l4-partman-5.1.0-1.bookworm.amd64.deb
rpm -ivh postgresgl-l4-cron-1.6.2-1.bookworm.amd64.deb

— OC Debian Bepcun 12 1 CYBA PostgreSQL 15:

sudo
sudo

rpm -ivh postgresgl-15-partman-5.1.0-1.bookworm.amd64.deb
rpm -ivh postgresgl-15-cron-1.6.2-1.bookworm.amd64.deb
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— OC Debian Bepcun 12 n CYB/] PostgreSQL 16:

sudo rpm -ivh postgresgl-l6-partman-5.1.0-1.bookworm.amd64.deb
sudo rpm -ivh postgresgl-16-cron-1.6.2-1.bookworm.amd64.deb

— OC Debian Bepcuun 12 1 CYB/[], Postgres Pro 16:

sudo rpm -ivh postgresgl-lé6pro-partman-5.1.0-1.bookworm.amd64.deb
sudo rpm -ivh postgresgl-l6pro-cron-1.6.2-1.bookworm.amd64.deb

YKasaHHble RPM-nakeTbl HaxoaAaTca Ha DVD c¢ 3arpy3odHbimu moaynamm M0 8
apxuBe /server/install-infra.tar.gz/install-infra/binary/postgresqgl/

3.12.7. Nepe3anyctnTtb cepsuc CYB/ B cooTBeTCTBUM C AOKYMeHTaumen Ha CYB/.
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4. YNNPABNEHWE KOMNOHEHTAMW CPEAbI ®YHKUNOHUPOBAHUA
Nno, UHePACTPYKTYPHbIMU KOMIMOHEHTAMMU MNMO, CEPBUCAMMW,
HACTPOMKAMM CEPBMCOB M MOACUCTEM

4.1. YnpaBneHve  KOMMOHEHTamMu  cpedpl  QyHKUMOHMpoBaHua MO u

MHPPACTPYKTYPHbIMM KOMNOHeHTamu MO

YnpasnieHue KOMMOHEeHTaMm cpenpbl byHUMOHMPOBAHMA rro n
MHDPACTPYKTYPHbIMM KOMMOHeHTamu MIMO 3akato4aeTca B UX YCTaHOBKE, OOHOBAEHUMU U
YOANEHUU U OCYLLECTBNAAETCA C MOMOLLbIO CKPWUNTa deploy-infra.sh W3 KaTajnora
install-<Bepcus IIIO>, CO343aHHOrO Ha 3Tane pa3BepTbiBaHWA ynpasaawowen IBM
(noapasaen 3.3).

dopmaTt KOMaHAbl yNpaBAeHMA CepBUCAMM MMEET CAeayoLWmMn BUA,:

ANSIBLE USER="<mma nosme3oBaTens>" ./deploy-infra.sh <napamerprr>

OnuncaHne NnapaMeTpPoB KOMaHAbl yNpaBaeHns:

1) <ums nombzoBaTENT>

B napameTpe yKa3blBaeTCA MMA MPUBUAETMPOBAHHOIO sudo-noab30BaTenA, Noj
KOTOpbIM HacTpoeH SSH aocTyn K cepBepam npuaoxeHun, cepsepam b/l M KOHTEHT-
cepBepam;

2) -A, --action

[aHHbIA  NapameTp 3adaeT [AencTBMe, KOoTopoe HeobxXxoAMMO  BbIMOAHMUTD.
MNepevyeHb AOOMNYCTUMbIX AEWUCTBMA WM COOTBETCTBYHOUIME MM 3HAYEHMA NapameTpa

npueeaeHbl B Tabanue (Tabnnua 28).

Tabnnua 28
3HayeHWe napameTpa «--action» Hencrene
deploy YcTaHOBKa
start 3anyck
stop OcTaHOBKa
flush_all yﬂ‘aneHme
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o YMOTHaHUNIO MapaMeTp (ecnm Heé 3aaHO MHOe 3Haqul/1€) nmmeeTt 3Ha4deHune
deploy;

3) -c, --components

,ﬂ,aHHbIPI MNapamMeTp 3a4aeT KOMMOHEHT Ccpebl d)yHKLI,l/IOHI/IpOBaHMFl Mo wan
I/IHd)paCprl-(TyprIDI KOMMOHEHT |_||_|O, AN1A  KOTOpOoro 6y,£l,eT BbIMO/IHEHA KOMaHAA
ynpasaeHna n MOXeET NPpUHMMaTb Cieayroume 3Ha4eHnA:

— dnsmasq;

— nginx;

— consul,;

— consul-content;

— consul-template;

— redpanda;

— valkey;,

— ocs-user,

— db;

syncthing.

B JaHHOM NapameTpe MOXKEeT 3a4aBaTbCA CMMCOK NOACUCTEM, HanpUMep:

-—components dnsmasq, nginx

Mo ymonuyaHuto (ecnn napameTp Ha 33ZaH) KomaHaa ynpasneHua 6yaet
NPUMEHEeHa KO BCEM KOMMOHEHTaM;

4) -d, --database

MepeyeHb  AONYCTUMbIX  3HA4YeHWM NapameTpa nNpueBedeH B  Tabauue
(cm. Tabnnua 13).

Mo ymonyaHuto (ecnu napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HAYEHME,
3aZlaHHOEe B napameTpe pg _version KOHOUIYPaLMOHHOro danna
config/vars/ vars.yml.

Mpu otcytctBum CYBJ B nepeyHe KOMMOHEHTOB (MapameTp --components)

3HaHeHMGﬂ@HHOFOﬂapaMeTpa6yAeTMFHOpMpOBHH£H;
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5) --skip-database

[Mpn Hann4YmMm gaHHoro napametpa CYB/l He ycTaHaBAMBaETCA;

6) -1, --limit

[laHHbIM NapameTp 3aJaeT nepeyeHb XOCTOB, ANA KOTOpbIX OyAeT BbIMOAHEHA

KOMaHZa ynpas/ieHusa, Hanpumep:

-—1limit example(Ol.omp,example02.omp

Mo ymonuyaHuio (ecnu napameTp Ha 3adaH) KomaHaa ynpasiaeHus byaet
NPMMeEHEeHa KO BCeM XOCTaM COracHO MHBEHTapHOMY dalinly inventories/hosts.yml;

7) -x, --extra-vars

B ApaHHOM napameTpe nepefaroTcAa BHELWHMe nepemeHHble A1 CKPUNTOB
pa3sepTbiBaHMA. B MNIMO ncnonb3ytoTca cnegytoume BHeWHe nepemMeHHble:
— pg _uninstall delete data=true — CAYXWUT ONA yAaNeHUA LOaHHbIX MPU
yaaneHnn CYB[ PostgreSQL;

8) --force-infra-install

®nar cnyKUT ANA  ynpaBneHua NPUHYAUTENbHOW MNOBTOPHOM YCTAHOBKOW
KOMMNOHEHTOB cpeabl GYHKLUMOHMPOBAHUA M MHOPACTPYKTYPHbIX KoMnoHeHToB [0, B
CNy4Yasnx, Koraa Bepcua KOMMOHEHTOB HE M3MEHWAACb U MOXET NMPUMHUMATbL Caeaytolimne
3HaYeHuA:

— false — MOBTOPHaA YCTAaHOBKA KOMMOHEHTOB TOWM e BEepCMM BbINOJIHEHA He
bynert;

— true — OyAeT BbINO/HEHA NOBTOPHAA YCTAHOBKA KOMMOHEHTOB HE3aBMCUMO OT
TOro M3MEeHMacb BEPCUS MU HET.

Mo ymonyaHuto (echu dnar He 3aaaH) paar UMeeT 3HaYeHWe true;

9)-e, --env

[laHHbIA NapamMeTp 3a4aeT OKPYKeHue, ANA KOTOPOro HeobXoAMMO BbIMONHWUTb
HAaCTPOMKY M YCTAHOBKY KOMMOHEHTOB. bonee noapobHas MHPOPMALMA MO HACTPOMKe

MMNO ana yCTaHOBKM ero Ha pa3/indHble OKpYy*KeHua npmueegeHa s n. 3.10.15;
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10) --help
BbiBOA, CMPaBOYHOM MHDOPMaUMN.
[MTpnmepbl KOMaHA, ynpaBaeHUA:

1) YcTaHOBKa MM 0OHOB/IEHME BCEX KOMMOHEHTOB:

ANSIBLE USER="omp" ./deploy-infra.sh --database 12

2) YcTaHoBKa nnan obHoBneHme Nginx Ha XocTe ocs-app. local:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --limit ocs-
app.local

3) YoaneHune Nginx:

ANSIBLE USER="omp" ./deploy-infra.sh --components nginx --action
flush all

4)Ypanenune CYB/l PostgreSQL (c yaaneHnem gaHHbIX):

ANSIBLE USER="<mma nosezoBatTens>" ./deploy-infra.sh --components db -
—action flush all --extra-vars "pg uninstall delete data=true"

5) NonyyeHne cnpaBoYHOM MHPOPMALMN:

./deploy-infra.sh --help

4.2. YnpasneHue cepsucamm MO

Ynpasnerue cepsmcamn MMNO 3aKkNt04aeTCca B UX YCTAaHOBKE, 3aMyCKe, OCTAHOBKE,
nepesanycke, M3MeHEeHUN HaACTPOEK M OCYLLECTBASETCA C MOMOLLbIO CKpMMNTa deploy-
ac.sh W3 KaTanora install-<sepcus IIO>, CO34aHHOIO Ha 3Tane pa3BepTbiBaHMA
ynpasnawowern 3BM (noapasgen 3.3).

CDopN\aT KOMaH/dbl yNpaBieHNA CEPBUCaAMUN MMEET Cﬂe,ﬂ,yI-OLLI,l/Il\/ﬁ B,

ANSIBLE USER="<uma nosbszoBaTena>" ./deploy-ac.sh <napameTpsr>

OnuncaHne NnapameTpoB KOMaHAbl YNpaBAeHUA:

1) <uma nonbszoBaTeNA>
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B nmapameTpe yKasblBaeTCA MMA MPUBUAETMPOBAHHOIO sudo-nosib3oBaTend, nos,
KOTOpbIM HacTpoeH SSH aocTyn K cepBepam npuioxeHun, cepsepam bl M KOHTEHT-
cepBepam;

2)-s, --subsystems

[aHHbIM NapameTp 3a4aeT NOACUCTEMY, ANA KOTopomn ByaeT BbiNONIHEHA KOMaHAa
ynpaBAeHWUA, 1 MOXKeT NPUHUMATb CAeaytolme 3HaYeHMA:

— auth (ans MB);

— appstore (ana NMM);

— emm (gna MNY);

— mt (ana NYT);

— push (ana NCy);

— cdn (gna CDN);

— pkgrepo (ana NOOC).

B 4aHHOM MapamMeTpe MOXKET 33/1aBaTbCA CMMCOK MNOACUCTEM, Hanpumep:

—--subsystems auth, appstore, pkgrepo, emm, mt, cdn, push

Mo ymon4yaHuto napameTp (eciv MHOe 3HAaYeHNe He 3a[aH0) UMEeeT 3HaYeHMUe:

—--subsystems auth, appstore, pkgrepo, emm, mt, push

3) -a, --apps
[laHHbIM NapameTp 3afaeT nepeyeHb CEPBUCOB, ANA KOTOPbLIX ByAeT BbINOAHEHA

KOMaHAa ynpasaeHua. Hanpumep:

-—apps ocs—auth-adminconsole-ui, ocs-appstore-adminconsole-ui

Ecan HeobxoAMMO BbIMOAHUTL KOMaHAy Cpa3y A4 BCEX CEPBMCOB MOACUCTEMBI,
notTpebyeTca MNepevyncinTb 4Yepes 3anATyio BCe CEepBUCHI MOACUCTEMbI MO0 3a4aTb

3Ha4YeHne napameTpa:

-—apps all

o YMOTHAHUIO NMapamMeTp (ecnm MHOE 3Ha4YeHNE HE 3ap,aHo) MMEET 3Ha4eHne all.



B cnyyae ecnu 3agaHHble B nMapameTpe --apps CEPBUCbI HE COOTBETCTBYHOT
3a4aHHbIM B MapameTpe --subsystems NOACMCTEMAM, YNIPaBAAKOWAA KOMaHAA K TaKMM
cepBMcam NpumeHeHa He byaet. Npu 3TOM ynpaBaeHuMe WA03aMn A0CTyna (cepsBmcamm

LI/O30B A0CTyMNa) OCYLLECTBAAETCA B pPamKax TOW MOACUCTEMbI, O/1A KOTOPOW OHM
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npeaHasHavyeHbl. CocTaB noacucTem npmseseH B Tabauvue (Tabanua 29).

Tabnnua 29

3Ha4yeHue napameTpa
«--subsystems»

Cepsucol

(3Ha4eHne napameTpa «--apps»)

M6

auth

ocs-auth-admin-api-gw

ocs—auth-public-api-gw

ocs-auth-admin-cross-tenant-api-gw

ocs-auth-server-public-proxy

ocs-auth-idp-api

ocs—auth-accounts-devices-api

ocs-auth-accounts-users-api

ocs—-auth-server-admin

ocs-auth-server-public

ocs-auth-audit-api

ocs-auth-subsystems-api

ocs—auth-config-api

ocs—auth-adminconsole-ui

ocs—-auth-idp-ui

MM

appstore

ocs—-appstore-applications-api

ocs-appstore-settings-api

ocs-appstore-adminconsole-ui

ocs-appstore-devconsole-ui

ocs—appstore-admin-api-gw

ocs-appstore-client-api-gw

ocs-appstore-dev-api-gw

ocs-appstore-egress-api-gw

[y

emm

ocs—-emm-applications-api

ocs—-emm-dispatcher-api

ocs-emm-devices-api

ocs-emm-state-manager-api

ocs—-emm-enrollments-api

ocs—-emm-policies—-api

ocs-emm-reports-api

oCcs—-emm-users—-api

ocs—-emm-journal-api

ocs-emm-jobs-api

ocs—-emm-locations-api

ocs—-emm-admin-api-gw
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3Ha4yeHue napameTpa Cepsuchbl
«--subsystems» (3HayeHWe napameTpa «--apps»)

ocs-emm-device-api-gw

ocs-emm-egress-api-gw

nyT

mt ocs-mt-tenants-api

ocs-mt-organizations-api

ocs-mt-admin-api-gw

ocs-mt-egress-api-gw

Nncy

push ocs-push-main-api

ocs-push-transport

ocs-push-admin-api-gw

ocs-push-public-api-gw

ocs-push-egress-api-gw

MOOC

pkgrepo ocs-pkgrepo-pkg-repo-api

ocs-pkgrepo-device-api-gw

ocs-pkgrepo-admin-api-gw

ocs-pkgrepo-egress-api-gw

CDN

cdn ocs-cdn-admin-api-gw

ocs-cdn-mobile-api-gw

4) -p, --action
ﬂaHHHM NnapamMeTp 3a4daeT ﬂﬁﬁCTBme, KOTOpoe HeO6XOAMMO BbIMO/THUTb.
Hepequb AOMYCTUMBbIX AeﬁCTBMﬁ n cooTBeTcTByrowine mMm 3Ha4d4eHUA MNapaMeTpa

npueeaeHsbl B Tabamue (Tabnnua 30).

Tabnunua 30
3Ha4yeHume napameTpa «--action» [encTaue
deploy YcTaHOBKa
start 3anyck
stop OcTaHOBKa
restart Mepe3anyck
config l3meHeHWe HacTpoeK (MepeycTaHOBKa
KoHUrypaumoHHoro daina)
flush_all yAaneHme

Mo ymon4yaHuto napameTp (ecam He 3a4aHO MHOE 3HAYeHWe) MMmeeT 3HadeHue
deploy.
BHUMAHWE! YctaHoska noacuctem (MO A0MKHA OCYWECTBAATbCA CTPOro B

cnepytoulen nocnegosatensHocTu: b6, MM, MOOC, MY, NYT, CDN, MCY;
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5) -C, --clients
[aHHbIh napameTp 3agaeT OIDC kAveHTOB, A1A KOTOpbIX OyaeT BbINOAHEHA

KOMaHAa ynpaBaeHua. Hanpumep:

--clients auth-admin-console, aps-admin-console

Mpn HEobXxoAMMOCTU BbINOAHUTL KOMaHay cpasy ana Bcex OIDC KaneHToB
noTpebyeTca nepedncantb Yyepes 3anatyto Bce OIDC KaMeHTbl MO0 3a4aTb 3HaYeHue

napameTpa:

—--clients all

Mo ymonyaHuio napameTp (ecnm He 3a/1aHO MHOe 3HaYeHne) MUMeeT 3HavyeHne all;

6) -d, --database

[aHHbln napameTp 3agaeT CYB/, KoTopas ycTaHOBAeHa Ha cepBepe b/. MNepeyeHb
NOMNYCTUMbIX 3HAa4YeHWIM NapameTpa npueeaeH B Tabauue (cm. Tabanua 13).

Hanpumep:

-—-database 12

Mo ymonyaHuto (ecnu napameTp He 3adaH) OyaeT MCNONb30BaTbCA 3HAYEHME,
3aZlaHHOe B napametpe pg version KOHOUIYypaLMOHHOTO danna
config/vars/ vars.yml;

7)-e, --env

[laHHbIM NapaMeTp 3a4aeT OKPyXeHue, ANA KOTOPOoro HeobXoAMMO BbIMOAHMUTb
HacTponKy u yctaHoBky MMMO. bonee noapobHasa MHPopmauma no Hactpomke MMNO ana
YCTAHOBKM €ro Ha pas/indHble OKpY*KeHuA npmeedeHa 8 n. 3.10.15;

8) --help

BbiBOA, CMPaBOYHON MHDOPMALMN.

[MpMMepbl KOMaHA YyNpaBAeHUA:

1) OcTaHoBKa Bcex cepaucos MM:

ANSIBLE USER="omp" ./deploy-ac.sh --action stop
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2)3anycKk CepBUCOB ocs-appstore-applications-api W ocs-appstore-

adminconsole [1M:

ANSIBLE USER="omp" ./deploy-ac.sh --subsystems appstore --apps ocs-
appstore-applications—-api,ocs-appstore-adminconsole --action start

3) MonyveHne cnpaBoYHON MHOOPMALMN:

./deploy-ac.sh --help

4.3. YnpaBneHne HacTpokamu cepsmcos u nogcuctem MNMno
YnpaBaeHne HacTpomKkamm cepsmcos u nogcuctem MMNO MOXKeT OCyLLeCTBAATHCA
2 cnocobamm.

4.3.1. Cnocob 1 (pekomeHayeMbli)

4.3.1.1. 3apaTb Tpebyemble 3HaYEHUA NAPaMETPOB B KOHOUIYPaLMOHHbIX dainnax
cueHapues yctaHoBku MIMO n noacuctem (M0,

4.3.1.2. MNepeycTaHOBUTb KOHPUTYPALIMOHHbIE Galiibl C NOMOLLbIO KOMaHAbI:

ANSIBLE USER="<mmsa nojyb3oBaTens>" ./deploy-ac.sh --action config

MoapobHoe onncaHMe NnapameTpoB 3anycka CKpUnTa deploy-ac.sh NPUBEAEHO B

noapasaene 4.2.

4.3.2. Cnocob 2

4.3.2.1. 33paTb Tpebyemble 3Ha4YeHUA MapPaMeTPoB B KOHOUIYPaALMOHHbIX darnax
cepsucoB M noacuctem [MMO. OnucaHMe nNapameTpoB KOHPUIypaLMOHHbLIX (ainos
cueHapues yctaHoBkM nogcuctem MO npueeaeHo B pasaene 13.

4.3.2.2. MNepe3sanyctuTb Tpebyemble CepBUCHI C MOMOLLLbIO KOMaHAbI:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh —--subsystems
<MOeHTUOUKATOP NOIOCUCTEMB> ——-apps <IepedeHb CEPBUCOB MNONCUCTEMBI> —-—
action restart

MoapobHoe onncaHMe NnapameTpoB 3aMycka CKpUNTa deploy-ac.sh NPUBEAEHO B

noapasanene 4.2.
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5. PESEPBHOE KOINMUPOBAHUE

BHUMAHWE! MpuBeaeHHble HMXKe MMmeHa GannoB M KaTa/sloroB XapakTepHbl ANA

TMNOBOro BapmaHTa ycTtaHoBkM MMO u cpeabl dyHKUMOHMpPOBAHKMA M0,
5.1. Pe3epBHOE KONUpoBaHWe nocne yctaHoBku (06HoeneHus) MMNO

[Mocne ycnewwHom ycTaHoBKM (0bHoBeHNA) MIMO HeobxoaAMMO CO34aTb PE3EPBHYIO
KONWIO KaTasiora install-<sepcmus MIO>/install-ac/ (MAM install-<eepcus

MIO>/install-ac-mt/ UAM /install-<sepcwms INIO>/install-ac-mt-spr/).

5.2. Neprognyeckoe pe3epBHOE KONMPOBaHWE U Pe3epBHOE KOMUMPOBaHWE nepea

YCTaHOBKOM OGHOBNEHMI

MepnoamMyHOCTb PEe3epBHOTO  KOMMPOBAHMA OMNpeAenseTcA  pernamMeHTamu
3KCNAYaTUPYIOLWEN OpraHn3aumm.

Mepunoanyeckoe pesepBHOE KOMMPOBaAHME W pe3epBHOE KOMMPOBaHWE nepes
YCTaHOBKOM OOHOBNEHMIM BbINO/IHAETCA B NPUBEAEHHOM HUMKE NOC/1e0BaTeNbHOCTU.

MNoapobHaa mHPopmauma o6 ocobeHHOCTAX pe3epBHOro KonuposaHua [1MO
npuBeAeHa B  AOO0OKYMeHTe «PeKomeHAauMu MO  pPe3epBHOMY  KOMMPOBAHMIO»

AOMTI.20134-01 91 02.
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6. OBHOBJ/IEHWNE MO U OC ABPOPA

6.1. Mopanok obHoBNEHUA

O6HoBsneHKne MMNO ao Tpebyemol Bepcrm BO3IMOXKHO TO/IbKO C BEPCUI, YKa3aHHbIX

B Tabaunue (Tabaunua 31).

Tabanua 31
Tpebyemas Bepcua PaHee ycTaHOB/1EHHAA BepcUA
2.2.0 2.1.3*
2.2.1* 2.1.3%,2.2.0
2.2.2* 2.1.3%,2.2.0,2.2.1*
2.3.0 2.2.2*
2.4.0 2.2.2%,2.3.0
2.5.0 2.2.2%,23.0,24.0
2.5.1* 2.2.2*,2.3.0,2.4.0,25.0
3.0.0 2.5.1*
3.0.1 2.5.1%,3.0.0
3.1.0 2.5.1%,3.0.1
3.1.1* 2.5.1%,3.0.1,3.1.0
3.1.2* 2.5.1%,3.1.0,3.1.1*
3.2.0 3.1.0,3.1.2*
4.0.0* 3.1.2%,3.2.0
4.1.0* 3.1.2*,4.0.0*
5.0.0* 3.2.0,4.0.0%, 4.1.0*
5.1.0* 4.1.0*, 5.0.0*
5.2.0 4.1.0* 5.0.0*%, 5.1.0*
5.3.0* 4.1.0* 5.0.0*%, 5.1.0*%,5.2.0

* —Bepcum MNO, npoweawme ceptudmnkaumo 8 CTIK Poccun,
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6.2. ObHoBNEeHUEe cepBepa nNpuaoxkeHnt MMO

BHUMAHMWE! Ona yctaHoBKkM 06HOBAEHMA MO KonnyectBo cBO6OAHOIo MecTa Ha
KecTKom amcke cepsepa b/l Mb A01KHO ObITb HE MeHbLLE, Yem padmep camor b1 MB. Mpwn
HeOCTaTOYHOM KoauvecTBe CBODOAHOrO MeCTa Ha »KEeCTKOM AMCKe ero HeobxoamMmo
yBeNnYnTb. Mpoao/KnTenbHOCTb Npouecca obHosaeHua MNMO 3aBMcUT oT pasmepa b/ n
MOXEeT 3aHATb A/ INTeNbHOE BPeEMSA.

[Ona obHoBneHuAa cepBepa npuaoxeHunn [MMNO  HeobxoaMMO  BbINOAHUTL
OMMCaAHHbIE HMXE AENCTBUA:

6.2.1. Co3gatb pe3epBHYtO Konuto AaHHbIX, [0 “M KOMMNOHEHTOB cpeabl
PYHKUMOHMPOBAHMA B COOTBETCTBMM C Pa3aesiom 5.

6.2.2. CkonnpoBaTb Ha ynpasBastowyto IBM apxm ¢ HoBon Bepcuen MMO un
pacnakoBaTb ero B cootsetcTeum c n. 3.3.4—-3.3.7.

6.2.3. O6HOBUTL Ha ynpasastoLen IBM nakeTbl B cooTBeTCTBMK € M. 3.3.9.

6.2.4. HacTponTb KOMMOHEHTbI cpeabl ¢yHKUMoHupoBaHusa [MNO wu MMNO 8
COOTBETCTBMM C NoApa3aenom 3.5.

BHUMAHWUE! KoHourypaumoHHble ¢annbl B 3aBucumoctn oT Bepcum [M0O
Pa3NMYaoTCA, MO3TOMY KOMMPOBAHME MX MAPaMeTPOB OCYLLECTBAAETCA BPYYHYIO.

6.2.5. ObHoBneHne CYB/[ PostgreSQL 14/15/16 no HoBOW cTaplien Bepcumut®
(major version) HEOBXOAMMO OCYLLECTBAATb B cooTBeTcTBMM ¢ 3/[1 Ha CYB/. lMNMepeyeHb
noaaep*kmeaemolx sepcui CYB/ npueeaeH s n. 1.4.2.

6.2.6. YCTaHOBUTb KOMMOHEHTHI cpelpl OYHKUMOHMPOBAHMUSA rnro n
MHOPACTPYKTYpPHble KoMmnoHeHTbI MO B cooTBeTCTBMM € M. 3.6.1.

6.2.7. YctaHosuTb M0 B cooTBeTcTBUM C N. 3.6.2.

6.2.8. NMocne obHosneHus MMNO c Bepcun 4.0.0 (Mam HUxe) go sBepcum 4.1.0 (nam

BbilLe) Heobxoammo yaanntb Nats Streaming Server ¢ NOMOLLbO KOMaHAb!:

ANSIBLE USER="<mma nosszosaTens>" ./deploy-infra.sh -A flush all -i
inventories/hosts.yml -c nats-streaming-server

15 CornacHo cneupdumkaumm SemVer 2.0.0.
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6.2.9. OnosectnTb Nonb3osatenen MMO 0 HEOHXOAMMOCTU OYUCTUTL KW U cookies
BeO-Opay3epa. WMHauye npu  OTKpbITMM  uHTepdeinca [MNO  byaeTr  owmbka

HTTP ERROR 400.
6.3. ObHoBneHne OC ABpopa ¢ nomoLubto MY

O6HosneHne OC ABpopa BbINOAHAETCA B CAeAytolLen N0CAeA0BaTENbHOCTU:

6.3.1. O6HOBUTL cepBep NpunoxeHuit MMNO B cOOTBETCTBMM € Noapasaenom 6.1.

6.3.2. 3arpy3uTb B paninosoe xpaHuauuie NMOOC nakeTbl Tpebyemont sepcum OC B
cooTBeTcTBMM C M. 3.8.3.

6.3.3. O6HoBUTL OC ABpOpa A0 Tpebyemon BepcuMmn Ha TECTOBOW rpynmne yCTPOMCTB
C Uenbkd  NPOBEPKM  KOPPEKTHOCTM  OBHOBAEHMA C  MNOMOLLBbI  MOJIUTUKM
«Mpunoxenns/YctaHosuTb Bepcmtio OC». Mopagok paboTbl ¢ NOAUTUKAMKU U TPynnamu
YCTPOMCTB MpuBeaeH B AOKymeHTe «PyKoBOACTBO Mnosb3oBaTend. Yactb 3. lNMoacuctema
Mnatdopma ynpasneHma» AAMI.20134-01 90 01-3.

6.3.4. YbeanTbcs, 4TO MOCNE OKOHYaHMA, 3a4aHHOroO B MNpaBWIe BPEMEHHOTO
MHTEepBana OOHOBNEHMS B KApPTOYKE KaXKaoro VYCTPOMCTBA W3 TECTOBOW rpynmnbl
oTobparkaeTca Tpebyeman sepcua OC ABpopa.

6.3.5. O6HOBUTL NpunokeHuns MMNO Ha TeCTOBOW rpynne yCTPOMCTB B COOTBETCTBUM
C LOKYMeHTOM «PyKOBOZCTBO NO/b30BaTenA. HYacte /. lNpunoxkeHne «Aspopa LleHTp» ana
onepauMoHHoM cuctemsl ABpopa» AAMI.20134-01 90 01-7.

6.3.6. BbINONHUTL OOHOBAEHME aHANOTMYHbIM 06PA30M A5 OCTaNbHbIX YCTPOMCTB

nocne ycnewHoro obHosneHmns OC ABpopa 1 NPUNOKEHUIM Ha TECTOBOW rpynne yCTPOMCTB.
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7. YOAJTEHUE NNO

Ona yoanenua MNMO HeobxoaMMO BbINOAHUTL CAeayolme AeNCTBUA:
7.1. TepenTn B KaTanor co cueHapmamm yctaHosku MMMM10.

7.2. Ypanntb MO ¢ nomouwbo KOMaHabl:

ANSIBLE USER="<mma nosmp3oBaTens>" ./deploy-ac.sh --action flush all

MoapobHoe onncaHMe NapamMeTpPoOB 3aMyCcKa CKpMNTa deploy-ac.sh NpMBeAEHO B
noapasanene 4.2.

7.3. YOoanuTb KOMNOHEHTbI cpeabl yHKUMOHMpPoBaHUA MMNO 1 MHPPACTPYKTYPHbIE
KOMMOHeHTbI 1110 ¢ nomoLLbO KOMaHAbI:

— 6e3 yaaneHuns AaHHbIX, xpaHawmxcs B CYB/ PostgreSQL:

ANSIBLE USER="<mma nosszosaTensa>" ./deploy-infra.sh --action flush all

— CyAdaneHnem AaHHbIX, XpaHawmxca B CYb/ PostgreSQL:

ANSIBLE USER="<mma noseszosaTensa>" ./deploy-infra.sh --action flush all
--extra-vars "pg uninstall delete data=true"

MoapobHoe onucaHMe napameTpoB 3anycka CcKkpunTa deploy-infra.sh

npueeneHo B noapasaene 4.1.
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8. BAPUAHTbI YCTAHOBKU MNCY

8.1. YctaHoBKa [CY Ha oamH cepsep (xocT) ¢ apyrumu noacmuctemamu MMO
[aHHbIM BapmnaHT ycTaHoBKM MMO ocylecTBAATCA N0 YMOAYAHMIO.
8.2. YcTtaHoBKa NCY Ha oTaenbHbIi cepsep (XocT)

3aflaHMe aZpecoB CepBepPOB (MMEH XOCTOB), Ha KOTOpble OyayT YCTaHOB/EHbI
noacuctemb! MMO, ocyuwecTBaaeTca Ha aTtane Hactpouku MMNO (nn. 3.5.2.1). Ana Toro,
4yTOobbl ycTaHOBMTL [ICY Ha OTAENbHbIM cepBep, HEODXOAMMO B MHBEHTApHOM daline
inventories/hosts.yml 3a4aTb afipec cepBepa (MmaA XocTa), Ha KOTOpPbIN HeobxoaMMOo

ycTaHoBUTb MNCY (push), Hanpumep:

app:
hosts:
ocs—-app.local:
subsystems: auth, appstore,emm,mt, pkgrepo,
acenterapp02:
ocs-push.local: push

OnucaHue nopAaKa 3a4aHus aapecos B NHBEHTAPHOM banne

inventories/hosts.yml npmuseaeHo B n. 3.10.13
8.3. OtaenvHan yctaHoBka NCY (ycraHoBKa 16 v MCY)

Ona otaenbHon yctaHoBKkM [ICY HeobBXOAMMO  BbIMOAHUTL  C/eAyOLLYHO
nocnenoBaTeNbHOCTb AENCTBUM:

8.3.1. BoinosHMTL nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO
n.3.2-3.6.1.

8.3.2. YctaHoBuTb 1B 1 MCY ¢ nOMOLLBIO KOMaHAbI:

ANSIBLE USER="<mma nosezoBaTens>" ./deploy-ac.sh —--subsystems
auth, push

8.3.3. BbinosHMTL nocnefoBaTe/IbHOCTb NencTeumn, npeasycMOTPEHHYIO

n.3.6.3-3.6.5.
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9. BAPUAHTbI YCTAHOBKWN CYB/,

9.1. HeknactepHas (standalone) yctaHoska CYBE/]

B AaHHOM BapuaHTe yCTaHaBAMBAETCA TOMbKO oAuH cepsep b/l. MpumeHAeTcA
TaKas yCTaHOBKa B oA4HOHOA0BOM KoHUrypaumm MMNO (n 2.3.1 1 2.3.2).

[ns Toro, 4tobbl BbINOAHUTL standalone YCTAaHOBKY cepsepa bl AocTaToyHO B
MHBEHTApPHOM ¢alne inventories/hosts.yml B NMpoLEcce HAaCTPOMKM KOMMOHEHTOB
cpeabl dyHKUMOHMPOBaHMA TMO M MHPpPACTPYKTYPHbIX KomnoHeHToB MMO (n. 3.5.1)

3a/aTb afpec X0CTa, Ha KOTopbI ByaeT ycTaHoBAeH cepsep b/, Hanpumep:

postgresqgl:
hosts:
ocs-db.local:

9.2. YctaHosKa CYB/] B KnacTepHOM KoHurypaumm

KnactepHaa ycTaHOBKa cepsepa bJl npumeHAeTcA B KaTacTpodoyCcTOM4MBOM
KnactepHon KoHpurypauum TMNO wn npeanonaraeT ycTaHOBKY Knactepos CYB/J B
Heckonbkux UO/dax (n. 2.3.6).

BHUMAHME! Mpun yctaHoBke MMO B KNnacTepHON KOHPUrypaumm He A0onycKaeTca
yCTaHaBAMBaTb cepBepbl npuaoxeHni MMO n cepsepbl B Ha 0g4HOM XOCTe.

Ona yctaHoBku CYB/l B KnactepHon KOHpUrypauum HeobxoaMMo B npouecce
HAaCTPOMKM KOMMOHEHTOB cpeabl PyHKUMOHMPoBaHUA TMO n  MHPPACTPYKTYPHbIX
KomnoHeHToB MMO (n. 3.5.1) BbINOAHUTL CAeayoWMe HACTPOMKM:

9.2.1. B Katanore inventories CO cueHapuaAmMM ycTtaHoBku [1MO co34aThb
OKPY}KeHMA ANA OCHOBHOro (primary) u pesepsHoro (standby) KnactepoB C NMOMOLLbGHO

CNeAyroLMX KOMaHA:

mkdir -p inventories/<HasBaHME OKPYXEHMI>
cp inventories/hosts.yml inventories/<HaszsBaHue OKPYXeHUI>/
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Hanpumep:

mkdir -p inventories/ocs-primary
cp inventories/hosts.yml inventories/ocs-primary/
mkdir -p inventories/ocs-standby
cp inventories/hosts.yml inventories/ocs-standby/

MoapobHaa nHdopmauma o HacTponkm MMNO AnA yCTaHOBKM ero Ha pas/inyHble
OKpy*XeHunAa npusedeHa 8 n. 3.10.15.
9.2.2. BbINONHUTb HACTPOWMKY WMHBEHTApPHOro d®anna hosts.yml A48 OCHOBHOrO

K1acTtepa.

Ona aToro B MHBEHTAPHOM banne inventories/<HasBanue
okpyxeHMsa>/hosts.yml HEOOXOAMMO 3a4aTb CAeayoLMe NapaMeTPbl:

— patroni cluster — Ha3BaHWe KnacTepa. HazBaHme Knactepa AOMKHO MMETb
cnepyouwmin GopmMaT <HasBaHMe KJlacTepa>-<Tul KjacTepa>. |MN KNactepa A0/KeH

ObITb primary (OCHOBHOR). Hanpumep:

patroni cluster: ocs-primary

— keepalived cluster vip — BWMpTyanbHbln IP-agpec (virtual IP), koTopbli

byaeT NpMCBOEH aKTMBHOMY cepBepy b/l B OCHOBHOM KnacTepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60

MPUMEYAHUE. BwupTtyanbHbiM |IP-aapec  wucnonb3yetca ANA  NOAKAYEHUS
NPUNOXKEHUI (KNTMEHTOB) K akTMBHOMY cepBepy b/l.

— ajpeca XoCTOB, Ha KOTopble byayT yCTaHOBAEHbI cepsepb! B/, Hanpumep:

postgresqgl:
hosts:
acenterdbO1:
acenterdb02:
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— ajZlpeca XOCTOB, Ha KoTopble ByayT ycTaHoBAeHbl areHTbl Consul. T.K. areHTbl
Consul ycTtaHaBamMBatoTcA Ha cepsepbl B[, BMECTO XOCTOB AOCTAaTOYHO YKasaTb rpynmny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHWE! He nonycKkaeT ycTaHOBKa areHTa u cepsepa Consul Ha ogHom xocTe.

MpuMmep MHBEHTapHOro danna ANA OCHOBHOrO KnacTtepa npuBedeH B dalne
samples/ac/inventories/hosts-patroni-two-dbnode-primary.yml.

9.2.3. BbINONHUTb HACTPOMKY WMHBEHTAPHOro ¢amna hosts.yml ANA pPe3epPBHOro

(standby) knacTepa.

Ona 3TOro B NHBEHTAPHOM danne inventories/<HaszBaHue
oxpyxeHus>/hosts.yml HEOOXOAMMO 334aTb CaAeaytoWMe napameTpbl:

— patroni cluster — Ha3BaHWe KaacTepa. Ha3zBaHme Knactepa LO/MKHO MMETb
cnegymnumﬁ ¢OpMaT <Ha3BaHME OCHOBHOTO KJacTepa>-<Tul Kjacrepa>. |WMN

Knactepa o1KeH bbiTb standby (pe3epBHbIit). Hanpumep:

patroni cluster: ocs-standby

— keepalived cluster vip-BMWpTyanbHble IP-agpeca (virtual IP) ana aktmsHoro
cepBepa b/[] B ocHoBHOM Knactepe u ansa StandBy Leader cepsepa b/l B pe3sepBHOM

Knactepe, Hanpumep:

keepalived cluster vip:
ocs-primary: 192.168.1.60
ocs-standby: 192.168.1.61

— ajpeca XOCTOB, Ha KoTopble ByayT ycTaHOBAeHbl cepsepbl B[ pe3epBHOro

Knactepa, Hanpumep:
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postgresqgl:
hosts:
acenterdbll:
acenterdbl?2:

— ajpeca XOCTOB, Ha KoTopble OyayT ycTaHoBAeHbl areHTbl Consul. T.K. areHTbl
Consul yctaHaBnmBatoTCs Ha cepsepbl b[l, BMECTO XOCTOB [A0CTATOYHO YyKas3aTb rpynny

postgresqgl:

consul agents:
children:
postgresqgl:

BHUMAHWE! He nonycKkaeT ycTaHOBKa areHTa 1 cepsepa Consul Ha ogHom xocTe.

Mpumep MHBEHTapHOro danna Ana pe3epBHOro Kaactepa npueeneH B daline
samples/ac/inventories/hosts-patroni-two-dbnode-standby.yml.

9.2.4. BoinonHnTe  apyrme  Hactporku  [MNO 1M KOMMNOHEHTOB  cpeabl
dyHKUMOHMpoBaHMA MMO B COOTBETCTBUM C Noapa3aenom 3.5.

9.2.5. BbINONHUTb YCTAHOBKY KOMMOHEHTOB cpeabl GyHKUMOoHMpoBaHKMA MMO vn MNMo
B COOTBETCTBMM C NOAPa3aenom 3.6 A1A KaXKA0ro KaacTepa, yKa3aB B KOMaH4axX YCTaHOBKM

NyTb K MHBEHTAPHOMY daiay MAM Ha3BaHME OKPYKEHUS.

Mpumepbl KOMaHA.

— KOMaH/Aa YCTaHOBKM BCEX MaKeTOB Ha CepBepbl MPUAOKEHNIM 1 cepaepbl b

ansible-playbook -i inventories/<uas3BaHue OkKpyxeHus>/hosts.yml play-
managed-node-prerequisites.yml -vv -u <uMsa [HOJIL30BATEJII>

— KOMaHAa@ YCTAHOBKM KOMMOHEHTOB cpedbl &yHKUMoHMpoBaHua [MNO w

MHPPACTPYKTYPHbIX KomnoHeHToB [MO:

ANSIBLE USER="<uma nojbp3oBaTena>" ./deploy-infra.sh --env "<uaszBaHue
OKpyXeHua>"

— KOomaHpAaa yctaHoBkM [MM10:

ANSIBLE USER="<uma nojps3oBaTena>" ./deploy-ac.sh --env "<uaszBaHue
OKpyXeHua>"
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10. YCTAHOBKA 1IN0 B KUBERNETES

10.1. NopAanok passepTbiBaHUA U HACTPOMKK Ccepaepa NPUNOKEHUN

B tabnuue (Tabnuua 32) npuBeaeHbl NPOrpaMmMHO-annapaTHbie XapakTepUCTUKK

cepBepa NPUIOKEHNN.

Tabnnua 32
Mapametp 3Ha4yeHune
Testing Production
[Npoueccop 2 aapa 5aaep
Ob6bem onepaTMBHOM NAMATH 576 676
Obbem KecTKoro amcka 4076 4076
OC (pekomeHayemas) Ubuntu 22.04
MO ans ynpaBneHuns KoHTeHepamm | Kubernetes Bepcum 1.25 nau Bbiwe, nmbo cbopka
oT Canonical microk8s

[1na pa3BepTbiBaHUA M YCTAHOBKM CepBepa NPUIOKEHNN HEOOXOAMMO BbINOAHUTD
cnepytouime aencTema:
10.1.1. YcTaHOBUTb Ha CcepBep MPUIONKEHUIN HEODXOAMMbIE MAKETbl C NMOMOLLbLO

KOMaHab!:

apt update && apt -y install ansible python3-pip curl snapd
pip3 install kubernetes
snap install microk8s -classic

10.1.2. ina paboTbl cueHapues ycTaHoBKM M0 HeobxoaMMOo ycTaHOBUTL B ansible-

RKOJsinekunm naarnHbl kubernetes.core n community.general C NOMOLbKO KOMaH/bl:

ansible-galaxy install --role-file requirements-k8s.yml --ignore-
errors —force

10.1.3. BKAtounTb  pacliMpeHne  hostpath-storage, Heobxoaumoe  ANA
coxpaHeHua AaHHbIx stateful-npunoxkeHnin (NpunoxeHM, KOTOpbIM TPebyeTcA COXPaHATb

,EI,aHHble), npwn nepesarpys3ke KOHTeVIHepOB C NOMOLbKO KOMaHbl:

microk8s enable hostpath-storage
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10.1.4. BKNtoYmnTb paclimpeHme metallb, Heobxoammoe Ans AOCTyNa K CEpBUCAM

MMNO (nopTbl 80 1 8009) cHapy*KKn KnacTepa, C NOMOLLbIO KOMaHAb!:

microk8s enable metallb:<mmamnazoH IP-aIpecoB IIOICETU CepBepa
[IPUIIOXE HUM >

Hanpumep:

microk8s enable metallb: 10.188.25.196-10.188.25.197

MPUMEYAHWUE. Yvcno IP-aapecoB B AnanaszoHe MOXKeT ObiTb He MeHee ABYX LUTYK.
10.1.5. Y6eauTbca, 4TO paclimpeHmns microk8s M metallb YCNELWHO BKAKOYEHbI U

Haxo4ATCA B CMMCKE AOCTYNHbIX (enabled) paclUMPEHMA C MOMOLLbIO KOMaHAbI:

microk8s status

10.1.6. lna ypobctBa paboTtbl ¢ Kubernetes pekomeHayeTca YCTaHOBUTL

KOHCOﬂbHHmKﬂMeHTk9S,aTaWKekubectl(IHOMOHwK)KOMaHAZ

wget
https://github.com/derailed/k9s/releases/download/v0.32.3/k9s linux am
de4 .deb

dpkg -1 k9s linux amd64.deb

curl -LO https://dl.k8s.io/release/ curl -LS
https://dl.k8s.io/release/stable.txt /bin/linux/amd64/kubectl

chmod +x ./kubectl

sudo mv ./kubectl /usr/local/bin/kubectl

10.1.7. ina paboTbl M3-noa HeNPUBUIErMPOBAHHOIO NO/b30BaTeENA HEOOXOAMMO

AONONHNTENNbHO BbINO/THNTL ChedyroWwmne KOMaHabl:

USER=<uMS [OJIb30BaATEJISI>

sudo usermod -a -G microk8s SUSER
sudo mkdir -p ~/.kube

sudo chown -f -R SUSER ~/.kube

[anee, nepe3anT B y4ETHYIO 3aMMUCb M NOC/E 3TOrO BbINOJHUTb KOMaHAY:

microk8s config > ~/.kube/config
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10.2. Nopaaok yctaHosku MNMNO B Kubernetes

10.2.1. Co3gaTb Ha cepBepe NPUIOKEHUN OTAENbHbIM KaTaNor, CKONMPOBATb B HErO

cogepxmmoe DVD c MMNO n nepenTn B CO3A4aHHbIN KaTanor ¢ NOMOLLbIO KOMaHAbI:

cd <OyTb kK KaTaJloTy>

10.2.2. lNepenTn B KaTanor /server C NOMOLLbI KOMAHAbI:

cd <nyTb K KaTaJIoTy Sserver>

10.2.3. 3anycTuTb  installer-ac.sh  (MAM  installer-ac-mt.sh WK

installer-ac-mt-spr.sh®®) c NnOMOLWbIO KOMaHAbI:

bash installer-ac.sh

I

bash installer-ac-mt.sh

jZREeZi

bash installer-ac-mt-spr.sh

10.2.4. O3HakomMuUTbCA C  «JIMUEH3MOHHBLIM COr/lalleHNEM» U MNPUHATL €ro B
cooTBeTcTBMM C . 3.3.7.

10.2.5. MNepentn B KaTanor CO CUEHAPUAMW YCTAHOBKWM (KaTanor: /install-
<Bepcmusa I[IO>/install-ac/ WAW /install-<Bepcusa IIO0>/install-ac-mt/ WU
/install-<Bepcms INIO>/install-ac-mt-spr/).

10.2.6. ChopmmpoBaTb KOHPUIYpaLUMOoHHbIe pannbl MNMO.

[lna aToro HeobxoAMMO MPUAYMaTb Ha3BaHME OKPY)KeHWs (Hanpumep, k8s) U

3anyCTUTb CKPUNT reHepaummn KOHPUIypPaUMOHHbIX GaliNoB BbINOAHUTL KOMaHAY:

./deploy-k8s.sh -e <HaszBaHMe OKpyxkeHusa> -A configs

B npouecc BbINOAHEHMA CKPpUNTa HEOOXOAMMO B MHTEPAKTMBHOM peXxume 3a4aTb
cneayolme napameTpbi:

— deployment mode — PEXWM YCTAHOBKU (testing MANM production). Pexunm
testing pEKOMEHAYEeTCA NCNO/b30BaTh B 03HAKOMUTEbHbIX Lienax. Mpn ncnoab30BaHnm

peXuMma testing: BCE  KOMMOHEHTbl  cpedbl  yHKUMOHWMPOBaHMA MMNO  w

16 HassaHue daiina 3aBMcKT OT BapuaHTa noctasku MMO.
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MHOPACTPYKTYPHble KOoMMNoHeHTbl MO ycTaHaBAMBatOTCA B OAHOM 3K3emnnaape 6e3
pe3epBMPOBAHMA, OTCYTCTBYET HEOOXOAMMOCTb B HACTPOMKE BHELLIHEro HanaHCMPOBLLMKA
(Bce ycTaHaBAMBaeTCA Ha ingress-koHTponnepe Kubernetes), KoHTelHepam MmeHblle
BblAENAETCA PECYPCOB NPOLLECCOpa U ONepaTUBHOM NAaMATH;

— external ip — BHewHwun IP-agpec, no kKotopomy byaeT goctynHo [1MO
(BbIbMpaeTca Kak ntobon cBOOOAHbIM aapec M3 AMana3oHa, KOTOPbIM yKasbiBaACA npu
YCTAaHOBKe pacliMpeHma metallb). [MOCMOTPETb HACTPOEHHbIM AMana3oH |P-aapecos
MOXHO B MapameTpe .spec.addresses, KOTOPbI MOMXHO MOAYYMTb C MOMOLLbBIO

KOMaH/4bl:

kubectl get ipaddresspool -A -o yaml

— DNS domain — BHELWHW AOMEH, KOTOPbIA BMECTE C Ha3BAaHWEM OKPYMKEHWSA
oynetr ¢opmunposatb URL-agpec MMMO http(s)://<HazBanme OKpPyxeHUsa>.<DNS
domain>;

— cluster name — UMsA Knactepa Kubernetes, B KoTopbli ByaeT yCTaHOBAEHO
MMO. Knactep npeasaputenbHO AoaKeH bbiTb co34aH. [TOCMOTPETb CNMCOK KNacTepos

MOXHO C NOMOLW,bO KOMaHAbI:

kubectl config get-clusters

— storage class — Ha3BaHMWe Knacca xpaHunuuia Kubernetes (StorageClass), ¢
KOTOpbIM OyAyT c034aBaThCd TOMa XpaHeHusa AaHHbix  (volumes) ana  stateful-

I'IpVIJ'IO)HGHVIVI. HOCMOTpeTb CMMCOK KNaCCoB XPaHUINLL MOXKHO C MOMOLLBbHO KOMAHAbI:

kubectl get storageclasses

— public key — OTKpbITbIM ssh-katou nonb3losatena OC, M3-nog KOTOpOro
3anyckaetca yctaHoBka [MO. [Mpn HEOoBXOAMMOCTM  KAKOYEBYID MNapy MOMXKHO

CHOPMMPOBATbL C MOMOLLLIO KOMAHAbI:

ssh-keygen -t rsa -b 4096
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— nfs server —NFS cepBep, nCNonb3yembit Ana xpaHeHna GanaoB NPUNOKEHWI
(MKOHKM, CKpUHLWOTLI, RPM-nakeTbl) n naketos OC. Ecan npeanonaraetca MCNonb30BaTh
BHELWHWNIM cepBep, TO HEOOXOAMMO yKaszaTb ero IP-agpec (40 YCTAaHOBKM Ha HeM yxe
NONXHbI ObITb CO34aHbl KaTanoru cornacHo noapasaeny 3.9). Ecav rotosoro NFS cepsepa
HeT, TO HeobXxoAMMO OCTaBMTb 3TO Moae NycTbiM, B AaHHOM cnydae NFS cepsep byaet
yCTaHOB/IEH aBTOMaTM4ecKn BHyTpKn Kubernetes.

Mpumep 3agaHMA NapaMeTPOB:

./deploy-k8s.sh -e k8s -A configs

Please answer a few questions for creating k8s stage configs and
inventories -

Choose Aurora Center deployment mode [testing/production]: testing
Aurora Center external IP: 10.188.25.196

Aurora Center external DNS domain: mydomain.ru

K8s cluster name: microk8s-cluster

K8s storage class name: microk8s-hostpath

SSH public key, that will be used for connections to the Management
Server:

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABGQCSAOASANTgrVxIcCPrgkuXMXOIOy27Z2629IKTM+D
xJTwjEjln78a50xr9P/rdGOSENWFQRZ3pBeINCiYWB8OgvLMEONCBQQ498EI 64DnC7BepS
4tSQyiPnTaprChQBDI9VBx41eMUMhoR101tCHe0cqgCBtjvRgp/3Z2JScPLMCStU29¢cJ310nP
P29+ JduN9FRO5f17/MG1h4MetWFcYc6D2eQJ78pAJ0+1COKEAZpzLRWAQdwdmkI+ukOob?2
uunEjOeows2yCumXcKiNpOcp0zV+Kt6y2072rVIWrPXN1Zs8wya7dmCULmjKzkOP18GvAT7f
fHBYWXBBnvcI9P7P/86wVwecLrjubmdNTAsSDONO+pdlvuuH89Pz8vQx jHEaNPho/Q38RhUX
5E1P4jsNIUVOsgVwdfnIPCdyL7KaI+GOd332YEB8tPHUULCX+wOKCO10gzkwUPMEXTNh6V
HhO40PthwbCEgZv5]jgraWbD5JgcIXiEtSZZ2SMo9WUXaBsNbOt1Gts= root@ubuntu2?2

NFS server for shared storage (ip/hostname or leave empty to deploy in-
cluster nfs server):

B pesynbTaTe BbINOAHEHMA CKpuNTa, ByayT cdOpMMPOBaAHbl MHBEHTAPHbIN dann
OKpyXeHua (daln: inventories/<uaspaHme okxpyxeHmusa>/hosts.yml), a TaKxke
KOHOUIYPaLMOHHbIe Galabl OKPYXKeHua (KaTanor: config/environments/<Has3BaHue

oxpyxenus>/). NoapobHas MHPOPMaLMA O KOHPUTYPAUMOHHbLIX daliax OKPYHKEeHUM
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npmeeaeHa B n. 13.2.8. Mpn HEOBXOAMMOCTM N3MEHEHMA B AaHHble dalibl MOXKHO BHECTU
BPYUHY!HO.

10.2.7. BbinonHnTb yctaHoBKy 110 ¢ NOMOLLBIO KOMaHAbI:

bash deploy-k8s.sh -e k8s

B cnyyae ycnewHol yCTaHOBKM By aeT BbiBeAEHO COODLeHMe cneayoLllero sMaa:

Congratulations, all done!

You can access AC from the following URLs -
UTl: http://k8s.mydomain.ru/auth/admin/
management-server: ssh ocs@k8s.mydomain.ru

'Warning!

check that k8s.mydomain.ru has a correct DNS record
k8s.mydomain.ru A 10.188.25.196

or alternatively add to yor local /etc/hosts file
10.188.25.196 k8s.mydomain.ru

MepBoHa4yanbHbiM BxoA B (MO ocyuwectBasetca C  nomoluipto  KoHconm
aaMuMHUCcTpaTtopa 1B ¥ npeaycTaHOBAEHHOM Y4Ye€THOM 3alMMCWM B COOTBETCTBUM C

noapasaenom 3.7.
10.3. Nopaaok yaanexua NMNO u3 Kubernetes

Ynanenue MMNO n3 Kubernetes ocyLecTBNA€TCA C NOMOLLbIO CAeAyoWMX KOMaHA:

bash deploy-k8s.sh -e k8s -A delete
kubectl -n k8s delete pvc --all
kubectl delete ns k8s




186
AOMI.20134-0191 01

11. NOPAOOK UMIMOPTA OTHETOB B GRAFANA

[na umnopTa oTyeToB B Grafana He0BX0AMMO BbINONHUTL CaeaylolWwmne AenNCTBUS:
11.1. YcraHoBuTb Grafana B COOTBETCTBMM C  WHCTPYKUMEW C caMnTa
pa3pabotumka (https://grafana.com/grafana/download?pg=get&platform=docker&plcmt

=selfmanaged-box1-ctal&edition=0ss), Hanpumep, BbINOJHNB KOMaHAY:

docker run -d --name=grafana -p 3000:3000 grafana/grafana-oss

MPUMEYAHUE. Beb-nHtepdenc Grafana B gaHHOmM cnyvae byaeT AOCTyneH No
aapecy http://localhost:3000/ (NOrMH: admin, Napo/b: admin).

11.2. NoakntounTb 6a3y AaHHbIX MY (emm) B KayecTBe UCTOYHMKA AaHHbIX (Data
Source).

[ns aToro HeobxoAMMO BbINOAHUTL CAeaytoLLMe AENCTBUA:

11.2.1. Nepentn Ha dopmy BbIbOPa NCTOYHMKA AaHHbIX (menu -> Connections -
> Data sources)

11.2.2. HaxkaTb KHOMKy «Add data source».

11.2.3. Bbibpatb CYB/ PostgreSQL.

11.2.4. 3an0onHUTb cneayolme napameTpbl NOAKAIOYEHNSA K Ba3e AaHHbIX:

— Name: Ha3BaHWe MCTOYHMKA [AaHHbIX (NPOM3BONAbHOE Ha3BaHWe, Hanpumep,
AC_emmﬁ

— Host URL: agpec v nopt CYB/;

— Database name: emm;

— Username: emm,

— Password: Napo/ib NO1b30BaTENA emm;

— TLS/SSL Mode: disabled;

— Version: Bepcua CYB/ PostgreSQL nam PostgresPro, ncnonosyemas s [10.

11.2.5. HaxkaTb KHOMKY «Save and Test».

11.3. BbINOAHUTbL MMMNOPT OTHETOB devices-dashboard. json M applications-

dashboard. json.
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NMPUMEYAHUE. ®Pannbl  devices-dashboard.json W  applications-
dashboard. json HaXo4ATCA B KaTa/siore samples/dashboards/
[na nmnopTa oT4eToB HEOBXOAMMO BbINONHWUTL CeaytoLime AeNCTBUA:
11.3.1. MNepentn K popme MMNOpPTa OTYETOB (menu -> Dashboards).
11.3.2. HaxaTb KHOMKy «New».
11.3.3. V3 BbiNnagatoLLlero cnncka Bobibpatb «Import».

11.3.4. Jo6aBUTb OT4YeT devices-dashboard.json B 006/1acTb 3arpysku json-

11.3.5. HaxaTb KHOMKY «Import».
B pesynbtate B Grafana nossutca mHPoOpmMauMoHHaA naHenb (dashboard) c

oTyeToM. Mpumep npuseseH Ha pucyHke (PucyHok 31).

~ 06wWwas nHpopMaL KA No YCTPOUCTEAM

Bcero ycTp He B apxve 3eperucTp AKTUBUPOE Axtue YpaneHs (i

49072 3297 95 1868

Nnatdopmbl Tun ycTpoRcTe Mopenu ycTporncTs

Android
26685 | ‘g
6%

95 %

= ABpOpa 6 5 == MnaHwer

== Android == Cmaptdon

Tunel OC Cratychl CooTBeTcTBME NOAMTUKAM

OumMLEH

B apxuse

58 46 28
|
,l'-'.k"MEi“pDEIEH
B npouyacce akTMeaLu
. .
3aperucTpupoBak

Sailfish  Aurora Android [opbKWA

PucyHok 31

11.3.6. oBTOpPUTL MYHKTbI 11.3.1-11.3.5 ana oT4yeTa applications-—

dashboard. json.
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12. KOHOUTYPALIMOHHbBIE ®AW/bI CUEHAPUEB YCTAHOBKM CPEADI
OYHKUNOHUPOBAHUA NMO N NHPPACTPYKTYPHbIX KOMIMNOHEHTOB
Mnno

12.1. KoHpUrypaumoHHble ¢aiinbl CLeHapyeB YCTaHOBKM cpeabl GYHKLMOHUPOBaHNA

MMNO 1 HbpacTpyKTYpHbIX KoMnoHeHToB MO

12.1.1. uBeHTapHbIn dain inventories/hosts.yml

B MHBEHTapHOM dalife inventories/hosts.yml COAEPKATCA aApeca CEPBEPOB
(MMeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byAyT yCTaHOBAEHbI) KOMMOHEHTbI cpeabl
dyHKumMoHmnposaHua MMNO n noacuctemb! MMO. OnucaHne nNapameTpoB MHBEHTAPHOrO
danna inventories/hosts.yml NpMBeaeHO B CaMom daine.

®ain cueHapus YCTAaHOBKM ANA YCTAaHOBKM cpeabl GyHKUMOHMpoBaHMA MO u
MHDPACTPYKTYPHbIX KOmMMNoHeHToB [MO Ha 1 cepBepe C AOMEHHbIM MMEHEM ocs-

app.local UMeeT cneaytowmi Bua;

all:
children:
oCs:
vars:
# HaszsBauue kjacrtepa CYB] Postgres
# patroni cluster: ocs-primary

# BupTyanbhwele IP-ampeca (virtual IP), KoTopee OyOyT NIPUCBOEHE
AKTVMBHOMY
# cepBepy Bl B OCHOBHOM kJjlacTepe u StandBy Leader cepsepy EBI B
pPe3epPBHOM
# wJacrepe
# keepalived cluster vip:
# ocs-primary: X.X.X.X
children:
# CepBepa npwuiioxenust IO
app:
hosts:
ocs—-app.local:
# KouHTeHT-cepBepa
content:
hosts:
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# CYBI Postgres
postgresqgl:
hosts:
ocs—-app.local:
# BamaHcupoBuuk cepBucoB "Nginx Web Server"
nginx:
children:
app:
content:
# Cumcrema oOHapyxeHus cepeBucos "Consul" cepBepa NPUIIOXEHUN
consul:
children:
# CepBepa cucrTeMe oOOHapyxeHus cepBucor "Consul"
consul servers:
children:
app:
# ATeHTH CcuCTeMbl OOHapyxeHusa cepBmucoB "Consul"
consul agents:
children:
# postgresql:
# Cucrema oOHapyxeHus cepBucor "Consul" KOHTeHT-cepBepa
consul content:
children:
content:
# CpemncTrBO yhnpaBJieHMs KOHOUI'ypaumusamu cepBucoB "Consul
Template™
consul template:
children:
app:
content:
# CepBUC TapaHTHMPOBAHHOMW HOoCTaBkM coobmenuit NATS Streaming
Server
nats streaming server:
children:
app:
# CepBHMC TapaHTUPOBAHHOM nmocTaBku coobmeHmur "Redpanda"
redpanda:
children:
app:
valkey:
# CYBI Valkey misa xpaHeHUS CeCCUi
children:
app:
# Valkey Sentinel ofecrneumBaeT BECOKYK OOCTynHOCTb CYEI
Valkey
sentinel:
children:
app:
# Tpunoxenuve nnasa CcUHxpoHU3auum odanyaorB Syncthing
syncthing:
children:
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app:

12.1.2. HacTponKM cueHapmeB YCTaHOBKM cpeapl GyHKUMoHMpoBaHMA [MNO 1
MHPPACTPYKTYPHbIX KOMMOHEHTOB Mnno B KOHPUIYPaLMOHHbIX dannax

config/vars/ vars.yml n config/subsystems/<Ha3BaHune nogcuctembl>/vars/ vars.yml

B OaHHbIX KOHOMIypaUMOHHbIX dainax 3a[4atoTcA  HACTPOMKKU  cleaytoulmx
KomnoHeHToB: Redpanda, Consul, CYB/ Valkey n CYB/1 PostgreSQL. KoHpuUrypaumoHHble
dannbl vars.yml MCNONb3YHOTCA TOBKO B NPOLLECCe YCTaHOBKM.

OnucaHne napameTpoB KOHOUIypaLMOHHbIX dalnosB vars.yml NpuBeAEHO B

KOHPUIypaLUMOHHbIX Gainax B BUAE KOMMEHTAPMEB.

12.1.3. HacTponKkM naponemn n ceKkpeToB KOMMNOHEHTOB cpebl GYHKLMOHNPOBAHMSA
MO  wn  MHPPACTPYKTYPHbIX KOomMNoHeHToB [MO B  KOHPUIypauMoHHbIX  daknax

config/secret.yml u config/subsystems/<HasBaHune noacucremsl>/secret.yml

B AaHHbIX KOHGUIYPALMOHHbBIX dalifiax 3a4atoTca Napoan U CeKpPeTbl Caeayomx

KomnoHeHTOB: Redpanda, Consul, CYB/ Valkey n CYB/ PostgreSQL.
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13. KOHOUTYPALIMOHHbBIE ®AU/BI MNO
(CLLEHAPUEB YCTAHOBKW MNO)

13.1. O6uwasn nHpopmaumsa o KoHPUrypaLmoHHbIX parnax MMO

MPUMEYAHUE. OnuncaHre napameTpoB KOHOUIYPaUMOHHbIX $ailaoB cLeHapues
yctaHoskM MMO m MMNO npueeaeHO B KOHGUTYPaALMOHHbIX dalinax B BUAE KOMMEHTAPUEB.
CTpyKTypa KOHUrypaumoHHbix ¢amnos MO B obuem Buae npuBeaeHa Ha
pucyHke  (PucyHok 32). MupHbIM  WpndTOM  BblAeNeHbl  Gaiabl, noanexauime
pefaKTMpoBaHUIO.  PedaKTMpOBaHME  MapamMeTpoB B OCTalbHbIXx  dalnax  He

npegnonaraeTcA.

/var/ocs/config/
—— environments
L <Has3BaHMue Opr%(eHI/IF.{>
—— vars
L— vars.yml
L config.yml
—— subsystems
L — <naspanme nomcucremer>
—— applications
—— <Ha3BaHMe CcepBuUCa>
— vars
—— services.yml
—— vars.yml
- config.yml
—— internal.yml
—— scopes.yml
—— config.yml
—— internal.yml
—— secret.yml

PucyHok 32
MO coaepxnT cnepytoLime TUnbl KOHOUTYPaALMOHHbLIX GaliNoB:
— KOHOUrypaumoHHbin dain MMNO (/vars/ocs/config/config.yml);
— KOHOUrypaumoHHble dannsbl noacucTem nno

(/vars/ocs/config/subsystems/<uaspaHue nomcucTemer>/config.yml);
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— KOHPUrypaumoHHble danabl C NapoAMM M TOKEHAMM KOMMOHEHTOB cpepl
PYHKLUMOHMPOBAHMA [no n MHOPACTPYKTYPHbIX KOMMOHEHTOB Mo
(/vars/ocs/config/secret.yml);

— KOHOUrypaumoHHble  dannbl  cepsucoB  (moaynen) TMO  (/vars/ocs
/config/subsystems/<HazBaHUE nomcucTeMe>/applications/<HasBanue

cepsuca>/).

B KoHUrypaumoHHom dparine MMO cogeprxatcsa HacTpomkm MMMO.

B KOHDUIypaLMOoHHbIX daliax NoaCMCTEM COAepKaTcA HAacTpoMKku noacmctem MMIM10O.
Tak¥e B KOHPUrypauMoHHble Ganabl NOACUCTEM BblHECEHbI (MOryT ObiTb BbIHECEHbI)
oTAeNbHble HAacTpoMKK cepBmncos MO, KoTopble MOXKET M3MeHATb aammnHmcTpaTtop MMO. B
NAHHOM C/ay4yae B KOHPUIypauMOHHOM dalie COoAepXUTCA CeKuMa C MMEeHEM cepBuca.
HaﬂpMMep,CeKuMﬂﬂﬂﬂCemecaocs—auth—accounts—users—apiBbWﬂﬂAMTCHEAyKMuMM

obpasom:

ocs—-auth-accounts-users-api:

##

# The number of recently used passwords,

# which system will store for forbidding use it for new password
creating.

##

passwordHistoryDepth: 3

##

# Maximum inactivity period 45 days.

# If account not use system during this time, account will be
blocked.

# Must be greater or equal to OIDC refresh token lifetime.

##

maxAccountInactivityPeriod: "1080h"

BHUMAHUE! PepaktnpoBaHMe KOHPUIypaLMOHHbIX $anaoB CepPBUCOB He

npegnonaraeTcAa.
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13.2. O6bwasa nHGopmMauma 0 KOHPUIYPaLMOHHbIX pannax cueHapues yctaHosKM MO

CTpyKTypa KOHPUIypaLUMOHHbIX Ganos cueHapmes ycTaHoBKK M0 B 0bwem Bnae
npuBedeHa Ha pucyHke (PucyHok 33). XupHbim  wpudTOomM BblAeNeHbl  Gainbl,
nognexalume peaakTMpoBaHUto. PegakTMpoBaHMe NapaMeTpoB B OCTalbHbIX Gaiiax He

npegnonaraeTcA.

install-ac-mt
—— config
—— environments

L — <uasBanme OKPYXEeHUI>
—— subsystems

L <HasBaHmMe I[NOICUCTEMEBI>
—— applications

<Haz3BaHMUE CepBUCA>

—— vars

services.yml

— _vars.yml

—— config.yml (unmn config.yml.j2)
—— internal.yml

—— scopes.yml

—— vars
L— vars.yml

—— config.yml.j2

—— internal.yml

—— yvamllint.release.yml
— secret.yml

— inventories

— <Ha3BaHMEe Opr%(eHI/IF{>
— hosts.yml

PucyHok 33

CueHapun ycTtaHoBku TMO cogepskaT caeayolime TUMbl KOHPUTYPALMOHHbIX
dannos:

— WHBEHTAPHbIN Gain inventories/hosts.yml;

— KOHOUTYPaLUMOHHbIN dann cueHapma YCTaHOBKM Mno
config/vars/ vars.yml,

— KOHOPUrypauMoHHble  ganabl  CUeHapueB  YCTaHOBKM  noacuctem MO

config/subsystems/<HaszBaHme nomcmucTeMs>/vars/ vars.yml,

— wabnoH koHdurypaumnmoHHoro darna MMO (config/config.yml.j2);
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— KOHOUrypaumoHHble dannsbl noAcucTem nno
(config/subsystems/<uasBanme nomcucrems>/config.yml);
— WabnoHbl KOHOUIypaUMOHHbIX dannos noacucTem Mno

(config/subsystems/<uasBaHue nomcucrems>/config.yml.j2);

— KOHOUrypaumoHHble bannbl CepBMCcoB (mopynen) Mno
(config/subsystems/<uasBaHue noncucTeMe>/applications/<uazBanue
cepsuca>/);

— KOHOUIrypaumoHHbIM daln ¢ napoaamm M TOKEHAMM KOMMOHEHTOB cCpeabl

dyHKUMOHNPOoBaHMA MIMNO 1 MHPPacTPYKTYPHbIX KOMNOHEHTOB MO config/secret.yml.
13.2.1. uBeHTapHbIn dain inventories/hosts.yml

B MnHBeHTapHOM daline inventories/hosts.yml COAEPHKATCA agpeca CepBepos
(MMeHa XOCTOB), Ha KOTOpble yCTaHOBAEHbl (byayT yCTaHOBAEHbI) KOMMOHEHTbI cpeabl
dyHKUMOHNpOoBaHMA MNIMO, nHdpacTpyKTypHble KomnoHeHTbl MIMO 1 noacuctemsl MMO.

OnuMcaHne napameTpoB MHBEHTApPHOro danna inventories/hosts.yml

npueeaneHo s n. 12.1.1.

13.2.2. O6bwmmn KOHOUTYPALMOHHbIM bann cueHapues YCTaHOBKM

config/vars/ vars.yml

KoH®urypaumoHHbi ¢ain config/vars/ vars.yml ABAAeTcA obWMM ANA BCeX
noacuctem n moaynen MMNO m coaepXUT MNOAHbIA NepevyeHb OOLWKMX NapameTpos,
OTHOCALWMXCA K nogcmctemam n moaynam [ro.

KoHourypaumoHHble ¢arnbl  vars.yml WCNOAb3YOTCA TOMbKO B MpoLecce
YCTQHOBKM, MpuU 3TOM KOHOUrypaumoHHble ¢ainbl config.yml (config.yml.j2)

NMCMNOJZIb3YHKOTCA KaK B Npouecce yCTaHOBKK, TaK 1 B npouecce akCcnayatTaunm rnro.
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13.2.3. KoHpuUrypaumnmoHHble ¢arnbl CLEeHapueB yCTaHOBKM ans noacuctem M0

(bamnbl: config/subsystems/<Ha3BaHune nogcuctembl>/vars/ vars.yml)

KoHdurypaumnmoHHble ¢annbl _vars.yml MOACUCTEM COAEPXKAT MNapameTpbl,
OTHOCALLMECA K KOHKPEeTHOM noacucteme. TakKe AaHHble Ganabl MOryT 6bITb 4ONOAHEHDI
napameTpammn 13 obulero KOHGUrypaumoHHoro darna, 3Ha4eHMAa KOTopbiXx HeEobXoaMMO
nepeonpeaennTb ANA 3a4aHHOM NOACUCTEMDI.

KoHourypaumoHHble dannbl  vars.yml B OCHOBHOM COZEPXaT HACTPOMKM
B3aMMOAENCTBMA NOACUCTEM C KOMMOHEHTamMu cpeabl yHKUMoHupoBaHusa [MNO n
MHOPACTPYKTYPHbIMM KOMNoHeHTamu MMO. PacnonaratoTcs B KaTanore co CUEHapUsaMM

YCTaHOBKM NO CAeAytoLemMy nyTu:

config/subsystems/<HasBaHue nomcmucremsr>/vars/ vars.yml

Hanpumep, KOHOUrypaUMoHHbIA daln vars . yml Ana Mb:

config/subsystems/auth/vars/ vars.yml

13.2.4. lLabnoHbl KoHPUrypaumoHHbIx pamnos MMNO n noacuctem MMO

Ha ocHoBe paHHbIX danos B npouecce yctaHoBkM [MO  dopmupytoTca
KoHUrypaumoHHsle pannsl MNMMO n noacuctem MMO. 3HayeHMA NnapameTpoB B LWAb/OHaX
KOHOUrypaumoHHbix ¢dannos noacuctem [MMNO 3apatoTca agMUHUCTPATOPOM, a TaKXKe
CUEHAapMAMM YCTAaHOBKM Ha OCHOBE 3HAYeHWM, 3aJaHHbIX AAMWUHUCTPATOPOM B
KOHQUIYpPaUMOHHbIX annax vars.yml.

[laHHble KOHPUTrypaLMOHHbIE daliNbl pacnonaratoTca No caeayolemy nyTu:

config/config.yml.j2
config/subsystems/<uasBaHme nomcucremu>/config/services/config.yml.j2

Hanpumep, WwWabnoH KoHpUrypaumoHHoro ¢panna Mb:

config/subsystems/auth/config/services/config.yml.j2
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13.2.5. KOHOUrypauMoHHbIM Galna ¢ NaponaMM M TOKEHAMM KOMMOHEHTOB cpe/pl

PYHKUMOHMpPOoBaHMA MMNO 1 nHbpacTpyKTypHbIX KomnoHeHToB MIMO config/secret.yml

B AaHHOM KoHOMIypauMoHHOM daiie 3a4atoTcA napoan m TokeHbl Redpanda,
Consul, CYb/ Valkey, CYB[, PostgreSQL, a Take CEKPETHbIM K04 KIMEHTOB (CEPBMCOB) U
KMtoY  WwWudpoBaHnA ceKkpeTos, XxpaHawmxca B bJ. Mpu yctaHoske (1O aaHHblE

KOHPUTIypaLMOHHbIe ¢palbl KONUPYIOTCA Ha CEPBEPbI MPUNOKEHUN.
13.2.6. KoHdurypaumoHHble darnbl nogcmuctem MO

B AaHHbIX KOHOUrypauUMOHHbIX dainax 3a4atoTcs  3HaAYeHMA MnapameTposB
noacuctem MMO. B oTanyme oT wWabnoHoB KOHOUIypaUMOHHbIX pannos noacuctem MMO
3HaYeHMA NapPaMeTPOB 334at0TCA TO/IbKO aAMMUHUCTPATOPOM.

[aHHble KOHPUIYPaLMOHHbIe Galiibl pacnonaratoTca o caeayrowemy nyTn:

config/subsystems/<HaszBaHue noncucreme>/config/services/config.yml

Hanpumep, wabnoH KoHbUrypaumoHHoro darmna MM:

config/subsystems/appstore/config/services/config.yml.j2

13.2.7. KoHpurypaumoHHble pamnnabl cepsucos MMO

KoHdurypaumnmoHHble dainnbl cEpBMCOB pPacnoaaratoTca B KaTanore co CLeHapuamm

YCTAaHOBKM NO caeaytoLemy nyTu:

config/subsystems/<Haz3BaHue noncucrTeme>/applications/<uazBanue
cepBuca>/

Hanpumep, KoHbUrypaumoHHble dalnbl cepBuca ocs-auth-adminconsole-ui

Mb:

config/subsystems/auth/applications/ocs—-auth-adminconsole-ui/

OnuncaHne napameTpoB KoHOMIypaumoHHbIX ¢alnoB CepBMCOB MNPUMBEAEHO B
CaMMX KOHOUTYPaLMOHHbBIX daliiax B BUAE KOMMEHTApPMEB.
BHUMAHUE! PepaktnpoBaHune KoHOUrypaumoHHbIX dannos cepsucos MO He

npegnonaraeTca.
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13.2.8. KoHoUMrypaumoHHble Gannbl OKpyReHMi

B KoHOUrypauMoHHbIX darnax OKpyXKeHua nepeonpeaenarnTca napameTpbl

KOHOUIypauMoHHbIX Gannos, onmncaHHbix B N. 13.2.1 — 13.2.7 AnA 3a4aHHOI0 OKPYXeHKA.

PacnonaratoTtca NaHHble KOHOUIYpPaLMOHHble bannbl B KaTanorax
config/environments/<HazBaHue OKpPYXeHnI>/ n inventories/<uasBaHue
OKpYyXeHus>/.

BHAMAHUE! B KoHOUIrypauUMOHHbIX dalinax OKPYXKEHWM He [A0MnyCKaeTcs
MCNO/1b30BaTb WabAOHbI KOHOUTYPALUMOHHbLIX GanoB (pannoB C PpaCUMPEHNEM «.j2»).

[Ons nepeonpegeneHva napametpa HeobXOAMMO BbINOAHUTL Caeayolme
NencTema:

— CO34aTb B KaTajore inventories/<HasBaHme OKpPyXeHMsa>/ WHBEHTAPHbIN
daln hosts.yml No aHanormm c danom inventories/hosts.yml M 334aTb B CO34aHHOM
danne Tpebyemble 3HAYEHMA NAPAMETPOB;

— C034aTb B KaTanore config/environments/<HazBaHue OKpYyXeHnI>/
Tpebyemblin KOHPUTYPALMOHHbBIN Galn C y4eTOM €ro pacnosoXKeHma B KaTanore config.

Hanpumep, ans nepeonpegeneHna napameTpoB KOHOUrypaumoHHOro ¢anna
config/vars/ vars.yml ANA OKPYKEHWA release AO/KEH OblTb CO34aH CAeayoWwmi
KOHQUIYPaUMOHHbIM Gann: config/environments/release/config/vars/ vars.yml;

— CKonmpoBaTb Tpebyemblh NapameTp (BKAOYAA CEKLMIO, B KOTOPYL BXOAMUT
napameTp) 13 obuwero KoHourypaumoHHoro d¢aina cueHapues ycTaHoBku MO mam
KOHPUrypaumoHHoro ¢aina cueHapme ycTaHoBKM noacuctem MMM0O;

— BCTaBWTb CKOMMPOBAHHOE 3HAaYeHMe B aHaA/IOTMYHbIN KOHOUTYPALIMOHHbIM Gain
NNA 33JaHHOTO OKPYKEHMUSA;

— 3apaTb Tpebyemoe 3HaYeHne napameTpa.
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13.2.9. NMopsaaok paboTbl C KOHPUTYPALMOHHBIMKU GaaMn CLLEHAPNEB YCTAHOBKM

[no

MapameTpbl KOHQUIYpPaUMOHHbBIX GalNoB CUEHAapMeB YCTAaHOBKM MPUMEHAKOTCA

corflacHo npuopuTeTam, 3agaHHbiMm B Tabauue (Tabamua 33).

Tabnunua 33

Tunbl KOHPUTYPALMOHHBIX
dannos

Katanor (ums ¢aiina)

MopAnoK NPUMEHEHMA
napameTpos (npuopuret

napameTpoB)
Obwwme (ana scex noacmuctem |config/vars/ vars.yml 1 (camblt HU3KNM
n moaynen MNMo) npUopuTeT)

KOHOUIypauynoHHble dainnbl
(WaboHbl
KOHOUIYpaUMOHHbIX hainos)
cueHapues yctaHoBkK 1110

config/config.yml.j2

KoHdurypaumoHHble daitnsl  |config/subsystems/<Hassan |2
>

cLeHapueB YCTaHOBKM e momcycTeMt>/vars/

noacuctem MMO
Hanpumep,
config/subsystems/auth/va
rs/

Ob6wme (ana scex noacucTem config/environments/<uHase |3

n moaynen MNro)

KOHPUIypaLUMOHHbIe panbl
cueHapues yctaHoBKkK 1110
ANA 3a0aHHOTO OKPYXeHMUA

anue
OKpyXeHmsa>/vars/ vars.yml

config/environments/<HasB
aHue
okpyxenus>/config.yml

KoHdurypaumoHHble panbl
CLLeHapuMeB YCTaHOBKM
noacucrtem MNMNO ans
3a/1aHHOTO OKPYXKEHMUA

config/environments/<oxpy
XeHue>/<HasBaHUE
noncucTeMer>/vars/

4 (camMblit BbICOKMI
npuopuTeT)
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Mpn yctaHoske MMO napameTpbl KOHOUIYpaLMOHHbLIX Gai0B NPUMEHATCS B
COOTBETCTBMM C NOPAAKOM, NpuBeaeHHbIM B Tabanue (cm. Tabaumua 33), T.e. cueHapui
YCTaHOBKM  0bOpabaTbiBaeT CcHayana KoOHOUrypauMoHHble ¢aiabl B KaTanore
config/vars/, 3aTem B KaTanore config/subsystems/<uaszBaHue
noncucTeMe>/vars/ U T.4. ECan, Hanpumep, Kakon-nnbo napameTp OA4HOBPEMEHHO
3a/laH U B config/vars/ M config/subsystems/<Hassaume noncucTemur>/vars/, [1110
byaeT YyCTaHOBEHO co 3HaYeHnem napameTpa, 3a/laHHbIM B
config/subsystems/<uas3BaHue nomcucTemu>/vars/

Hu»ke onucaHbl npasuaa 0b6paboTKkM cueHapuamm yctaHosku MMO napameTpos,
MaCCMBOBMCHMCKOB,eOﬂ4OHMOAHOBpeMeHHO3aAaHbIBHeCKOﬂbKMXKOH¢MpraMMOHHHX
damnax.

Mpasnno 0bpaboTKM NapamMeTpoB: 3HaYeHWe napameTpa B KOHOUIypaLMOHHOM
daline c Oosiee BbICOKMM MNPUOPUTETOM MepeonpenenaeT 3HadyeHue napameTpa B
KOHOUrypaunmoHHom daine c bonee HU3KMM NPUOPUTETOM.

[Mpumep napameTpa:

valkey password: "example valkey password"

Mpasnno o0bpaboTKM MacCMBOB: MAaccuB B KoHUrypaumoHHom daine ¢ bonee
BbICOKMM MPUOPUTETOM NepeonpeaenieT MacCMB B KOHGUrypaumoHHom dainne ¢ bonee
HU3KUM MPUOPUTETOM.

[NMpmep maccuBsa:

pPg_hba settings:

- type: local # Unix-socket access
name: all
database: all
method: trust

- type: host # Localhost IPv4 access
name: all
database: all
address: 127.0.0.1/32
method: trust

- type: host # Localhost IPv6 access
name: all
database: all
address: ::1/128
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method: trust
- type: host # Gitlab CI vbox-testing
name: all
database: all
address: 172.17.0.0/16
method: md5

Mpasnno 06paboTKM CNNCKOB: €CAM CINCOK B KOHOMIypaunmoHHOM daline ¢ bonee
HM3KUM  MPUOPUTETOM  COZEPKUT HOBble 31eMeHTbl  (KOTOpbIX He Obino B
KoHOUrypaunmoHHom oarnne ¢ 6onee BbICOKMM MNPUOPUTETOM), OHM AobaBaaoTCA K
MCXOAHOMY  CMMCKY. 3HayeHMe napameTpa B  CNUCKe, CcoAep’kallemca B
KOHPUTIypaunmoHHOM darine ¢ 6onee BbICOKMM NPUOPUTETOM, NepeonpeaenaeT 3HayeHmne
MmapameTpa M3 CMUCKa, codepxKalleroca B KoHOUrypaumoHHom dainne ¢ bonee HU3KMM
NPUOPUTETOM.

[Mpnmep cnmucka:

postgresqgl:
dbname: example db name # database name
port: 5432 # port
user: example user # user
password: ocs # password
extensions: ["pg partman bgw", "pg trgm", "pg stat statements",

"pgcrypto"] # necessary extensions
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MEPEYEHb TEPMWUHOB ¥ COKPALLEHUI

|/|CI'IO}'Ib3yeN\bIe B HaCTOALWLEM AOKYMEHTE TEPMUHBbI N COKPaWEHWA NPUBEOAEHDI B

Tabnunue (Tabnnua 34).

Tabnunua 34
CoTri)F; A:L:/Me Pacwunéposka

b, ba3za gaHHbIX

rMc focyaapcTBeHHas MHGOPMALIMOHHAA CUCTEMA

nc NHbOPMaLMOHHbIE CUCTEMDI

HCA HecaHKUMOHMPOBAHHbIM AOCTYN

0oC OnepaumoHHasa cucTema

b MNoacnctema 6e3onacHoOCTH

LY MNoacuctema «MapkeT»

o MporpammHoe obecneyeHme

NnoocC MNoacuctema obHoneHna OC

rncy Moacuctema CepBUC yBEAOMIEHMN

rny MNoacuctema Mnatdopma ynpaBneHmn

nyT [NogcncTema ynpaBaeHMA TeEHaHTaMM

rnro MpuKknagHoe nporpamMmHoe obecneveHne «Aspopa LleHTp»

MNpegnpuaTtune- Ob6LLecTBO C OrpaHMYEHHOM OTBETCTBEHHOCTbIO « OTKPbITas

M3roTOBUTEND, MobunbHaa nnatpopma» (000 «OTKpbITas MObUAbHAA

npeanpuaTne- nnatbopma»)

pa3paboTymk

[MpunoxkeHune [MpunoxeHnem ABNAETCA:
—  MObUnbHOE NpUNoKeHMe, GYHKLIMOHMpPYHOLLLEE NOA,
ynpasneHnem OC Aspopa/OC Android;
— npunoxeHue ana 3BM, GyHKUMOHUPYIOLLEM NOA,
ynpasneHnem OC cemeincTsa Linux

C3U CpeacTBo 3aWuUTbl MUHGOPMaLNM

cno CneumanbHoe nporpammHoe obecneyeHue

Cyb/l Cuctema ynpasaeHua 6azamm AaHHbIX

TokeH TOKeH - ayTeHTUOMKALMOHHbIE AaHHble, KOTOPblE BblAatOTCA
NO/1b30BaTE/0 NOCAE YCNEeLWHOW aBTOPM3aLLMM N ABNAKOTCA
KAHOYOM AN1A A0CTyNa K CNyKbam
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TepmuH/
CokpalyeHune

Pacwunéposka

Twunbl nopToB

1. BHewWHnM — A0CTyN K AaHHOMY TUMY MNOPTOB OCYLLECTBAAETCA
13-3a NpeaenoB KOHTPOIMPYEeMOW 30Hbl. Hanpumep, 3anpocbl oT
nonb3oBaTenen ¢ ponbto MNonb3osatens ABpopa MapkeT. [locTyn K
[AHHbIM MOPTamM MMeeT HapyLUUTE b;

2. BHYTpeHHUIM — A0CTYyN K AaHHOMY TNy NOPTOB MOXET
OCYLLECTBAATLCA TONbKO M3 KOHTPOANPYEMOM 30HbI. [laHHble
NOpPTbl MCMOBb3YHOTCA AN1A B3aMMOAENCTBMA APYT C APYTrOM
cepsumcos MMNO, KomnoHeHTOB cpeabl yHKUMOHMPOBaHMA MIMO 1
MHOPACTPYKTYPHbIX KoMmnoHeHToB M0, a Taxke AnA
B3aMMOZENTBMA NPUBUAETMPOBAHHbIX NOAb30oBaTenem ¢ MMO

YCcTponcTBo

MoA yCTPOMCTBOM NoApa3ymMmeBaeTca MoObBUIbHOE YCTPOMCTBO
n/mnn 3BM, Ha KOTOPOM GYHKLIMOHMUPYIOT COOTBETCTBYIOLLNE
KOMMoHeHTbI 110

LoA

LleHTp 06paboTKM AaHHbIX

3BM

9ﬂ€KTpOHHO—BbILH/ICfIl/ITEJ'IbHaﬂ MallnHa

24

JKcnayaTauMOoHHaA AOKYMeHTaums

API

Application Programming Interface — onncanme cnocobos (Habop
Knaccos, npoueayp, GyHKUMNA, CTPYKTYP UAN KOHCTAHT),
KOTOPbIMM O4Ha KOMMbIOTEPHAA NPOrPamma MOXKeT
B3aMMO/EeNCTBOBATL C APYroM NPOrpaMmmon

CD-ROM

Compact Disc Read-Only Memory — pa3HOBMAHOCTb KOMMNAKT-
AMCKOB C 3aMMCaHHbIMM Ha HMX AaHHbIMW, AOCTYMHbIMW TO/IbKO
ANA YTEeHUA

CDN

Content Delivery Network

Cookie

Hebonblion pparmeHT AaHHbIX, OTNPABAEHHbIM BEO-cepBepoM t
XpaHUMbI Ha 9BM nonb3osaTtena. Be6-kameHT (0O6bI4HO
Beb-Opay3ep) BCAKMI pa3 NPM NOMbITKE OTKPbITb CTPAHMLLY
COOTBETCTBYlOLLEro Beb-cainTa nepecbliaeT 3TOT parmeHT
NaHHbIX Beb-cepBepy B cocTase http-3anpoca

CSS3

Cascading Style Sheets 3 — cneundukauma CSS. MNpeactasnser
coboit dopMasibHbIM A3bIK, PeasiM30BaHHbIN C MOMOLLbIO A3bIKa
pa3meTKu

DHCP

Dynamic Host Configuration Protocol — ceTeBol npoTokon,
NO3BOIAOLLNIM CETEBLIM YCTPOMCTBAM aBTOMATMUYECKM MOAYy4aThb
IP-agpec n apyrne napameTpbl, HeobxoaMmble A8 PaboTbl B
cetn TCP/IP

DNS

Domain Name System - KomnbtoTepHaa pacnpeaeneHHas
cucTema Aansa noayvyeHua nHdopmaumm o AoMeHax
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TepmuH/
CokpalyeHune

Pacwunéposka

DVD

Digital Video Disc — onTnyecknit Hocutenb MHGOPMaLLMWK,
BbINO/IHEHHbIM B GOpMe AMCKa, ANA XPAaHEHNA Pa3IMYHOM
MHbOpMaumm B UMdpoBOM BMAE

ECMAScript 5

BcTpanBaembln paclumpAaembli HE MMEOLWNI CpeacTs
BBO/a-BbIBOAA A3bIK NPOrPaMMMPOBAHNA, NCMOb3yEMbIN B
KayecTBe OCHOBbI A4/1A MOCTPOEHUA APYTrUX CKPUNTOBBIX A3bIKOB

HTML5

HyperText Markup Language, version 5 — A3bIk AnA
CTPYKTYPUPOBAHUSA M NPeacTaBAEHNSA COAEPHKMMOro Beb-
CTpaHMUbI

HTTP

HyperText Transfer Protocol — npoTokon nprknaaHoOro ypoBHs
nepenayn aaHHbIx. OcHoBon HTTP aBnaeTca TexHonorma
«KIMEHT-CcepBep», TO eCTb NpeanosiaraeTca CyLecTBOBaHMe
noTpebutenemn (KNMEHTOB), KOTOPbIE MHULIMMPYIOT COeANHEHNE U
NOCbINIAtOT 3aNpPOC, M NOCTABLLMKOB (CepBEPOB), KOTOPbIE
OXXMAOAKOT COeAMHEHMA ANA NOSyYeHWA 3anpoca, NPOU3BOLAT
HeobxoAMMble AEeNCTBMA M BO3BPaALLAOT 06paTHO cooblieHmne C
pe3y/ibTaToOM

HTTPS

Hypertext Transfer Protocol Secure — paclmnpeHne npoTokona
HTTP ana noanepku WndpoBaHMA B LLEAX NOBbIWEHUS
Hbe3onacHocTK. [laHHble B npoTokone HTTPS nepeaatoTca noBepx
Kpmuntorpapuyeckmx npotokonos SSL mam TLS

Internet Protocol - ocHOBHOM NPOTOKO CETEBOIO YPOBHS,
ncnonb3ytowmincs B UHTepHeTe n obecneymBatomin e guHYO
CXEeMY NOrMYecKom aapecalmm ycTPOMCTB B CETU U
MapLLPYTM3aUMIO AaHHbIX

ISO-06pa3

O6pa3 onNTMYeCcKoro AMCKa, CoaepKallmii GannoByo CMCTEMY
cTaHaapTa ISO 9660

JSON

JavaScript Object Notation — TekcToBbI dopmaT oOmeHa
AaHHbIMW, OCHOBAHHbIN Ha JavaScript

MTP

Media Transfer Protocol —annapaTHO-He3aBUCUMbINA NPOTOKON,
OCHOBaHHbIM Ha PTP

NFS

Network File System —npoTokon ceTeBoro A0cTyna K ¢annosbim
CMCTEMAM, NO3BONAOLLIMIA MOHTMPOBATL (MOAKAOYATD)
yOanéHHble pannoBble CUCTEMbI Yepes CeTb. 3@ OCHOBY B3AT
NPOTOKOA BbI30Ba yaAanéHHbIx npoueayp (ONC RPC)

Nginx

Beb-cepBep M NOYTOBLIM NPOKCU-cepBep, paboTatowmin Ha
Unix-nogobHbix OC



https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BA%D1%81%D0%B8-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/Unix
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TepmuH/
CokpalyeHune

Pacwunéposka

OIDC

OpenlID Connect — ypoBeHb ayTeHTUPMKaumm OAuth 2.0,
MHOPACTPYKTYpPbl aBTOpM3aLnmn. KoHTpoampyetca OpenlD
Foundation

RPM-naket

®ainn dopmata .rpm, NO3BONAOLLMIA YCTAHABIMBATL, YAANATH U
OOHOBANATL NPUNOXKEHWUA HA YCTPOMCTBAX

SMTP

Simple Mail Transfer Protocol — ceTeBon npoTokon,
npeaHa3Ha4YeHHbIN ANA nepeaadym 3NeKTPOHHOM NOYTbl B CETAX
TCP/IP

SSH

Secure SHell — ceTeBOM NPOTOKON NPUKNAAHOTO YPOBHS,
NO3BOIAIOLINI NPOU3BOANTL YaAaneHHoe ynpasneHune OC u
TyHHenunposaHune TCP-coeanHeHuin (Hanpumep, a8 nepesaymn
dainnos)

TCP

Transmission Control Protocol — npoToKon TpaHCNOPTHOrO
YPOBHA, rapaHTMPYIOLLNI LLENOCTHOCTb NepeaBaeMbIX AaHHbIX U
yBeAOM/IeHWe OTNPaBUTe IA O pesy/ibTaTax nepesayn

TLS

Transport Layer Security — KpunTorpapuyeckuii NpoToKo,
obecneynBatolMi 3aLLMLEHHYIO Nepeaady AaHHbIX MeXay
y31amu B ceTu MHTepHeT

URL

Uniform Resource Locator — eanMHo0bpa3HbIM N0OKATOP
(onpeaennTenb MeCTOHAXOXKAEeHWA) pecypca
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