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AHHOTALUWA

HacToAawmin [OKYMEHT ABAAETCA PYKOBOACTBOM pa3paboTymka NOACMCTEMDI
Cepsuc ysepomneHuit (MCY), BXogAWMN B COCTaB MNPUKAIAHOTO MNPOTrPAMMHOrO
obecnevyeHns «Aspopa LeHTp» AAMTI.20134-01 (panee — MNMO) penns 5.3.0.

NMPUMEYAHUA:

v MoapobHaa nHpopmauma o coctase u HasHadeHum MM0O, a Takke TpeboBaHUsA K
YCNIOBMAM BbINO/SIHEHNA NpPUBEAEHbl B AO0KYMeHTe «PyKOBOACTBO aAMWMHMCTpaToOpa»
AOMT.20134-01 91 01;

v MoapobHaa uHbopmauma 06 OCOBEHHOCTAX PEe3epPBHOr0  KOMMPOBaHMA
npuBeaeHa B  [AOKyMeHTe «PeKOmeHZauuMu MO  pe3epBHOMY  KOMMPOBAHUIO»
AOMT.20134-01 91 02.

HacToawmin AOKYMEHT COAEPXKUT MHCTPYKUMM ANA pa3paboTynmKka NpUNoKeHUN,
BbIMONHAKOWMX OTNPABKY push-yBeAOMAEHWIA HA YCTPOMCTBA, PYHKLMOHMPYLOLME MO,

ynpasaeHuem onepaumnmoHHom cuctemsl (OC) Aspopa.
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1. ObLWLWAA UHPOPMALUA

MPUMEYAHUE. DYyHKUMOHANBbHOCTb MOAYYEeHMA push-yBeAOMNEHWI AOCTYMNHa B
OC ABpopa, HaumHana c Bepcun 3.2.2.

Echm Ha MOMEHT OTnpaBkM push-yBeaoMaeHMA YCTPOMCTBO HeAOCTYMHO,
NPUNOXKEHWE NONYYUT push-yBeaOMAIEHME NOC/E MOAKNOYEHMA K CeTH, obecneynBatoLen
noctyn Kk Cepsepy npunoxennn MCY.

[na mncnonb3oBaHMA push-yBeAOMAEHMIN B CBOMX CUCTEMax pa3paboTymkam
HeobxoAMMO pacwnpuTb OGYHKUMOHANbHOCTb MPUIOKEHMA W CepBepa BHELIHEro
NPUNOXKEHWNA, OTNPABAAIOLLErO push-yBegomneHua.

MPUMEYAHMUE. He pekomeHAayeTCA C NOMOLLbIO push-yBeAOMAEHMA OCYLLLECTBAATb
nepeaavyy KOHPUAEHUNANbHON U YYBCTBUTENbHON MHPOPMALIMWN B HE3ALLMLLIEHHbIX CETAX,
T.K. MNPOTOKOA B3ammogencTemsa yctponctea c Cepsepom npunoxeHun T[CY He
noApa3symeBaeT nepeaadvy KOHPMAEHUMANbHOM MHGOPMALLUN.

Mpn pa3paboTke NPUAOKEHUN AOCTYyMHblI cneayroulme cnocobbl TECTMPOBAHMA
OYHKUMOHANbHOCTM push-yBeAOMIEHMNIA:

— MNOAK/OYEHNE K TECTOBOMY CEpPBEpY;

— MCnonb3oBaHMe NaarnHa ana amynaumm Cepsepa npunoxeHnn MCY.
1.1. Paborta c TectoBbiM CepBepom npunoxeHun NCY

[na Toro, 4tobbl NCNONL30BATL B pa3paboTke TecToBbIM CepBep npunoxkeHuin NCY
ANA OTNPaBKM push-yBegoMNeHMN, HEODXOANMMO BbINONHUTL CAEAYIOLNE LWarun:

1) Monyuntb goctyn K TectoBomy Cepsepy npunoxkenuni MCY:

— HanpaBWTb 3aMpoC B TEXHMYECKYKD NOAAEPXKKY NnpeanpuAtTua-paspaboTymKa
dev-support@omp.ru;

— MOAYYUTb KAKOYM ANA A0CTyNa K TectoBomy CepBepy npunoxkenuin MCY;

— MCMNONb30BaTb KAKOYM NPU B3aMMOZENCTBMM CEPBEPA BHELIHErO NPUIOKEHMA C

TectoBbIM CepBepom npunoxeHni MCy;


mailto:dev-support@omp.ru
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2) Co3aaTb M YyCTAaHOBUTL NPUNOMKEHWNE HA YCTPOMCTBE:

— YCTaHOBWTb 3aBUCUMOCTU;

— nepefatb B TMPWIOXKEHME applicationId, MNOJYYEHHbIN OT NOAAEPKKMU
pa3paboTynKoB;

— 3apermcTpmMpoBaTbCA B push-A4emMoHe C MOMOLUIbK applicationId, NOAYYMB B
OTBET Ha 3aNpocC registrationId Ana TectoBoro Cepsepa npunoxeHuin MCy;

3) OpraHun3oBaTb Nepedavy push-yBeaoMaeHNIn cepBepa BHELWHETO NPUIOKEH WA
yepe3 TecToBbI CepBep npunoxkeHmn MCY:

— nepefatb registrationId CepBepy BHELWHEro MNPUAOXKEHUA [OOBEPEHHbIM
cnocobom OT NPUAOKEHWUA. ITO NO3BOAUT CEPBEPY BHELIHErO MNPUNOXKEHMA OTNPABAATb
TapreTMpoBaHHbIe push-yBeAOMIEHMA K CBOMM MPUNOKEHMAM Ha KOHKPETHOM YCTPOWCTBE;

— NO/Y4YUTb TOKEH AOCTyNa Ha TectoBom CepBepe npunoxkenHni MCY yepes cepsep
BHELWHEero NpunoXeHua;

— nepeaaTtb Yepes cepBep BHELWHErO NPUAOKEHMA push-yBeOMIEHMA, MCNOb3YA
TOKEH A0CTyNna M MAEHTUDUKATOP CBA3KM MNPUNOKEHME — YCTPONCTBO registrationId.

Mpouecc peructpaumm NpUIoKeHnn npuseaeH Ha pucyHke (PucyHok 1).

MobunbHoe ycTpoucTBO Cepeep npunoxexus MCY

MobunbHoe npunomeHwel |Cepsnc transport—apil ]Cepsep MOBUILHOT O NPUNOXEHUS

i 1 Perndrpauus ycTpoicTsa i
|2 Ycnewwas perucrpauus ‘ '
'< AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 1 f

'
'3 Peructpauusa npunoxeHus c application_id ‘:
T |

; Perndrpauus CBA3KW NPUNOXEHUS + YCTPOUCTBO
! " ¢ application_id u device_id

1 '
1

‘(hsﬂ}fvcwl'rl_ér’rllrlﬂra”ﬂ” peructpauus ¢ registratjion_id

! 1
6 YcnewHas perucrtpaums c registration_id

i 7 Nepepaya registration_id

i( 8 Cratyc nepepauyu registration_id i
.................................................................................... S| OO . .|

MobunbHoe npunoxexHue |Cepawc transport—apil 1Cepaep MOOUNBLHOrO MPUOXEeHUs
PucyHokK 1

3anpoc Ha pernmcrpaynto I—IpVIﬂOH-(eHMlZ AO1XKeH NMPONCXoamTb MNpn KaxXaom ero

3aMnycCKe, T.K registrationId MMEET CPOK }KWN3HU, HE 3aBMCﬂU.LMlZ oT ﬂpVIﬂOH-(QHMVI.


https://community.omprussia.ru/documentation/software_development/guides/push/server.html
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1.2. MonyyeHune poctyna K Tectosomy Cepsepy npunoxeHuin MCY

NMPUMEYAHUE. [1ns TecTMpoBaHMA cepBepa BHELIHEro MPUAOXKEHWUA, KOTOPbIM
OoTNpaBAseT push-yBeAOMAEHUA, N MPUNOKEHMA, KOTOPOE NoayvaeT push-yBeaoMIeHuMs,
HeobXoAMMO MCNONb30BaTb TecToBbIM CepBep NpuaoxeHui MCY.

[na nonyyeHMa HaCTpoOeK NoAKAOYeHMA K TecToBoMy CepBepy npunoxenHuin MNCY
HeobxoamMmo HanpaBuTb MMCbMO B TEXHMYECKYHO noAnePKKY
npeanpuaTna-paspabotyinKka: dev-support@omp.ru, yKas3aB Ha3BaHWe OpPraHWsaumm,
KoTopol TpebyeTcA NnpeaocTaBUTb A4OCTyN. B oTBeTHOM Nncbme ByayT HanpasaeHbl aapec
M NOPT, a TaKkkKe dann c HacTpohkamm Cepsepa npunoxkeHu MNCY m HacTporKkammu
npunoxeHun. HacTtpolkn Cepsepa npunoxkenum [CY BblgaloTcA B €AMHCTBEHHOM
9K3eMNnAApe Ha OpraHM3auMto, MPU 3TOM MNPUNOKEHMNA (KarKaoe M3 KOTOPbIX MMeeT
HACTPOMKN) MOXKET BbITb HECKO/IBKO.

HacTpolikn HeobxoaMmo yKasaTb B  KOHPUIypauum cepBepa BHELIHEro
NPUNOMKEHWNA, KOTOPbIM NOCNE NPOXOXKAEHMA ayTEHTUPUKALMM NOMYyHaAET TOKEH AOCTYNa U
oTnpasnaeT push-ysegomnenua yepes Cepsep npunoxkenmin MCy.

CNMCOK HacTpoeK ANA NOAKNOYEHNSA CEPBEPA BHELLIHETO MPUNOXKEHNA K TECTOBOMY
Cepsepy npunoxeHuin MCY:

— project _id — YHWKaNbHbLIM NAEHTUPUKATOP NPOEKTa;

— push public address - agapec Tectosoro Cepsepa npunoxeHuin MCY, Ha
KOTOpPbIM OyAyT OTNPaBAATLCA 3aNPOCh;

— api_url - agpec APl Tectosoro Cepsepa npunoxeHun Mcy;

— client id - QaKKayHT Yy4eTHOM 3anucu paspaboTumMka B noacucTeme
6e3onacHocTh TecTtoBoro Cepsepa npuaoxeHui MNCY, obbiyHO coBnaaaeT ¢ ID NpoekKTa;

— scopes — CMUCOK AENCTBUM, KOTOPble MOTYT BbITb pa3peLleHbl MPUAOKEHNIO;

— audience - npeanonaraembii NoTpebuTenb TOKEHA, Kak NpPaBmao, 3TO cepBep
pecypcos (API), K NpMNO}KEHMIO KOTOPOro He0bX0AMMO NONYYNTb AOCTY;

— token url — afpec NojyYyeHnA TOKeHa aBTOPMU3aLLMK 1A 3aNPOCOB K TECTOBOMY

Cepsepy npunoxeHun MNCy;


https://aurora-partner-push-test.ompcloud.ru/
mailto:dev-support@omp.ru
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— key id — wnaeHTMPMKATOP NpuBaTHOrO KAto4a RSA ana nepefaym coobuieHui
MeXOy CeEPBEPOM BHELLHEro npuaoxenuna n Cepsepom npmunoxkennn MCy;

— private key — nNpuMBaTHbIM KAo4 RSA ana nepepaun coobuieHuin mexay
CEPBEPOM BHELWHEro npuaoxeHma u TectoBbiM Cepsepom npunoxeHun TCY.
PekomeHaumMKM NO poTaLMM NPUBATHOIO K/1tOYa NPOeKTa NpuseaeHsbl B . 2.3.6.

[na NnpuNoXKeHU AOCTyNHa HAaCcTPOMKa CeayoLWmMx NapameTpoB:

— application id — YHWKaAbHbIN WAEHTUPUKATOP NPUIOKEHWIA, KOTOPbIN
HeobxoanMmo A06aBUTb B MPUAOKEHME;

— project id —YHUKaNbHbIK MAEHTUGUKATOP NPOEKTA.

MPUMEYAHMUE. Application id Heobxo4MMO MCNONBL30BaTb ANA PETUCTPALUN B
push-oemoHe Ha yctponcTee. KaxkaoMy application id MOMET COOTBETCTBOBATb TO/bKO

1 npunoxeHue.

1.3. MnarvH ana amynaumm push-ysegomneHnm

B ABpopa SDK npeaycmoTpeHa BO3MOKHOCTb MPOTECTUPOBATb PAbOTYy CTOPOHHErO
NPUNOXKEHWA, OTNPABAAIOLLETO push-yBeAOMNEHMA, Ha IMYNATOpE.

[na  HacTpoWKkM nnarMHa  push-yBegomneHuit  HeobxoAMMO  BbIMONHWUTD
cneayrouwme AencTBumA:

1) CTeHepMpOBaTbcepTM¢MKaTcert.penlmKﬂKﬂlkey.pem,BHﬂOﬂHMBHomaHAy
openssl B TEpMMHaNe B cuCTeMe pa3paboTyMka. BmecTto MHOrotoumit aonyckaeTcs
3aNOMHUTb NONA B ONUMKM —subj COBCTBEHHBbIMM 3HAYEHMAMM AN ONYCTUTb. OrpaHMYeHmA
Ha [aHHble 3HaYEeHMA OTCYTCTBYHOT.

Mpumep:

openssl reqg -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days
365 -nodes -subj
"/C=RU/ST=.../L=.../0=.../0U=.../CN=.../emailAddress=..."

2) B Apopa IDE 3anyctntb mawmHy cbopkn Aspopa Build Engine, HaxaB KHOMKY
3anycKa, PacnosioXKeHHY B HUXKHEM JieBOM yry okHa Aspopa IDE;
3) Co3spatb daln HacTpoek Ana caykbbl push-yBegomneHuii: «MapameTpbi» ->

«Push-yBeaomneHuns» -> Bknagka «Cnyxba» -> «Pan Hactpoek» -> «Co3aaTby;
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4) Ha Tom e BKNaake «Cnyxba» B pasaene «KoHPUrypauma» yKasaTb KAOUMN 13
wara 1 8 nonax «Pamn ceptmdmnKkaTa» n «Pamn Kaova;

5) Mpun HeobxoaMmocTn [00aBUTb 3HAYEHME MO YMOAYAHWUIO ANA NOoJel
«aHHble» 1 «3aro/I0OBOK» BO BKIaAKe «3HaYeHMe No YMOAYAHUIO A8 YBEAOMTEHNNY;

6) HaxkaTb KHOMKY «[TPUMEHUTBLY;

7) YCTQaHOBMTb Ha 3MynATOpe NakKeT push-example W3  CUCTEMHbIX
penosutopmnes. [nAa 3Toro HeobXOAMMO MNOAKMOUMTLCA K IMYNATOPY M BbINOJHUTL

KOMaHAY pkcon:

ssh -p 2223 -i ~/AuroraOS/vmshare/ssh/private keys/Aurora OS-Emulator-
latest/nemo nemo@localhost
pkcon install push-example

8) OTKPbITb NPUNOXKEHME push-example Ha IMYNATOPE;

9) B ABpopa IDE OoTKpbITb HUKHIOW BKAaAKY «Push-yBegomneHusa» nam HaxkaTb
coYyeTaHue Knasuw Alt+9;

10) BbibpaTb MAeHTUOMKATOP YCTPOMNCTBA;

11) BBecTn naeHTMOMKATOP MNPUNOKEHWA B NOAe chnpaBa OT MAeHTMdMKATOPa
ycTponcTsa. [Ans push-example aTo testApplication;

12) Beectun TEKCT yBeAOM/IEHUA 7 Ha*KaTb KHOMKY «OTnpaBuTb
push-yBegomneHmne».

MnarnH Ana amynaumm push-ysegoMneHnin No3BoAAET OTNPaBAATb YBEAOMAEHMS
He TO/NIbKO Ha TEeCTOBOE, HO M Ha COBCTBEHHble NpuAoKeHuA. [na 3Toro HeobxoaAMMO
BbINONHUTL CAeaytolwme AenCTBUA:

— 3anyCTUTb NPUNOXKEHMNE;

— B ABpopa IDE BO Bknaagke «Push-yBegomneHua» yKas3aTb B Ka4yecTBe
naeHTUPUKaTopa applicationId, C KOTOPbIM MPUIONKEHWE PErUCTPMPYeTCA B
push-gemoHe. MaeHTMdMKATOP AR IMYNATOPA MOXKET ObITb HOObIM.

MPUMEYAHUE. MoapobHoe onucaHne npouecca pa3paboTkM CcoOCTBEHHOrO

npunnoxeHna gnA pUSh-YBe,ﬂ,ONU'IeHl/IVI npneeaeHO B HacToAwemM AOKYMEHTE.
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2. ONMNCAHWE PABOTDI

2.1. MoAaroToBKa K pabote

[na nonyyeHua push-yBeaoMaeHM Ha YCTPOMCTBE MCNONb3yeTcA push-aemoH,
ABNALOLMIMCA CUCTEMHBIM KOMNoHeHTom OC ABpopa.

MPUMEYAHMUE. Mpn paspaboTke NpuaoKeHUn cneayet ybeamnTbea, 4To B ABpopa
SDK 1 Ha yCTpoMCTBax MMetoTCA HEODXOAMMbIE NAKETbI.

[Ona Bxoaa B ABpopa Build Engine HeobxoaMmMo BbINOAHUTL KOMAHAY:

ssh -p 2222 -i ~/AuroraOS/vmshare/ssh/private keys/engine/mersdk
mersdk@localhost

[na ycTaHOBKM nNakeToB (ecanm OHM oTcyTCTBYtOT) B ABpopa Build Engine

HeobHX0AMMO BbIMOJHUTL KOMaHAY:

zypper in push-daemon-libs push-daemon-devel

[1na Bxo4a Ha YyCTPOMCTBO HEOHXOAMMO BbIMOAHNTL KOMaHAY (device ip cneayet
YTOYHWTb B HACTPOMKAX YCTPOMCTBA; username A4 Bepchit ABpopa OC, HaumHaa c 4.0 —

defaultuser, 414 BEPCUIM HUXKE — nemo):

ssh <username>@<device ip>

[na ycTponctBa HE0HX0AMMO BbINONHUTL KOMAHAY YCTaHOBKM BUBAMOTEK:

pkcon install push-daemon push-daemon-libs

[ns npoBepKkn Hannmuma naketa B ABpopa Build Engine He06X0AMMO BbINOAHUTL

KoMaHay:

zypper search <umsa naxkeTa>

Mpumep KOMaHabl A5 YCTPONCTBA:

pkcon search <umsa nakera>
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2.2. Pa3paboTka npunoxKeHuna

2.2.1. Obuwee onuncaHue

MPUMEYAHUNE. OyHKUMOHAN nonyyeHua push-yBeAOMAEHM AOCTyneH B
OC ABpopa, HaumHasa c Bepcun 3.2.2.

BHUMAHWE! MpueeseHHoe B HacToAWem noApasfene OonMcaHWe KNaccoB M
dyHKUMN npumeHnmo ans OC ABpopa, HaumHas ¢ Bepcum 4.0.

[inAa nonHoueHHon paboTbl push-AemoHa MPUAOXKEeHWEe AOMKHO MOAAEPMKMBATb
paboTy B GOHOBOM peXMMe, T.e. MPOLECC AO0/KEH BbIMOAHATLCA W MPWU 3aKPbITUK
rpaduyeckoro nHTepdelica.

OCHOBHOWM Kfnacc, ucnonb3dyembln ana paboTbl ¢ push-yBegomneHuamm, —
Aurora: :PushNotifications::Client.

B Hauane paboTbl NpuNoOKeHWA HeobXoAMMO YCTaHOBMTb applicationId C
MOMOLLbIO METOAA Aurora: :PushNotifications::Client::setApplicationId().

3HayeHne applicationId HeoHXOAMMO MONYYUTb B TEXHUYECKOM MOAAEPIKKE
npeanpuaTna-paspabotyunka. JaHHbIn MAEHTUDMKATOP MOXKHO BbIHECTM B KOHOUIYpaLMIO
NPUNOXKEHUIM MW NPOrpammMHO 3anpawmneaTtb y Cepsepa npuaoxeHmin NCY Ao Havana
npouecca perncrpaumu.

NPUMEYHAHUE. Kakoomy applicationId MOXeT COOTBETCTBOBATb TOJIbKO
O4HO MPUIOXKEHMUe.

Ha ocHoBe applicationId push-4eMoOH BbIMOAHAET MOMCK COOTBETCTBYIOLLETO
eMy registrationId, NocC/ae 4Yero nNpu BblI30BE METO[a registrate () 3Ta Napa
OTNpaBAAeTCA Ha cepBep, rae NPoM3BOAMTCA NPOBEPKA €e aKTyanbHOCTU. Ecam napa He
aKTyanbHa (MM ecAn registrationId MyCTOM B C/Ay4ae MepBOM perncrpaumm), To
reHepupyeTca HOBbIM registrationId, KOTOPbIA BO3BPALLAETCA MPUIONKEHMEM Yepes
push-gemoH. Ecan e napa y)Ke Oblna akTyasibHa, TO BO3BPALLAETCA CYLLECTBYOLNA
registrationId, MNO3TOMY registrationId ABAAETCA MOCTOAHHbIM [ONA CBA3KM

NPUNOXKEHNA M YCTPOMCTBA.
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B c/nydyae HeaKTMBHOCTM MO/b30BATENA B TeyeHue ANUTEeNbHOro BpemeHu byaet
OTNpaB/AeH CUTHaN clientInactive, NPWU 3TOM eCAM NPUNOKeHWe paboTaeT B OHOBOM
peXMMe U He BbINONHAETCA HMKAKMX aKTUMBHbIX MNPOLLECCOB, TO OHO AO/IKHO 33aBEPLIUTb
paboTy B LeNAX 3KOHOMUKM 3apAda akKymynaTopa. B AanbHelwem ana BO30OHOBNEHWA
PaboTbl NPUNOKEHMA ero noTpebyeTca 3anyCTUTb 3aHOBO.

Kaxpaoe push-yBegomneHne CoOAepKMUT Nona ANA 3aro/loBKa, TeNo CoobLIeHNA u
0OBEKT C JAaHHbIMKM, KOTOPbIA NpeacTaBndeT cobor Habop nap «KAY-3HAYEHMEY.

CTpyKTypa C onmcaHnem push-ysegomneHms:

struct Push
{
QString data; // cTpoka, comepxamas CepuaM30BaHHBM JSON-O0OBEKT
QString title; // 3arosioBOkK COOOWEHUSI
QString message; // Tesyio coolueHUs
QString action; // 3Bape3epBUPOBAHO g OYIOyNErO MUCIOJb30BAHUMA
QString image; // Bape3epBUPOBAHO Mg OyOylEeTO MCIOJb30BAHMS
QString sound; // 3ape3epBMPOBAHO IJid OyIOylleTro MCIOJb30BaHUSA
quint32 categoryId = 0; // 3ape3epBMPOBAHO IOJd OyIOymeTO MCIOJb30-
BaHMA

}s

NMPUMEYHAHUE. Bce nona, Kpome data, npeaHasHadeHbl ANA CUCTEMblI U HeT
rapaHTMK, 4TOo OHM ByAyT NepenaBaTbCA B MPUIOKEHME BCEraa.

Data fABNAETCA CepuManm3oBaHHbIM B CTPOKy JSON-obbektom. dopmart
JSON-06beKTa B data MOXKeT OblTb NPON3BONAbHbIM. ATPUOYT data, B YaCTHOCTM, MOXHO
MCNONb30BaTb A/ YKa3aHuA Tuna push-ysegomneHma — text, command W T.A4.,
Hanpumep, «{«type»: «command», «text»: «value»}».

Cnuncok 3TUX CTPYKTYpP Aurora: :PushNotifications::PushList
BO3BpPALWAETCA C CUTHAJIOM Aurora: :PushNotifications::Client::notifications
(cm. APl Aurora::PushNotifications::Client). Kaxpgoe push-yBegomnenue,
nosy4eHHoe Taknm obpa3om, B JasbHENLEM MOXKET ObiTb BbiBEAEHO KaK yYBeAOM/EHME
(n.2.2.2).

APl KnneHTa Aurora::PushNotifications::Client ana  pabotbl  C

push-4emMOoHOM COCTOUT U3 METOA0B WU CUTHANOB.
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OCHOBHbEIMeTOAbH
— void setApplicationId (const QString &applicationId) —
yﬂﬂHaBﬂMBa€FO6beKﬂ/Kﬂaaﬁ Client applicationId MNPWUAOXKEHWUA, OO0XKEH ObITb
Bbl3BaH HENOCPEACTBEHHO NMepen BbI3OBOM startHandler.

NMpumep:

bool Application::start(const QStringList &arguments)
{
auto applicationId = getApplicationId();
m client->setApplicationId(applicationId); // m client - =TO
oBwekT kJjlacca Aurora::PushNotifications::Client’
if (!m client->startHandler()) {
gWarning () << "Failed to start push client, can not start han-
dler";
return false;
}
if (arguments.indexOf (QStringLiteral ("--gui")) != -1) {
startGui () ;
}

return true;

— QString applicationId() — BO3BpalLAET YyCTAaHOBAEHHbIM B 0ObEKTE Knacca
Client applicationId.

NMpumep:

gDebug () << "Current client applicationId:" << m client-
>applicationId(); // m client - 2TO 0OBEKT KJjacca
Aurora: :PushNotifications::Client

— void registrate() — oTnpasndeT 3anpoc Ha Cepsep npunoxeHui MNCY Ha
PEerncTpaunio NPUNOKEHNA (CnedyeT Bbi3blBaTb NPU KaXKAOM 3aMyCcKe NPUNOKEHMA);
— bool isPushSystemReady () — BO3BpallaeT CTaTyC TrOTOBHOCTU
push-gemoHa:
® true, ecau push-gemoH moxeT 0bpabaTbiBaTb 3aNPOChl NPUNOKEHUA;
® false — BMNPOTUBOMOJIOKHOM C/Iy4aE;
— int error () —NO3BOAAET NOAYYUTb KO NOCAeAHEN OLWNOKM perncTpaumu;
— QString errorMessage() — [MO3BOJAET MOJY4YNUTb TEKCTOBOE OMNWUCaHWe

nocneaHen oWnbKM perncTpaLmm.
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OCHOBHblEe CUTHANbI:
— void pushSystemReadinessChanged (bool status) — nNepegaeTca npu
M3IMEeHEHNIN COCTOAHUA pUSh—,EI,EMOHa. Status MMEET 3Ha4YeHUe true, €Cn yCTpOP’ICTBO
CnocobHo NnoJsly4aTb pUSh-yBe,ﬂ,OMJ’IeHVIﬂ, false — B MPOTUBOMNO/NIOKHOM C/y4ae.

Mpumep:

connect (m client, &Aurora::PushNotifications::Client::pushSystemReadi-
nessChanged, this, [] (bool status) {
gDebug () << "Daemon can receive push notifications: " << status;

1)

— void registrationId(const QString &registrationId) — nNepegaeTcs
npn  Noay4YeHWMn OOBEKTOM Knacca Client registrationId, coZepallero
naeHTMOUKaTop npunoKeHua. [JaHHbIn MAeHTUOUKATOP A0/MKeH ObiTb OTNpaB/ieH Ha
CepBep npunoxeHmin MCY ana peanmsaumm BO3MOXKHOCTM OTNPaBKKU push-yBeAOMNEHN.

Mpumep:

connect (m_client, &Aurora::PushNotifications::Client::registrationId,
this, [this] (const QString &registrationId) {
gDebug () << QString("Registration is successful for %$1. Registra-
tionId: %2") .arg(applicationId()) .arg(registrationId);
setRegistrationId(registrationId);

1)

— void registrationError () - nepenaeTca B C/AyvYae HeyaadyHoM
perncTpaumu.

Mpumep:

connect (m _client, &Aurora::PushNotifications::Client::registrationEr-
ror, this, [this] () {
gWarning () << "Registration error for " << applicationId();

)

— void notifications (const Aurora: :PushNotifications: :PushList

gpushList) — nepedaetca npu noaydyeHum o6beKTOM Knacca Client push-
YBEAOMNEHWUN. PushList COAEPHKMUT CMUCOK COODLLEHN.

Mpumep:

connect (m client, &Aurora::PushNotifications::Client::notifications,
this, [this] (const Aurora::PushNotifications::PushList &pushList) {
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for (const Aurora::PushNotifications::Push &push : pushList) {
gInfo() << "Push title" << push.title;
gInfo () << "Push message" << push.message;

— void clientInactive() — NepenaeTca B CAyvyae, eCAu NPUAOXKEHME He
B3aMMOAENCTBOBANO C push-yBeAOMAEHMAMM ANMTenbHOe Bpems. Ecnm npunoxkeHune
3anyLLeHO B POHOBOM pPEXKMME, EI0 PEKOMEHAYETCA BbIK/MHOUYNTD.

Mpumep:

connect (m_client, &Aurora::PushNotifications::Client::clientlInactive,
this, [this] () {
if (!m guiStarted) {
gInfo() << "Handling inactivity in background mode";
QGuiApplication::instance ()->quit ()
return;
}
gInfo() << "Ignoring inactivity signal";

)

2.2.2. Pabota c push-yBegomneHunamm ot sepcmmn OC 4.0 1 Bbilwe

Mpumep cTopoHHero npunoxeHma Push Receiver ;emoHCTpmpyeT ncnoab3oBaHme
APl Push daemon, nonydyeHune u 00paboTKy push-yBeaOMNeHUIn, a TaKKe Uux
oTobpaxeHue. Mpumep NONHOCTbIO onybnMKoBaH Ha pecypce
https://gitlab.com/omprussia/examples.

APXUTEKTYPA NPUNOKEHNA BKAOYAET CAEAYIOLINE SNEMEHTDI:

— main.cpp — CTapTOBaA TOYKA NPUIOKEHUSA;

— ApplicationController — KAacCC, peanmaytolmi kameHtckoe APl ans paboTbl
c push-yBegomnenmamu. YHacnegosaH ot QObject;

— ApplicationService — KAacc, peanm3yroLlmnii CepPBUC ANA KOHTPOAA PaboTbl
npunoxeHuna B GOHOBOM pexMme/Ha nepeaHem niaHe ¢ nomollbto D-Bus-cepsuca wu
aprymeHTOB KOMaHAHOW CTPOKK. YHacneaosaH oT QDBusAbstractAdaptor.

BcnomoratenbHble Knaccbl M gml-kod, Ana  rpaduyeckoro umHTepdenca (B

HaCTOAWEM AOKYMEHTe He MPUBOAATCA, MOTyT BbiTb OnpeaeneHbl NPOU3BO/bHO).
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2.2.2.1. 0O6baBneHne NpUNOKeHMA

®parmeHT KoZa Kaacca, oTBevalowero 3a B3auMmogeictame APl push-gemoHa u

MHTepdenca NPUNOKEHUA:

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nity@omp.ru>
// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONCONTROLLER H
#define APPLICATIONCONTROLLER H

#include <QtCore/QObject>

#include <push client.h>
#include <auroraapp.h>

class QQuickView;
class NotificationsModel;
class ApplicationController : public QObject

{
Q OBJECT

QO PROPERTY (NotificationsModel *notificationsModel READ notifica-
tionsModel CONSTANT)

Q PROPERTY (QString applicationId READ applicationId NOTIFY appli-
cationIdChanged)

Q PROPERTY (QString registrationId READ registrationId NOTIFY reg-
istrationIdChanged)

public:
explicit ApplicationController (QObject *parent = nullptr);
ApplicationController (const QStringList &arguments, QObject *par-
ent = nullptr);

NotificationsModel *notificationsModel () const;
QString applicationId() const;
QString registrationId() const;

signals:
void applicationIdChanged (const QString &applicationId);
void registrationIdChanged (const QString &registrationId);

public slots:
void showGui () ;

private slots:
void _setApplicationId(const QString &applicationId);
void setRegistrationId(const QString &registrationId);
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void pushListToNotificationList (const Aurora::PushNotifica-
tions::PushList &pushList);
void quitOnClientInactive();

private:
OString readApplicationId() const;

private:

Aurora: :PushNotifications::Client *m notificationsClient{ nullptr
i

NotificationsModel *m notificationsModel{ nullptr };

QQuickView *m view{ nullptr };

OString m registrationId{};
bi

#endif // APPLICATIONCONTROLLER H

API Aurora::PushNotifications AOCTYMHO NPV NOAKAOYEHUU BUBANOTEKM
libpushclient, OCHOBHbIE K1acCbl 0OBABAEHBI B 3aroI0BOYHOM daine push client.h.
B KOHCTPYKTOpE npouncxoanTt noakAtoveHne CUTHaNoB

Aurora: :PushNotifications::Client K C/0TaM Application:

connect (m notificationsClient, &Client::clientInactive, this,
&ApplicationController::quitOnClientInactive);
connect (m_notificationsClient, &Client::pushSystemReadiness-
Changed, [] (bool status) {
gWarning () << "Push system is" << (status ? "available" : "not
available");
1)
connect (m_notificationsClient, &Client::registrationId, this,
&ApplicationController:: setRegistrationId);
connect (m notificationsClient, &Client::registrationError,
[1() { gWarning () << "Push system have problems with reg-
istrationId"™; });
connect (m_notificationsClient, &Client::notifications, this,
&ApplicationController: :pushListToNotificationList);
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2.2.2.2. NaeHTMdUKaTOp NPUAOHKEHNN

Ona  ycnewHol  paboTbl  NPUNOKEHWA  HeobxoAMMO  co3daTb  pain
/usr/share/ru.auroraos.PushReceiver/applicationid W pgo06aBuTb B Hero
NOEHTUDUKATOP MPUNOKEHMA, KOTOPLIN Obla NONYYEH BMECTe C APYrMMM HACTPOMKaMM
nogkntodeHma K Cepsepy npunoxenuit TMCY (CnMCOK HacTpoek npuBedeH B

nogpasaene 1.2). Ana atoro TpebdbyeTcs BbINOAHUTL Ha MY KOMaHAy:

echo "umenrtudbmxkaTop" > /usr/share/ru.auroraos.PushReceiver/applica-
tionid

Cneayet ybeanTbca, 4To Yy Palna AOCTAaTOYHO Mpas, YTOObI NO/b30BaTENL MOT

YnTaTb 3TOT Gann. Ana Bblaayun npas Gay MOXKHO BbIMOAHUTb HA YCTPONCTBE KOMAHAY:

chmod 644 /usr/share/ru.auroraos.PushReceiver/applicationid

B Knacce ApplicationController NaeHTUPUKaTop n3
/usr/share/ru.auroraos.PushReceiver/applicationid CYMTbIBaeTCA B MeTOAe

_readApplicationId() cneaytowmm obpasom:

QString ApplicationController:: readApplicationId() const
{
QFile applicationIdFile(QStringLiteral (APP ID FILE PATH));
return applicationIdFile.exists () &&
applicationIdFile.open (QIODevice: :ReadOnly)
? applicationIdFile.readAll () .trimmed()
QString () ;

roe APP ID FILE PATH = /usr/share/ru.auroraos.PushReceiver/application
id.

AJ'IbTepHaTl/IBHbIN\ BAPMAaHTOM YKa3aHMA applicationId ABAAETCA 3a4aTb €ro
HenocpeaCTtBeHHO B KOAE NMPUNOKEHUA.

B KOHCTpYKTOpe Knacca ApplicationController CYMTbIBAETCA l/I,ZI,eHTl/Id)I/IKaTOp

NPUNOXKEHMA, KOTOPbIN 3aTeM NepeaaeTca push-aAemoHy:
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ApplicationController::ApplicationController (const QStringList
&arguments, QObject *parent)

QObject (parent),
m notificationsClient (new Client (this)),
m notificationsModel (new NotificationsModel (this))

gRegisterMetaType<NotificationsModel *>("NotificationsModel *");
_setApplicationId( readApplicationId());

if (arguments.indexOf (QStringLiteral ("/no-gui")) == -1)
showGui () ;

Takxe npu ctapTe 06pabaTbiBAOTCA apryMeHTbl KOMaHAHOW CTPOKWU arguments.

OTCcyTCTBME aprymMeHTa /no-gui MOMET CAYKWUTb CUIHA/NOM 3anycka rpaduyeckoro

MHTepderca B meToae showGui () :

void ApplicationController::showGui ()

{
if (m view) {
m view->raise();
m view->showFullScreen();
} else {
m view = Aurora::Application::createView();
m view->rootContext () ->setContextProperty (QStringLiteral ("Ap-
plicationController™), this);
m view->setSource (Aurora: :Application::pathTo (QStringLit-
eral ("gml/PushReceiver.gml")));
m view->show();
}

2.2.2.3. PerncTpauyoHHbIi naeHTUPUKATOP

PesynbTaT pernctpaumm B push-gemoHe byner obpabotaH B cnote

_setRegistrationId() ApplicationController:

void ApplicationController:: setRegistrationId(const QString &regis-
trationId)

{
if (registrationId == m registrationId)
return;

m registrationId = registrationId;

emit registrationIdChanged(registrationId);
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Mocne 3anycka MNpUAOKeHMe MblTaeTca 3apernctpuposBaTbca Ha Cepsepe
npunoxeHut MCY wn B cayvyae ycnexa noayyaeT wWAeHTMOMKATOP perucTpaumm

registrationId. BKOHCOAM /journalctl 0ToHBpa3nTCcs cooblieHne caeaytoLLero suaa:

»62bbal07e-1000-4d6e-ad8b-47935elb7d64"

HpmnomeHme OONXKHO Nnepenatb registrationId B CcBOM cepBep BHeLWHEro
NMPUNOXKEHNA, 4yTODbI cepBep BHELWHENO NpnaoxKeHnAa MOr oTrnpaBaATb pUSh-yBe,ﬂ,ON\IIEHMFI

AONA KOHKPETHOTO registrationId.
2.2.2.4. Push-yBegomneHus

Monyums push-yBegoMNeHNE, NPUNOKEHME CHAYaNa NPOBEPSET, HE HAXOANTCA NN
NPUNOXKEHWE Ha NepeaHEeM nfaHe, a 3aTeM BbINOAHAET aHanM3 Nona AaHHbIX push-
yBeAOMNEHMA M MOUCK KNtoYa mtype B nosydyeHHom JSON.

Ecan mtype paBHO:

— action — yBeAOM/eHMe He byaeT oTobparkaTbes;

— notify — ByaeT oTobpaKeH TO/IbKO BEPXHWUI BaHHep;

— system notify — yBegomneHune OyaeT OTOOpaXkaTbCA TONbKO B LEHTpe
yBEAOMNEHUN.

Mpn ntobom Apyrom 3HaYeHUM, a TaKKe MPM NYyCTOM 3HAYEHUW UAW OTCYTCTBUM
mtype OyayT oTobparkaTbea 2 push-ysegomneHuns (6aHHep 1 LEHTP YBEAOMAEHUN).

Bbibop cnocoba oTobpaxeHma push-yBegomneHus peanmsoBaH B MeToae

pushListToNotificationList Knacca ApplicationController:

void ApplicationController::pushListToNotificationList (const PushList
&pushlList)
{
for (const auto &push : pushList) {
m notificationsModel->insertPush (push);

QJsonDocument jsonDcoument = QJsonDocu-
ment::fromJson (push.data.toUtf8());

QString notifyType = jsonDcoument.ob-
Jject () .value ("mtype") .toString() ;

if (notifyType == QStringLiteral ("action"))
continue;
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static QVariant defaultAction = Notification::remoteAction (
QStringLiteral ("default"), tr("Open app"), Applica-
tionService::notifyDBusService(),
ApplicationService::notifyDBusPath (), Application-
Service::notifyDBRusIface(),
ApplicationService::notifyDBusMethod()) ;

Notification notification;

notification.setAppName (tr ("Push Receiver"));
notification.setSummary (push.title);

notification.setBody (push.message) ;
notification.setIsTransient (false) ;
notification.setItemCount (1) ;

notification.setHintValue ("x-nemo-feedback", "sms exists");
notification.setRemoteAction (defaultAction);
notification.publish{();

2.2.2.5. Cepsuc ana ynpaBneHna npuaoKeHnamm

[na ynpasneHua npunoxKeHmem, cnocobHbim Kak paboTaTb B GOHOBOM pexume,
TaK M 3anyckaTb rpapuyecknin mHTepdenc, co3aaeTca KnacC ApplicationService,

KOTOPbIM HacneayeTca oT QDBusAbstractAdaptor

// SPDX-FileCopyrightText: 2023 Open Mobile Platform LLC <commu-
nitylomp.ru>
// SPDX-License-Identifier: BSD-3-Clause

#ifndef APPLICATIONSERVICE H
#define APPLICATIONSERVICE H

#include <QtDBus/QDBusAbstractAdaptor>

class ApplicationService : public QDBusAbstractAdaptor

{
Q OBJECT

Q CLASSINFO ("D-Bus Interface", DBUS INTERFACE)

public:
explicit ApplicationService (QObject *parent = nullptr);
~ApplicationService () override;

static bool isRegistered();

static QString notifyDBusService();
static QString notifyDBusPath () ;
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static QString notifyDBusIface ()
static QString notifyDBusMethod () ;

static int updateApplicationArgs (const QStringlList &arguments) ;

signals:
void guiRequested() ;

public slots:
void handleApplicationArgs (const QStringList &arguments) ;

void handleApplicationWakeUp () ;
bi

#endif // APPLICATIONSERVICE H

Ha3BaHne cepBuca, NyTb W WHTepdeilc, KOTOpble MOXKeT WCMNO/b30BaTb
npunoxeHune, orpaHnyeHsl opmatom orgName.appName (noapobHee B nn. 2.2.2.6).

B KOHCTpyKTOpE pernctpupyetca D-Bus-cepsuc:

ApplicationService: :ApplicationService (Q0bject *parent) : QDBusAb-
stractAdaptor (parent)

{
setAutoRelaySignals (true) ;

QODBusConnection dbus = QDBusConnection::sessionBus () ;
dbus.registerObject (dbusPathStr, this, QDBusConnection::Expor-

tAllSlots);

if (!isRegistered()) {
bool success = dbus.registerService (dbusServiceStr);
if (!success)

gApp->quit () ;

MeTtoa  updateApplicationArgs (const QStringList &arguments)
MCMONb3yeT 3TOT CEePBUC, YTOObI NPUMEHUTb ANA MPUIOKEHUA aPryMEHTbl KOMaHAHOM

CTPOKM, BbI3BaB handleApplicationArgs (const QStringList &arguments):

int ApplicationService: :updateApplicationArgs (const QStringList

&arguments)

{
QDBusMessage message =

QODBusMessage: :createMethodCall (dbusServiceStr, dbusPathStr,

dbusIfaceStr,
dbusMeth-

odStr) ;
message.setArguments (QList<QVariant> () << arguments);
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QDBusMessage reply = QDBusConnection::sessionBus () .call (message);

return 0;

MeTtos  handleApplicationArgs (const QStringList &arguments)
OTNpaBAAeT CUrHan O HeoObXOAMMOCTU OTKPbITb rpadpuyeckmin UHTepdenc, ecam B

aprymeHTax I-(OMaH,D,HOl\;I CTPOKMN MMEETCA —gui:

void ApplicationService::handleApplicationArgs (const QStringList &ar-
guments)

{
if (arguments.indexOf (QStringLiteral ("/no-gui")) != -1)
return;

emit guiRequested() ;

CepBuC CO34aEeTCA 1 3aMyCKaeTca B main. cpp:

int main(int argc, char *argv[])

{
QScopedPointer<QGuiApplication> application (Aurora: :Applica-

tion::application(argc, argv));
application->setOrganizationName (QStringLiteral ("ru.auroraos"));
application->setApplicationName (QStringLiteral ("PushReceiver"));

QStringlList applicationArgs = application->arguments () ;
applicationArgs.removeFirst () ;

if (ApplicationService::isRegistered()) {
return ApplicationService::updateApplicationArgs (application-
Args) ;
} else {
QScopedPointer<ApplicationService> applicationService (
new ApplicationService (application.data())):;

QScopedPointer<ApplicationController> applicationController (
new ApplicationController (applicationArgs, applica-
tion.data()));

QO0bject: :connect (applicationService.data (), &Application-

Service::guiRequested,
applicationController.data(), &Application-

Controller: :showGui) ;

return application->exec();
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CHavana nposepseTcs, He Dbl M CePBUC YyXKe 3anylleH. B aTom cnyyae y Hero
TO/IbKO OOHOBNAOTCA apryMeHTbl KOMaHAHOM CTPOKM. VIHaye co3gaeTca M 3amnycKaeTca

HOBbIN CEPBUC, a TaKXKe NPUIOXKEHME, KOTOPOE NOy4YaeT apryMeHTbl KOMaHAHOM CTPOKM.
2.2.2.6. [JononHUTENbHble HACTPOMKM KOHUTYPaLMM

Ona npunoxeHus HeobxoaMmo B dalne .desktop YKa3aTb BO3MOMKHOCTb

NMPUHNUMATb uri B KayecTse daprymeHTa:

Exec=/usr/bin/ru.auroraos.PushReceiver %u

[Ons  pocTyna K push-AemMoHy NPUAOXKEHUIO HeobxoAMMOo  paspelleHune
PushNotifications, KOTOPOE MOXHO 3a4aTb B NO/1e Permissions cekumnm X-Application

danna .desktop:

[X-Application]
Permissions=PushNotifications

OrpaHuyeHmne Ha nmeHa D-Bus WKWH, KOTOpble MOXET NOAHMMATb MPUIONKEHME.
JlocTynHbl TONIbKO MMEHa BUAA orgname.appname, INe orgname M appname 3a4at0TCA B

ceKkunm X-Application ¢aina .desktop:

[X-Application]
OrganizationName=ru.auroraos
ApplicationName=PushReceiver

B pro-panne HeobXoAMMO YyKasaTb, YTO NpuaoxeHme mcnonbdyetr Qt D-Bus u

[ONONHUTENbHbIE BUDOANOTEKN: pushclient M nemonotifications-gt5:

QT += dbus

PKGCONFIG += \
pushclient \
nemonotifications—-gth

MPUMEYAHWUE. Mocne pernctpaumm NpmuAOKeHMA B push-a4emoHe oOHO oTnpasaseT
Ha CBOW CepBep BHELWHEro NPUIOXKeHMA YHUKaNbHbIN registrationId, MPW 3TOM Ha
cepBepe BHELIHEro NpuUAoKeHns HeobxoanMm NPoLEeCcC, CMOCOOHbIN NONyYaTb M COXPAHATb

registrationId ANA AaNbHEWLIEN TapreTMPOBaHHOM OTNPaBKM push-yBeaomneHnin.
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2.2.3. Ulysegomnenus (ana OC ot Bepcumn 5.0 1 BbiLle)

B OC Bepcun 5.0 peanmsoBaH HOBbIM MexaHW3M A0CTaBKM push-yBeagomneHmi
Hanpsamyto B Ul (noapa3aen 2.3). [laHHbIN mexaHn3m younpaetT HeobxoaMMOCTb CO34aBaTb
yBeAOMNEHMA HeENOCPEACTBEHHO U3 NPUAOKeEHUA. [lepexos Ha HOBbIM MexaHW3Mm TpebyeT

TONIbKO NOAKAOYEHUSA HOBOM BMOANOTEKM 1ibpushapi :

PKGCONFIG += pushapi

NMPUMEYAHUE. Ecnn paHee npuaoxKeHWe cO34aBano yBeAOMAEHNA C AAHHbIMU,
npuweawnmm B push-yBeaomMneHnit, To Npu nepexoae Ha HOBbIA MexXaHW3Mm, A5
n3bexkaHma ayonnpoBaHMA yBEAOMAEHWUM, CTOUT M36aBUTLCA OT CAMOCTOATENbHOrO
COo34aHuA.

MpuNoXKeHMe MOXKET peanm3oBaTb B cBoem D-Bus cepBuce meTos, KOTopbI byaeT
BbI3BaH NPU KAMKe Ha push-yBegoMAEHWNE, eCan ero MMa OblNo NepeaaHo B Nose action
push-yBegomneHuns. Ha TeKkywmMin MOMEHT NoAAep*KMBaAeTCs TONbKO 1 meTosd Ha push-
yBEAOM/IEHME N He NOAAEPKMBAOTCA METOAblI C aprymeHTamun. [1nsa Toro 4tobbl meTon
BbIMONHANCA (B TOM 4YMCAe MPU BbIKAHOYEHHOM MNPUAOKEHUKN), HEOOXOAMMO cAenaTtb
npunoxeHne DBus activatable nytem pobaBneHnMA nons ExecDBus B CEKUMIO

X-Application ¢anna .desktop:

[X-Application]
ExecDBus=/usr/bin/ru.auroraos.PushReceiver %u

BHUMAHWE! Moaaep»xKa mexaHM3ama, onmMcaHHOro B nn. 2.3.3.2, coxpaHAeTca B
NaHHbIA MOMEHT, 41A NPOAOINKEHNA PabOTbl He TpebyeTca AONONHUTENBHbIX MU3MEHEH W
B MPUAOXKEHUN UK NepecbopKu.

MPUMEYAHUE. Bubanotekn libpushclient U libpushapi KOHPAMKTYIOT APYr C

APyrom, oagHoBpemMmeHHO MOXHO UCMNO/1b30BATb TOJ/IbKO OAHY N3 HUX.
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2.3. Otnpaska push-ysegomneHuii

Push-yBegomneHuna oTnpaBAAKOTCA C cepBepa BHeLWHero npuaoxkenna yepes API
Cepsepa npunoxeHumin MNCY, KoTopbin 3awmnueH npotokonom OAUTH2 OpenlD Connect
cornacHo JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication. Mpn atom
MCNONb3yeTCA MeTos ayTeHTUPKMKaumm private_key jwt.

Mpwn pernctpaummn npoekta Ha Cepsepe npunoxeHun MNCY paspabotumky byayT
HanpaBieHbl KOHPUIyYpaUMOHHblE HACTPOMKM MPUAOKEHMA W CepBepa BHELWHEro
NpUNoXKeHnA. B KOHPUrypaummn npeactasaeHbl napameTpbl, Heobxoammble ANA HACTPOMKM
KAneHTa npoTokona aBTopm3saumnm OpenlD Connect n dopmuposaHms URL ana otnpasKku
push-yBegomneHuin, npueeaeHHble B noapasgene 1.2.

Tanbl OTNPaBKK push-yBeAOMNEHNIA:

1) MonyyeHue TOKeHa, MNO3BONANOWEIO B TeYEHME BPEMEHM €ro KU3HU
0TNpPaBAATbL push-ysegomnenuma (n. 2.3.1);

2) HenocpeacTBeHHO oTNpaBKa push-ysegomnenus (n. 2.3.3).
2.3.1. 3anpoc TOKeHa aBTopM3aLMK

[na nonyyeHns TOKeHa HeobXxoAMMO BbINMOAHUTL HEABTOPM30BAHHbIM 3aMpoc no
aZpecy 13 napameTpa token url (nogpasgen 1.2).

3anpoc:

POST {token url}

Mpumep:

POST http://example.ru/auth/public/ocauth2/token

3aroNoBOK Content-Type AO/IKEH MMETb 3HAaYeHMe application/json.

Obsa3aTenbHble NapaMeTpbl Tea 3anpoca npuseaeHbl B Tabamue (Tabamua 1).

Tabnunua 1
Ob6sazatenbvHocTb | MapameTp Tvn OnucaHue
Ha scope String |Cnucok OencTBUI, KoTopble MOTyT BbiTb
pa3peLleHbl MPUNOKEHMIO.



https://openid.net/specs/openid-connect-core-1_0.html#ClientAuthentication
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ObazaTenbHOCTb

MNapameTp

Tvn

OnucaHune

3HayeHKna 13 dakna ¢ HaCTPOMKaMM NPOEKTa
(noapasaen 1.2).

[Mpumep: openid offline message:update
project:read

audience

String

Mpeanonaraemblt NoTpebuTeNb TOKEHA, Kak
npasuno, aTo cepsep pecypcos (API), K
KOTOPOMY MPUIOKEHNID HEODXOAMMO
NOAYYNTb AOCTYM.

3HayeHMA U3 Gpanna C HaCTPOMKAMM NPOEKTA
(noapasaen 1.2).

MNpumep: http://example.ru/auth/public http://
example.ru /push/public

grant typ
e

String

Tun aBTOPM3aLMM CepBEPA BHELIHETO
npunoxerua s Moacncreme besonacHocTu
Push-cepsepa.

[Mepenatb 3HavyeHme: «client credentials»

[a

client as
sertion t
ype

String

[lepenaTb 3HaYEHME, KaK CTPOKY:
«urn:ietf:params:ocauth:client-
assertion-type:jwt-bearer»

[a

client as
sertion

String

ChdopmMmpoBaHHbI camocToaTenbHo JWT,
coaepawmn nHdopmaLumo ans
ayTeHTUdMKaumm knmeHTa. OH A0KeH ObITb
noAnmMcaH UMPpoBOM NOANMUCHIO C
MCNONb30BaHMEM 3aKPbITOrO KAto4Ya, 3HaYeHue
KOTOPOro HaXxoAMTCA B MapameTpe

private key M3 dalina c HaCTpOMKamu
npoekTa (noapa3aen 1.2). TpeboBaHMsA K
dbopmmpoBaHmMto TokeHa JWT MOXKHO
nocMmoTpeTh B Tabaunue (Tabauua 2)

JWT ponxeH coaeprkaTb obs3aTenbHble NapameTpbl, NpuBedeHHble B Tabauue

(Tabnunua 2).

Tabnuua 2

ObsasaTenbHOCTb

MNapameTp

Tvn

OnucaHune

[a

iss

String

Issuer. [lo/mKeH cogep>kaTb client id
kKnmeHTa OAuth

Ha

sub

String

Subject. JonkeH cogepxaTb client id
knneHTa OAuth

[a

aud

String

Audience.



http://example.ru/auth/public%20http:/%20example.ru%20/push/public
http://example.ru/auth/public%20http:/%20example.ru%20/push/public
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ObsasatenbHocTb | [MapameTp Tun OnucaHue

Mpeanonaraembii NoTpebuTenb TOKEHA, KaK
npaBmao, 370 cepsBep pecypcos (API), K
KOTOPOMY NPUAOKEHMIO HEODXOANMMO
NO/lYYMTb AOCTYn.

CepBep aBTOPU3aLIMM AOIKEH NOATBEPAMNTD,
YTO OH ABNSAETCH LeneBon ayautopuen ana
TOKeHa. 3Ha4yeHne A0IKHO NPeACcTaBAATb
cobon URL KOHEYHOW TOYKM cepBepa
aBTOPU3aLMM

Na Jti String |JWT ID. YHUKaNbHbIN MOEHTUPUKATOP TOKEHE,
KOTOPbIA MOXKeT OblTb MCNO/Ib30BaH ANA
NpeaoTBpaLLeHMsa NOBTOPHOTO
MCMONb30BaHNA TOKEeHa. Takne mapkepsl
ZLONIXKHbI MCMO/1b30BaTbCA TO/IbKO OAMH Pas,
€C/IM TONbKO YC/I0BUSi MOBTOPHOIO
MCNO/Ib30BaHMA He BblIM OTOBOPEHbI MEXK Y
CTOpOHamM; Ntobble Takme NeperoBopsl
BbIXOAAT 3@ PaMKM A@HHOW cneuuduKaLmm

[a exp String |Bpems MCTEYEHUA CPOKA AEMUCTBUA TOKEHA, NO
ncredeHmm kotoporo JWT He aosiKeH
NPMHMMATbCA K 06paboTke

2.3.2. [loaonucb TOKeHa aBTOpM3aLMK

JWT nonxkeH 6bITb nognmcaH umMdpoBo NOANUCHIO C MCNONb30BAHNMEM 3aKPbITOrO
KNto4Ya B aCMMMETPUYHOM Kpuntorpadumm RS256.

KaneHT,  uvcnonb3syrowmii  metod  ayTeHTUdMKaumMW,  OO/KEH  3apaHee
3aperncTpmMpoBaTh CBOW OTKPbITLIM KAOY (MapameTp key id) Ha cepsepe aBTOpU3aLmK,
4yTOObI CepBep MOr NPOBEPUTb assertion.

[MpOoBEPUTb KOPPEKTHOCTb BbIMYLWEHHOrO TOKEHA MOXHO, K MPUMeEpPY, Ha caunTe
https://jwt.io/.

OTBET Ha 3anpoc NoAy4YeHMAa ToKkeHa npueeaeH B Tabauue (Tabauua 3).
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Tabnnua 3

O6a3aTeNbHOCTb MapameTp Tun OnuncaHue

Na access_token|String |TokeH aBTOpM3aLMM, C KOTOPLIM
Heob6xoAMMO BbIMNONHATL 3aNPOChI K
cepsepy

[a expires_in |String|Bpems neicTBuNA TOKEHA aBTOPM3ALMY

[a scope String |Cnucok OeNCcTBUA, KOTOPbIE MOTYT BbITb
paspeLleHbl MPUNOKEHNAM

Na token_ type |String|Tun ToKeHa

[a expires_at |String|Bpems OKOHYaHWA AENCTBMA TOKEHA
aBTOpPM3aLMM

3 oTBETa cnedyeT cumTaTb aTpMbyThbl, KOTOPbIE BO3BPALLAIOT TOKEH, N BPEMA €ro
nencTeua.

Mpumepsl Koga Ha Python u Java ans nonyyeHua TOKeHa A0CTyna npusBeieHbl B
noapasaene 2.4.

Mpumepbl Koda npuBedeHbl Ha nopTane pa3paborymkos OC ABpopa:
https://community.omprussia.ru/documentation/software_development/guides/push/s
erver.html#texample.

B cnyvae, ecnm BblWen CPoOK [AeWCTBMA access token, HeobxogMmo

MHMLMMPOBATL NpoLeaypy NoaydeHma TokeHa (n. 2.3.1).
2.3.3. OnpaBka push-yBegomneHuni
2.3.3.1. O6uas nadopmauma

[na otnpasBku push-yBegomneHmns Heobxoanmmo chopmmpoBaTh 3anpoc Ha Cepsep

npunoxenuit NCY, ykasaHHbIK B api_url (nogpasgen 1.2).

POST {api url}/projects/{project id}/messages

3aroNoBOK Content-Type AO/KEH MMETb 3HAYEHMeE: application/json.

3aroN0BOK Authorization AO/KEH MMETb 3HA4YeHWe: Bearer access_token,
Mosly4eHHbI B 3anpoce aBTopusauum (n. 2.3.1).

K agpecy Cepsepa npunoxenuin MCY Heobxoanmmo a06aBUTbL GparmeHT C

YKa3aHMeM project id.


https://community.omprussia.ru/documentation/software_development/guides/push/server.html#example
https://community.omprussia.ru/documentation/software_development/guides/push/server.html#example
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MapameTpbl Tena 3anpoca npuseaeHs! B Tabaunue (Tabanua 4).

Tabnnua 4
ObasaTtenvHocTb | MapameTtp Tvn OnucaHue
[a target String |YkasblBaeTcA registrationId,
NOIY4EeHHbIM U3 MPUNONKEHNSA MOC/E ero
pernctpaummn Ha Cepepe npunoxkenuin MNCy
[a type Enum MoaneprkmnBaeTca 3Ha4YeHne device
(String)
[a ttl String |Bpems »un3Hu push-ysesomneHms,
Hanpumep, 5h30m. MoxeT bbITb 334aHO
TONbKO B CAeAyloWmMX eANHNLAX: s —
CEeKYHAbl, h — Yacbl, m — MMWHYTbI
Na notificat |OBJ CopepxaHue push-ysegomneHus
ion Notifica
tion
MapameTpbl 06bekTa Notification NpuBeaeHbl B Tabaumue (Tabaumua 5).
Tabnuua 5
Ob6sazatenbHocTb | MapameTtp | Tun OnucaHune
Het title string |3aronosok (0o 512 cumsonos)
Het message |string |Teno coobuweHua (0o 2048 cMmBOI0B)
Het data Object |0O6beKT 418 NapameTpoB Katou-3HadYeHume,
MOXHO nepeaasaTtb Nt0bble HeobxoaMMble
npunoxerHuto nons (ao 1024 6anT)
HeT action string |[lefcTeue, KoTopoe ByaeT BbIMOAHEHO B

NPUAOXKEHWN, NOCAE HAXKAaTMA MNONb30BaTE/IEM
Ha yBedoOMIEHME.

[encTBma 3aaat0Tca pa3paboTymKkom
NPUAOKEHWNI.

Hanpumep, ecnm y npunoxeHuma ectb D-Bus
cepBuc, B KOTOpom onpeaeneH metosa «Openy,
Toraa «Open» MOXXHO NepeaaTth B NOJE U
meToz 6yaeT BbI3BaH CUCTEMOM MPU KANKE Ha
yBe4OM/IeHMe.

MNone AoO/MKHO coaepKaTb He bonee 255
CMIMBO/I0B.

MeTopa, Ao/1KeH bbiTb 1 Ha noae U MeToa He
OOJ/KEH coAepKaTb NapameTpbl.
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ObazaTenbHOCTb

MNapameTp

Twn

OnucaHune

[na Toro, 4yTOObI HbI1Aa BO3MOXKHOCTb BbI3BATb
action, push-yeeg,orv\neHme AOJTXKHO
OTO6pa3MTbCFI B CUCTEMHOM Tpee

Bo3MOMHble KoAbl OWNOOK npuseaeHsbl B Tabauue (Tabauua 6).

Tabnunua 6

Kog v cTatyc
OWMOBKM

OnuncaHue

[denctsma ana ycTtpaHeHna oWnobKu

400 Bad Request

ttl limit is exceeded

Heobxoammo npoBepuTb
[OMNYCTMMOE BPeMs XU3HKU push-
YBEOMNIEHNA B COOTBETCTBMM C
HaCTOAWMM JOKYMEHTOM

unsupported message
type

Heobxoammo npoBepuTb AOCTYMHblE
TUNbI A4OCTABKM YBEAOMAEHUI B
COOTBETCTBUM C HACTOALLMM
[OKYMEHTOM

invalid notification
title length

HeobxoAMMmo NpoBepUTL AOCTYMHbIE
orpaHMYeHMa Ha co3aaHune
YBEOMNIEHNN B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM

invalid notification
message length

HeobxoamMmo npoBepuTb AOCTYMHblE
orpaHM4yeHmMsa Ha cosaaHune
yBEOMIEHWNN B COOTBETCTBUM C
HaCTOAWMM JOKYMEHTOM

invalid target

Heobxoanmo npoBepuTb AOCTYMHblE
3Ha4YeHMA B COOTBETCTBUM C
HaACTOAWMM JOKYMEHTOM

target not found
(YKa3aHHbIM
registration idHe
HanaeH)

registration idHeobxoanmo
NONYyYNTb NOCAE PerncTpaumm
YCTPOMCTBA M NPUNOXKEHNA Ha
Cepsepe npunoxkeHun MCy

401 Unauthorized

CTeK CpOK AeNCTBMA TOKEHA

aBTOpM3aLUK

HeobxoaMMo NONYYUTb HOBbI
TOKeH aBTopu3aumm (n. 2.3.1)

Client authentication
failed, the provided

client JSON Web key is

expired (He yaanocb

BbIMOJITHNTb ayTeHTl/ICI)I/I KaUuKnto.

CpoK aencrTeums

Heobxoanmo obpatuTbes K
aaMmmHncTpatopy Cepsuca
yBEeAOMAEHUNM C NpoCcbboW
BbIMYCTUTb HOBbIM KtOY
6e30nacHOCTM NPOEKTa U NpUcNaThb
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Kog v cTatyc

OnucaHue
OWMOBKM

[encTBuna ana yctpaHeHna owmnbKkm

NpeAoCTaBAEHHOro Kato4a
NCTEK)

€ro, nocne 4ero cnegyet yCraHoBUTb
HOBH%KHK%IMHOBTOpMTb3aﬂpOC

403 Forbidden OTcyTCTBYOT HEOBXOAMMbIE

npaBa AO0CTyna AnA
BbIMOJIHEHNA 3aMNpPOCa

Heobxoanmo obpatuTbes K
CUCTEMHOMY aAAMWUHNCTPATOPY ANA
Ha3Ha4YeHuA Npas

413 Request
Entity Too Large

Obuwmin paamep JSON-
0bbeKTa B Tesie coobueHms
npesbllaeT 4 KO

HeobxoAMMO YMEHbLINTL pasmep
JSON-ob6beKTa B Tene coobuleHmns

429 Too Many
Requests

[lOCTUTHYT IMMUT KONIMYeCcTBa
3anpoCcoB B CEKYHAY

HeobxoaMMOo COKpaTUTb KOAMYECTBO
3anpoCoB B CEKYHAY A/1A NPOeKTa

500 Internal
Server Error

BHYTpeHHAs cMcTeMHasn
owmnbKa Cepsepa
npunoxenuin NCyY

Heobxoanmo obpatuTbes K
CUCTEMHOMY aZAMMHNCTPATOPY

504 Gateway
Timeout

NHdpacTpykTypa Cepsuca
yBEAOMNEHNI HeOCTyMNHa

Heobxoanmmo obpatmtbes K
CUCTEMHOMY aZIMMHUCTPATOPY

NMpumep 3anpoca:

POST https://global-push.domain/api/projects/project-from-ui-

bthsc2ig44tso869%9omt0/messages
Content-Type: application/json
{

"target":

"ttl": "2h",

"type": "device",

"notification": {
"title": "some title",
"message": "some message",
"data": {

"another key": "value"
Yo
"action": "command"

}
}

"442125d4-6041-4f72-ab4db-1e5fd3ad389%a",

Mpumep OTBETA B C/y4ae ycnexa MMEeeT cieaytoumii BUA:

"expiredAt": "2020-10-06T07:44:43.9675762",
"id": "1526c09c-1cad4-48ea-8357-elb8aaz2f3fc3",
"notification": {

"data": {

"another key": "value"

by
"message": "some message",
"title": "some title",
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"action": "command"
by
"StatUS": "",
"string": "", "target": "442125d4-6041-4f72-abdb-1e5fd3ad389%a",
"type": "device"

2.3.3.2. Co3pgaHue push-ysegomnenumsa gna OC sepcum 3.2.2 1 Bbllle

Push-yBegomneHune ¢ AaHHbIMM B NOMAX data, title n/mnm message Oyaer
AOCTaBJ/IATbCA HaAMNpPAMYyO B MPUIOKEHNE, MUHYA OTO6pa>KeHMG B CMCTEMHOM Tpee

ycTponcTsa. Ecnm npunoxkeHue He HbI10 3anyLLeHo, oHO byaeT 3anyleHo B GpoHe.
2.3.3.3.  Co3paHue push-ysegomnenua ana OC ot Bepcum 5.0 1 Bbile

MPUMEYAHUNE. B cnydyae, ecam npunoxkeHue He 6OblNO aganTMpoBaHO ANA
npumeHeHna B OC Bepcumn 5.0, To HeobxoaMMo 0bpalLaTbCA K caeayowen MHPopmMaLmn:

— NIOrMKa co3aaHua push-ysegomnerHnin (nn. 2.3.3.2);

— onucaHue aganTaumm npunoxenma (n. 2.2.3).

Push-yBegomneHue ¢ JaHHbIMM B NOAAX title W/MAM message OyaeT
oTobparKaTbCA B CUCTEMHOM Tpee YCTPOMCTBA. VICKAtOYeHWEM ABASETCA CAyyail, Koraa
NPUNOXKEHME 3aNnyLLEHO M Pa3BEpPHYTO, TOraa BCe AaHHble MonagyT B NPUAOXKEHWEe W
push-ysegomneHue He byaeT oTobparkaTbCsA B CUCTEMHOM Tpee. ECM NpUaoKeHne He
O6blNO 3anylWeHo B MOMEHT NOAyYeHWsa YCTPOMCTBOM push-yBeaomneHus, Toraa
npunoxeHne He OyaeT 3anyckatbcA, a push-yBegomneHne Oyaetr oTobparkaTbCA B
CMCTEMHOM Tpee.

Push-yBegomneHune ¢ gaHHbiMK B none data byaeT AOCTaBAATbCA HAMPAMYO B
NPUNOXKEHWE, MUHYA OTODpPaXKeHWe B CUCTEMHOM Tpee yCTpoMncTea. Ecam npunoxkeHume He

6bl10 3anyLLeHo, oHo byaeT 3anyleHo B GoHe.
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Push-yBegomneHune ¢ AaHHbIMM B NOAAX data, title U/MAN message bByaeT
oTOBpaXeHO B CUCTEMHOM Tpee M [JO0CTaBAEHO B MPUIONKEHWE OAHOBPEMEHHO.
MckntoveHnem ByaeT cnyydai, Korga NpUAOXKEeHMe 3anylleHo M pa3BepHyTo, Toraa Bce
NaHHble nonaayT B nNpuaoxeHue Ku push-yBegomneHne He bOyaeT oTobpaxkaTbca B

CUCTEMHOM Tpee.
2.3.4. Tony4vyeHne MHOOpMaLMm 0 NpoeKkTe push-yBeaomneHmnin

Cepsep npunoxeHuin NCY npefocTaBAAeT BO3SMOXHOCTb MOAYYUTb CAeAyHOLLYHO
MHDOpPMaLMIO:

— o aoctynHocTn Cepsepa npuaoxenmin MNCY;

— 00 aKTyanbHOCTMK KNtoYen 6e30MaCcHOCTM NPOoeKTa push-yBeaoMAEHN;

— 00 aKTMBHOCTM NPOEKTa push-yBeJoMNeHUN.

Heobxoammo chopmmpoBaTth 3anpoc Ha Cepsep npunoxkeHuin MNCY, yKasaHHbIM B

api url (noagpaszen 1.2):

GET {api url}/projects/{project id}

3aroNoBOK Content-Type AO/XKEH UMETb 3Ha4YeHMe: application/json.

3aroNoBOK Authorization AO/IKEH MMETb 3HAYEHUE: Bearer access_ token,
NOMy4eHHbIM B 3anpoce aBTopmnaumm (n. 2.3.1).

Mpn dopmumposaHum URL anAa 3anpoca BmecTo {project id} HeobxoguMmo
YKa3aTb MAEHTUPMKATOP NPOEKTa U3 KOHPUTYPaLMN.

MapameTpbl oTBETa NpmuBeaeHbl B Tabauue (Tabauua 7).

Tabnunua 7
O6a3aTeNbHOCTb [MapameTp Twn OnucaHune
[a id String MaeHTUGUKATOP NPOeKTa
[a name String Ha3BaHWe npoekTa
Na isActive Boolean AKTUBHOCTb NPOEKTa
Ha serviceAccount |[OBJ . ObbeKT ¢ MH(I)OpN\aLl,l/levl 0
ServiceAccount |\cangycHom akkayHTe NpoeKTa
[a createdAt String [aTa co3gaHuA NpoeKTa
[a updatedAt String [laTa 06HOBNIEHWA NPOEKTa
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MapameTpbl 06bEKTa serviceAccount NpuBedeHsbl B Tabauue (Tabanua 8).

Tabnnua 8
ObnasaTtenvHocTb | MNapameTtp Tvn OnucaHue
[a clientId string |peHTUOMKATOP CEPBUCHOTO aKKayHTa,
COBMaAaeT C MAEHTMOMKATOPOM NPOEKTa
[a clientName |string |Ha3paHue CEPBMCHOIO aKKayHTa, COBNagaeT
C Ha3BaHWEM MpPOEKTa
[a publicKeys |Object |Q6beKT ¢ MHGOPMALMEN O CPOKE OeNCTBMA
KAtouel 6e30nacHOCTM NPoeKTa
Ha string |Cnuncok AeNcTBUM, KOTopble MOTyT BbITb
paspeLleHbl NPUNOKEHUIO
[Na audience Arrayl[s |Mpeanonaraembiit noTpebuTens TokeHa, Kak
tringl  |nnaguno, ato cepsep pecypcos (API), K
KOTOPOMY MPUNONKEHUIO HEOBXOAMMO
NOMYYUTb AOCTYN
MapameTpbl 06beKTa publicKeys NpmBeaeHsbl B Tabauue (Tabanua 9).
Tabnunua 9
Ob6sazatenbHocTb | MNapameTp OnucaHune
Ha ObbeKT ¢ MHPOopMaLmel o Kntoye 6esonacHoOCTH

NpoekKTa.
CoaepXnT 3HaYeHMe NapameTpoB:

— public: {3Hagenme} — UAEHTUDUMKATOP
nyOAMYHOTO KoYa;

— assigned at — [aTa Ha3HA4YeHWA KIo4en
6e30MacHOCTM NPOEKTa;

— expired at - [aTa OKOHYaHMA AENCTBUA
Kntoyen 6e30nacHOCTM NPOeKTa

OTBeT byaeT npeacTasBieH B cieaytollem dopmate:

"createdAt":"2023-09-13T21:43:29.712093+03:00",
"id":"acs 1384 test ckl05k9pfb78114a8n8g",

"isActive":true,

"name" :"acs-1384-test",
"serviceAccount": {
"audience": [

"http://example.ru/auth/public",
"http://example.ru/push/public"

I

"clientId":"acs 1384 test ckl05k9pfb78114a8n8g",



http://example.ru/auth/public
http://example.ru/push/public
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"clientName":"acs-1384-test",
"publicKeys": {
"meta": {
"public:WcKEc)7wQQ" : {
"assigned at":"2023-09-13T18:43:582",
"expired at":"2024-12-13T00:43:582"

}
by

"scope":"openid offline message:update project:read"

by
"updatedAt":"2023-09-13T21:44:43.73058+03:00"

Bo3morKkHble Koabl olWMHOK NnpuBeaeHsbl B Tabauue (Tabanua 10).

Tabnnua 10
KOSL;M%T:MWC OnwncaHune [encTema ana yCTpaHeHna oWwnbKu
401 Unauthorized|||cTeKk cpoK AeNCTBMA TOKEHa |HEOBXOAMMO MOMYYUTb HOBbIM TOKEH
aBTOpM3aLUMM asTopm3aumm (n. 2.3.1)
Client authentication |Heobxoammo obpaTnTbea K
e iene JSON Hen key is [ABMMHVCTATOPY CepBuca
expired (He yaan0Ch VBeAOMNeHMI C NpPocbbOoM BbINYCTUTD
T HOBbIM K04 6E30MacHOCTM NPOEKTa
ayTeHTUGMKALMIO. CPOK M NpUCAaTh ero, NOCNE Uero cnesyer
neiicTeus YCTaHOBWTb HOBbIM K/HOY 1 MOBTOPUTD
npesocTasneHHoro katoua | 2onPoc
NCTEK)
403 Forbidden [locTyn K pecypcy 3anpelleH |[TpoBepuTb KOPPEKTHOCTb HACTPOEK
nepeaaHHoOro npoekTa. B ciyuae
NOBTOPEHMA OLWNDOKM 06PaTUTLCA K
AgmunHuctpatopy Cepsuca
yBEAOMNEHNM
404 Not Found Pecypc He HalaeH MpoBEPUTb KOPPEKTHOCTb HACTPOEK
nepeaaHHoOro npoekTa. B ciyuae
NOBTOPEHMA OLNOKM 06PaTUTLCA K
AamuHuctpatopy Cepsuca
yBEAOMNEHNI
429 Too Many NOCTUTHYT NMMUT HeobxoaMMO COKpPaTUTb KOMYECTBO
Requests KOAMYecTBa 3aNpPOCOB B 3aMpoCoB B CEKYHAY A8 NPOEeKTa
CeKyHay
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HOSL;MCGT:;VC OnucaHue NencTsuna ana ycTpaHeH1a olmnbKu
200 Internal BHYTpeHHAA cucTemHas Heobx0aMMO 06PaTUTHLCA K
server Brror owwnbka Cepsepa CUCTEMHOMY aMUHUCTPATOPY
npuaoxenuin NCy
504 Gateway NHdpacTpyKTypa Cepsuca Heobxoanmo obpaTnTbea K
frmeout yBEAOMNEHNIN HEeJOCTYNHA  |CUCTEMHOMY aAMUHUCTPATOPY

2.3.5. PekomeHAaaumu MCNOMb30BAHMA 3aMpoCca

MepnoanyecKkn, c 4acToTon He meHee OAHOrO Pasa B CYTKM, C CepBepa BHELIHEro
NPUNOXKEHNA HeobXOoAMMO BbIMOAHATbL 3anpoc Ha CepsBep npunoxeHun TMCY, 4TobbI
NOy4aTb aKTya/lbHble AaHHbIE MO NPOEKTY:

— aTpnbyT isActive A0/MKeH ObITb paBeH true. B cnyyae HapylLueHW CBA3ATLCA
c AamumHuctpatopom Cepsumca yBeAOMAEHNN;

— 3HayeHWe expired at ANA WCNOAb3YEMOro K43 AOMKHO ObiTb  C
AencTeytolLlen AaTon. PekomeHayeTca Noay4mTb HOBbIM KAtod 6e30MacHOCTM NpoeKTa, He
NOXWNAAACh AaTbl OKOHYAHWA AEUCTBMA TeKyLlero. Mpouecc aBTOMaTUYECKOM CMEHbI K/toYa
H6e30nacHOCTM NpoeKTa NpueeaeH B n. 2.3.6;

— 3HAMNOWHT AO/IKEeH BO3BpalWaTb CTaTyC 200 OK — 3TO 3HauuT, 4to Cepsep
npunoxeHuin NCY dusnyeckm aocTyneH Ana oTNPaBKM COOBLWEHNI N3 cepBepa BHELIHErO
npunoxenua. B cayvae HapyweHuM cBAs3aTbcA € AgmuHuctpatopom  Cepsuca

yBEAOMNEHUN.
2.3.6. ABTOMaTM4YecKas CMeHa Kato4Ya 6e30MacHOCTM NPOeKTa

B cnyyae, ecnv npu BbINOHEHWM 3aNpoca Ha nNoaydeHne MHGOoOPMaLmMmM O MPoeKTe
(n.2.3.4), bynet 3ame4yeHO, 4YTO CPOK [AENCTBMA KAOYa WCTeKaeT, HeobxoaAmmo
3a6,1aroBpeMeHHO BbINOIHUTL CAeayroLlmne AenCTBUA:

— CreHepupoBaTb HOBYO Mapy, COCTOALLYH M3 OTKPbLITOrO M 3aKPbITOTO K/oYa;

— YCTaHOBMUTb NYBAUYHBIN KAKOY A8 aKKayHTa CBOEro NPOeKTa;

— OOHOBUTb KOHMUIypaLMIO CBOEro CepBepa BHELWHEro MpUAOKeHUa Aan

NCMO1Ib30BaHMA HOBOTIO K/1t0O4a Mpun noJsiydeHmm aBTOPU3aLUMOHHOIO TOKEHa.
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[nAa reHepaunn napol KAto4en H€O6XO,£I,VIMO BbINMO/JHNTb 3aMpOC HMXKE!

POST {api url}/keyPairs
3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMne: application/json.
MapameTpbl Tena 3anpoca npmuseaeHsl B Tabnnue (Tabamua 11).
Tabnnua 11
Ob6sa3atenvHocTb | Mapametp |  Tun OnuncaHue
Ha alg String |AAropuTm ANS NOAMMCK TOKEHa. JOMKHO BbiTb
yKa3aHO 3Ha4YyeHune RS256.
Na kid String |aentndukatop Kada. CTpoka annHoi 10
CMMBO/JI0B, coAeprKallasn umdpbl 1 OyKBbI
NIATUHCKOTO andaBmTa B HUKHEM N BEPXHEM
perncTpax
Ha use String ||llenesoe Ha3Ha4YeHMe aAropuTMa WudpoBaHus.
[lonKHO BbITb YKa3aHO 3HaYeHMe sig

3aro/IOBOK Authorization AO/IKEH MMETb 3HAaYEHUNE: Bearer access_token,

NOMIy4eHHbIM B 3anpoce aBTopusaumum (n. 2.3.1).

Koabl owmnboK aHaNorMyHbl TeM, YTO NpuBeaeHbl B Tabanue (cm. Tabaumua 6).

[ns cnyyas ycnexa napameTpbl OTBeTa npueedeHsl B Tabanue (Tabanua 12).

Tabnnua 12
Ob6sasatenvHocTb | MapameTp Tun OnucaHune
[a private OBJ private |0O6beKT c MHPOPMaLMER O 3aKPbITOM
Kaoue
[a public OBJ public |O6beKT ¢ MHboOpMaLmen 06 OTKPbITOM
Kntoye
MapameTpbl 06beKTa private NpuBeaeHsbl B Tabauue (Tabamua 13).
Tabnunua 13
Ob6s3zatenbHocTb | MMapameTp Tvn OnucaHune
[a Jwk OBJ privatedWK |OHbeKT C OnMcaHMem 3aKpbIToro
K/to4a
Na pem String CTpOKa C 3aKPbITbIM KIHOYOM B

dopmaTe .pem
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MapameTpbl 0ObeKkTa privateJWK npuseaeHbl B Tabauue (Tabavua 14).

[eTanbHas HPopmaums aoctynHa B RFC 7518.

Tabnuua 14
Ob6asatenbHocTb | MapameTp Twvn OnucaHune
Na alg String |Kpuntorpaduyeckuin anroputm, B KOTOPOM
npeanonaraeTca NCNoNb30BaHME KAOYa
[a d String |3kcnoHeHTa RSA, yyacTsylowlas B

$OPMMPOBAHMM 3aKPbITOrO KtoYa. s
noaxatoveHma K MCY He ncnonbsyetcs

Ha e String |My6aunyHas skcnoHeHTa RSA. A4
noakatodeHma K MNCY He ncnonblyetca

Na kid String | peHTnduKkaTop Kaoda. CTpoka AnnHoi 10
CMMBO/I0B, cofiepKallan undpbl 1 ByKBbI
NAaTUHCKOTo andaBMTa B HUKHEM U BEPXHEM
permcrpax

Ha kty String |CemeMCcTBO a/IrOPUTMOB WNPPOBAHMS,
Mcnonb3yemoe Npu reHepaumm KaYa.
3Ha4yeHMe byaeT paBHO RSA

Na n String [Moaynb RSA. ina noarnoyerms K MCY He
ncrnonb3ayerca
Nla p String Mepsblt NPOCTON MHOXUTENb. N8

noakatodeHma K MNCY He ncnonbsyeTtca

Na q String |Bropoi NpocTon mHOMKUTENb. a8
noakatodeHma K MNCY He ncnonbsyetca

a use String ||lleneBoe Ha3Ha4YeHWe aropuTMa
wmdpoBaHuMa. JonKHO ObiTb YKa3zaHO
3Ha4YeHne sig

MapameTpbl 06beKTa public NpuBeaeHbl B Tabauue (Tabaumua 15).

Tabnunua 15

Ob6asatenbHocTb | Mapametp Twun OnucaHue

Na Jwk OBJ publicJWK |O6beKT ¢ onMcaHMem OTKPbLITOro
KtoYa

MapameTpbl 06beKTa publicJWK npuBeaeHsbl B Tabnuue (Tabanua 16). detanm

noctynHbl B RFC 7518.


https://datatracker.ietf.org/doc/html/rfc7518#section-6.3
https://datatracker.ietf.org/doc/html/rfc7518#section-6.3
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Tabnunua 16

ObasatenbHOCTL | MNapameTtp Twun OnucaHune

Ha alg String |Kpuntorpaduyeckuilt airoputm, B KOTOPOM
npeanonaraeTca NCNoOAb30BaHME KAOYa

Na e String |My6aunyHas skcnoHeHTa RSA. Ad
nogkntoveHua K MNCY He ncnonbsyerca

Na kid String | peHTudUKaTOpP KAKOYa

Ha kty String |CemeMNCcTBO a/IrOPUTMOB WNdPOBaHMA,
MCMNONb3yEMOE NPK reHepaLnm Ka4a.
3HaveHKe byaeT paBHO RSA

[a n String |Mogaynb RSA. s nogknouerus K MNCY He
ncnonbayeTca

[a use String LleneBoe HazHayYeHMe anropnuTma
lwnpposBaHuna. JomKHO ObITb yKa3aHO
3HaveHue sig

Mpumep oTBeTa NPeACTaBAEH HUMKE:

"private": {
"jwk" : {
"alg":"RS256",
"d":"HD ..... PAHPkp Vébyeaf-GO", // coxpameHo nAJnd
oToOpaxeHms
"e" : "AQAB " ’
"kid":"private:tt9jjwRIxx",
\AJ kty" : "RSA" ’

"n":"39% ....... LRs9J ROgPUk", // coxpameHO njg OTOOpPaxeHUsd
"p":"8BU ....... fZW-RclDaPw", // cokpaleHO mjisg OTOoOpaXxeHUd
"g"i:"7g3 ... .. PdGvp62dw", // coxkpameHO g OTOoOpaxeHMs
"use" : "Sig"
br
"pem" :"-———- BEGIN RSA PRIVATE KEY—-———- \nMIIJQ ...... JKgthG\n—-----
END RSA PRIVATE KEY----- \n" // cokpameHo IOJjg OTOOpaxeHUs
bo
"public": {
"jWk": {
"alg" : "RS256",
"e" . "AQAB" ’

"kid":"public:tt9jjwRIxx",

Hktyﬂ . "RSA",

"n":"3% ...... BLRs9J RogPUk", // coxpameHO njs oTOOpaxeHMA
Huseﬂ . "Sig"

Hpemﬂ . mww
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Mocne reHepauymm napbl KAYEn HEOBXOAMMO MPUMEHUTL NYHANYHBIN KAtOY ANs

dKKadYyHTa CBOEro npoekKTa. [na satoro HEO6XO,£I,MMO caenartb Cﬂe,EI,yPOLLI,VIlZ 3anpoc:

PUT {api url}/projects/{project id}/serviceAccounts/{client id}/pub-
licKeys

[TapameTpbl {project id} 7 {client id} NOACTaB/IAKOTCA n3
KOHPUTypaunMoHHOro ¢palina NpoekTa, Noay4eHHOoro oT Bnagensua MNcy.
3aro/I0BOK Content-Type AO/XKEH MMETb 3HaYeHMne: application/json.

MapameTpbl Tena 3anpoca npuseaeHsl B Tabanue (Tabamua 17).

Tabnunua 17

Ob6asatenbHocTb | MapameTp Tun Onucanue

nla keys Array of OBJ |Maccus ¢ AaHHbIMU 0O OTKPLITOM
publicJWK KNtoYe, ONUCaHHBbIM B TabauLe
(cm. Tabnumua 16)

B Teno 3anpoca B maccu keys aomkeH ObiTb A06aBneH 06bekT public.jwk U3
OTBETA Ha 3aNpocC No reHepaLUnmn KaYen.

[NMpumep Tena 3anpoca:

"keys": [
{
"alg":"RS256",
"e" : "AQAB",
"kid":"public:tt9jIwRIxx",
"kty" : "RSA",
"n":"3% ......... Rs9J RogPUk", // coxpameHO HOJsS OTOOPaXeHMS
"use" : "Sig"

3aroNoBOK Authorization AO/IKEH MMETb 3HAaYEHUE: Bearer access_ token,
NOsIy4eHHbIM B 3anpoce aBTopusauum (n. 2.3.1).
Koabl owunbok B OTBETE aHaNOlM4YHbl Tem, 4YTO nNpuBedeHbl B Tabauue

(cm. Tabaunua 6).
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B cnydae ycnexa npumep OTBETAa MOXKET BbITIAAETb TaK:

"audience": [
"https://ocs-int.ompcloud.ru/auth/public",
"https://ocs—-int.ompcloud.ru/push/public"
1y
"clientId":"kushnarev test cla7thirvkjfc4j9glelO",
"clientName":"kushnarev-test",
"scope":"openid offline message:update project:read keyPairs:create
serviceAccount:update"

}

Ha 3akntouMTenbHOM 3Tane HeobxoaMmo OOHOBUTb KOHOUrypauuio cepsepa
BHELIHEro NPUAOXKeHUs (M BCex y3N0B Knactepa Npu HaanymMm) ANS MCNOJIb30BaHMA
HOBOTO K/to4a Npum NoyYeHUn aBTOPM3aLMOHHOTO TOKEHa.

Mpy 3TOM NONYYEHHbIE paHee Ha OCHOBAHWW CTAapPOro K/to4Ya TOKEHbl MOTYT ObITb

MCNONb30BaHbl A0 UCTEYEHNA CPOKA X AEMNCTBUA.
2.4. lpumep Koaa cepsepa BHELHero NpuaoXKeHua

2.4.1. Kogpa Ha a3bike Python

TecToBbI NPMMEpP Ha A3blke NporpammupoBaHnsa Python aemoHcTpupyeT Bce
OMMCaHHble  paHee  warn. [lpumep  NONHOCTbIO  AOCTYyNeH Ha  pecypce
https://gitlab.com/omprussia/tools/PushSenderPython.

[MporpamMma CYMTbIBAET HACTPOMKM npoekta wn3 YAML-panna, yKkasaHHOro B
napameTpe config, AeNaeT 3anNpocC Ha NOAyYeHMe TOKeHa AO0CTyna M B 3aBMCMMOCTWN OT
NapameTpa action BbINOAHAET Ty MW MHYIO NOTUKY, AOCTYNHYO Yepes API.

[eTann ncnonb3oBaHWA YTUANTLI ONMUCaHbl B conpoBoxkaatowem kog README.md

danne.
2.4.2. Kopa Ha A3blke Java

TecToBbIN NPUMEpP Ha Java AeMOHCTPMPYET Ty Ke GPYHKLUMOHANBHOCTb M B MOJIHOM
BMAe A0CTYyneH Ha pecypce https://gitlab.com/omprussia/tools/PushSenderlava.
[eTann ncnonb3oBaHWA YTUANTLI ONMUCaHbl B conpoBoxkaatoulem kogq README.md

danne.



https://gitlab.com/omprussia/tools/PushSenderPython
https://gitlab.com/omprussia/tools/PushSenderJava
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HasHayeHMe KNaccoB B NpUMepe CepBepa BHELWHEro NpuaoXKeHuA:

— KJaccbl PushNotificationSystem n Config B nakerte
ru.omp.push.example.config OTBEYaAlOT 33 YTEHME M XPaHEHWE HACTPOEK KIMEHTa
npunoxenua n Cepsepa npuaoxkeHuin MNCy;

— KJaCC ru.omp.push.example.auth.TokenFetcher — 3anpoc M NOoJy4YeHne
ToKeHa oT CepBepa npunoxkeHun MCy;

— KNAcC TestPushClient — CTAapTOBAA TOYKA MPUIOKEHWMA, 3arpy3Ka HACTPOEK 13
danna, nonyyeHne TOKEHa C MOMOLIbD TokenFetcher, MPOBEPKA TOKEHa, OTMNPaBKa
push-yBegomneHus, noaydeHne nHGopmaLmm o NpoexkTe U 0OHOBAEHNE KAOYEN.

Heobxoammo o0bpaTnTb BHUMAHME Ha caeayoulee:

— nepea, Tem, Kak AenaTb 3anpoc Ha OTNpaBKy push-yBegomneHuin, Tpebyetca
NPOBEPUTb TOKEH Ha aKTyaNbHOCTb (CM. MeToA, validateToken Knacca TokenFetcher);

— eCc/in 3anpoc Ha oTnpaBKy push-ysegomnenua sepHyn HTTP code 401, TokeH
HeBanMAHbIN. TpebyeTcA 0OHOBUTL €ro 4epe3d MeTo[ authenticate Kaacca
TokenFetcher M NPOM3BECTM NOMbITKY OTNPaBUTbL push-yBeagomneHune (Takoe noseaeHme

MOXET 3aBMCETb OT CTPATErMM CEpBEPa BHELIHErO NPUIOKEHUS).
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3. OFPAHUYHEHUA

B OC HaumHaa ¢ Bepcum 4.0 Hbin paclimpeH NpPoToKoa B3ammoaencTama Cepsepa
npunoxxeHui NCY n push-gemoHa.

Obuwaa /NorMKa B3aMMOAEMCTBMA OCTaNaCb MNPEXHEN, OAHAKO W3MEHEHMe
NPOTOKO/1a MPOMN30LLI0 BBUAY MU3MEHEHMA B3aMMOAENCTBMA push-4eMoHa C KOMNOHEHTAMM
ynpasaeHmna npunoxeHmnamm 8 OC Aspopa.

Ona sepcum 1 push-gemoHa bHbino Heobxoammo 3anyckate GUI, a B Bepcum 2
push-aemoHa 3anyck GUI He TpebyeTca BBUAY HAaMYMA MCNONb3YEMOTO KAKYa nogui.

CooTBeTcTBEHHO, AN5 06paboTkKM push-yBegomneHunin 6es 3anycka GUI Heobxoanmo
peasin3oBaTb NOAAEPHKKY COOTBETCTBYIOLLEIO PEXMMA B CAMOM NPUIOKEHUN.

NMPUMEYAHUE. [JononHuTenbHble OrpaHUYeHMA nNpuBeAeHbl B  AOKYMEHTe

«PykoBoacTBO agmuHucTpatopa» AAMI.20134-01 91 01.
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NEPEYEHb TEPMWHOB N COKPALLIEHNM

|/|CI'IO}'Ib3yeN\bIe B HaCTOALWLEM AOKYMEHTE TEPMUHbLI N COKPaWeHNA NMpmnBedeHbl B

Tabnunue (Tabnnua 18).

Tabnnua 18
TepMuH/
P
CoKpalleHue acwmnedposka
Aspopa SDK Cpefa pa3paboTkv ABpopa, BKAKOYaoLWas B ceba cneaytoLimne

KOMMOHEHTbI:

— ABpopa IDE;

— Aspopa Emulator;
— Aspopa Build Engine

0oC OnepauMoHHasa cucTema
rnro MpWKnagHoe nporpammHoe obecneveHne «Agpopa LleHTp»
MpunoxxeHne MpunoxKeHnem sBnAeTCA:
— mobunbHOE NpunoxeHne, GyHKUMOHMpPYOLEee Noj ynpase-
Hnem OC Aspopa/OC Android;
npunoxeHune ana 3BM, pyHKkUMOHMpytowen noa ynpasneHnem OC
cememncTaa Linux
MNpepnpuaTtne- ObuecTBo ¢ OrpaHUYEeHHOM OTBETCTBEHHOCTLIO « OTKPbITaA
pa3paboTymK MmobunbHaa nnatpopma» (000 «OTKpbITad MObUIbHASA
nnathopma»)
rncy MNoacuctema CepBUC yBEAOMAEHUN, peann3yroLlas 0Ky

yNpaBAeHNA KMU3HEHHbBIM LIMKIOM MPOoeKTa push-yBeaoMAeHN N

CepBep BHeLIHero

Mpougecc Ha cepBepe He3 y4acTus UAK C y4acTMeM NoNb3oBaTeNeln.

NPUIOXKEHNA HasHavyaeTcAa cepBepam BHELWHMX NPUNOKEHNI, OTNPABAAOLLNX
push-yBegomneHuns Ha Cepsep npunoxkexHnin MCY, ans mx
nocneayowen nepeagaym B COOTBETCTBYOLLEE MODMIbHOE
npuaoXKeHne

Cepsep Backend noacuctemsbl Cepsuca ysegomneHnin npegoctasnaet API

npunoxennn MCY | onsa cepBepa NPUAOKEHMN N0 CO34aHNI0 push-yBeaOMNeHNA

YCTponcTBo MoA yCcTPOMCTBOM NoApasymeBaeTcad MOOMAbHOE YCTPOMCTBO

n/vnmn 3BM, Ha KOTOpon GYHKLMOHMPYIOT COOTBETCTBYOLLNE
KOMMoHeHTb! M0
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TepmuH/
CokpaleHue

Pacwudposka

API

Application Programming Interface — nporpammHbii MHTEpPdENC
NPUNOXKEHWA, onncaHne cnocobos (Habop Knaccos, Npoueayp,
OYHKLUWIM, CTPYKTYP UAM KOHCTAHT), KOTOPbIMW OAHA
KOMMbOTEPHAA NPOrpaMma MOXKeT B3aMMOAENCTBOBATb C APYrom
nporpammom

D-Bus

Desktop Bus — cMcTeMa MEXMPOLLECCHOro B3aMMOAENCTBUS,
KOTOpas No3BOAAET NPUIOKEHMAM B ONEpPaLMOHHOMN cucteme
coobLaTbecs APYr C APYrom

GUI

Graphical User Interface — pa3HOBMAHOCTb NO/b30BATENBCKOIO
MHTEepderica, B KOTOPOM 31eMeHTbl MHTepdeca (MeHto, KHOMKM,
3HAYKW, CMUCKM), NpeacTaBAeHHble NOb30BaTe/O Ha AMCNee,
MCMNOJIHEHbI B BUAE rpaduyecKkmx n3obpaxeHmin

HTTP

HyperText Transfer Protocol — npoToKkon npuKknaaHoro ypoBHA
nepegaYyn AaHHbIX (M3Ha4YaibHO B BUAE TMNEPTEKCTOBbIX
AOoKymeHTOoB). OcHoBOM HTTP ABNseTCA TEXHOOTUA KKAUEHT-
cepBep», T.e. NpeAnosaraeTca cywecTsoBaHne noTpebutenen
(KNMeHTOoB), KOTOPbIE UHULUMUPYIOT COEAMHEHME M NOCbINAIOT
3anpoc, 1 NOCTaBLLNKOB (CEPBEPOB), OXKMAAIOT COEANHEHMA ANA
NoAy4YeHMA 3anpoca, NPOMU3BOAAT HEODXOAUMbIE AENCTBUA U
BO3BpaLLatoT 0bpaTHO cooblieHmne C pe3yabTaTomM

Internet Protocol — 0CHOBHOM NPOTOKO CETEBOrO YPOBHSA,
MCNONb3YOLWNNCA B CETU MHTepHET 1 obecneymBatoLLmMin eauHYyo
CXEeMy NIOTMYeCcKom agpecaum yCTPONCTB B CETU U
MapLpyTU3aLMIO AaHHbIX

JSON

TeKcToBbIM dpopmaT obmeHa AaHHbIMKU, OCHOBAHHbIM Ha JavaScript

JWT

JSON Web Token

Push-yBepgomneHus

TeKcToBble cooblLeHMs, NpeaHa3Ha4YeHHble ANA ONepaTUBHOM
(MFHOBEHHOW) AOCTAaBKMU Ha YCTPOWMCTBA NO/Ib30BaTENEN

RSA Kpuntorpaduruyeckmin airopuTM C OTKPbITbIM KHOUYOM,
OCHOBbIBAOLIMIMCA HA BbIYUCANTENBHOM CIOXKHOCTM 33434
daKkTopM3aLMM BONBLINX LLENBIX YMCEN

URL Uniform Resource Locator — egmMHO00Opa3HbIM IOKATOP

(onpeaennTenb MeCTOHaxoXaeHua) pecypca
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JINCT PETUCTPALIUU U3MEHEHWM

n3m.

Homepa nunctos (cTpaHuu)

name-
HEHHbIX

3ame-
HEHHbIX

HOBbIX

aHHyU-
poBaH-
HbIX

Bcero
mcToB
(cTpanuuy)
B JOKYM.

Ne
[IOKYMeHTa

BxopaLumi
Ne conpoBo-
ANTENbHOTO

OOKYM. 1 faTa

MNoan.

[aTa
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